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Abstract

Contemporary reality and accompanying it civilization development is an extremely com-
plex and demanding area perceived on the one hand in the context of threats, on the other
hand — the need to develop competencies that allow one to survive, and the other to develop
in increasingly complex conditions of modern times. The conviction of people about life in
permanent danger, the increasing complexity of conditions and events generates the need to
work out often not one, but at least a few thought-out strategies adequate to time and spatial
conditions, threats, problems and people that these problems and threats relate to or may
concern. In addition to a pool of problems and events that we can deal with, predict their
occurrence, prevent and counteract, we also have problems and threats that we have just
started to recognize. The article focuses on contemporary challenges of education for secu-
rity and the need to develop each of the competencies separately, emphasizing the impor-
tance of complementarity in their application in everyday life in order to ensure understand-
ing, action and development of ourselves and the environment, solving problems and deal-
ing with difficult situations and threats.

Keywords: Education, Emotional Intelligence, Digital Intelligence.

"There is a certain naivety in the information society, as it is
ruled by the conviction that access to all knowledge is within
one click and that we do not need to know as much as before.

Meanwhile, the truth is quite the opposite: we still need basic
skills such as reading comprehension, writing and mathematics
so that we cannot be easily deceived. We must increase our

criticism of the sources™®.

Fridolin G., Minister of Education of Sweden (2017)

1. Contemporary Reality - Human - Competencies

Contemporary reality and accompanying civilization development is an ex-
tremely complex and demanding area perceived on the one hand in the context of
threats, on the other hand - the need to develop competencies that allow one to sur-
vive, and the other to develop in increasingly complex conditions of modern times
(Biezunski, 2013). The conviction of people about life in permanent danger, the in-

1 See:  https://wpolityce.pl/spoleczenstwo/331629-szwedzi-chca-sie-bronic-przed-fake-news-w-

szkolach-dzieci-beda-sie-uczyc-analizy-informacji
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creasing complexity of conditions and events generates the need to work out often
not one, but at least a few thought-out strategies adequate to time and spatial condi-
tions, threats, problems and people that these problems and threats relate to or may
concern (Kaczmarczyk, 2014). In addition to a pool of problems and events that we
can deal with, predict their occurrence, prevent and counteract, we also have prob-
lems and threats that we have just started to recognize. These include the whole
spectrum of cyberspace? that we still know too little about to notice and deal with.

It is a challenge which we are currently trying to face. It is not easy considering
that we live in a world of permanent deregulation, changes and turns, artificial in-
telligence (Al), mutated forms of threats and transformations, and security as one
of the highest values in the background.

In spite of the progressing obsolescence of the forecasts proposed in the 1970s
or 1980s, the term "globalization" (Bauman 2000a) has not ceased to be presented
in a too simplistic way, and its load capacity is not accompanied by the wealth of
prospects and meanings associated with it. Interesting perspective in this respect
has been proposed in the book Faces of Globalism (Wosinska, 2011), in which four
dimensions of globalization have been presented: linguistic-cultural, economic and
trade-related, demographic and social as well as concerning ecology and degrada-
tion of the natural environment. The globalization’s faces presented in the men-
tioned publication have an analytical and reflexive dimension. The criterion of ma-
terial differences - as it turns out - is not the basis for the occurrence or absence of
problems in a given society. The traditional division of the world into people from
more developed regions of the world and people from poorer parts of the globe
does show the diversity of both worlds, but it does not mean that one of these
groups of people is devoid of problems. These problems are just different. This is a
kind of obviousness that still requires constant confirmation and at the same time
the expansion and improvement of our competencies.

Globalization slowly ceases to be treated as a kind of ideé-fixe that will organ-
ize all the trouble-free future of a happy life. Recently, we started to observed a
domination of the tendency to look at globalization as something inevitable but si-
multaneously as something requiring a process of progressive mutual dependence
of individuals, groups or nations (Giddens, 2012) and the process of shrinking time
and space that accompanies it. Views and concepts about the future, threats and se-
curity are constantly evolving. What was presented as a forecast twenty or thirty
years ago is systematically verified by the authors of the concept, their continuators
or adversaries (Bauman, 2000b; Stanczyk, 1996). For example, the concepts of Al-
vin Toffer (1998a, 1997a, 2003, 1997b, 1998b, 2006, 1996, 2007), Francis Fu-
kuyama (1996, 2000, 1997a ,1997b, 2000, 2004, 2005, 2006), Jean Baudrillard
(2006), Samuel Huntington (1977, 1985, 1995, 1997, 2000, 2007) or Ulrich Beck
(2002, 2004, 2005; Beck, Giddens and Lash, 2009; Beck and Grande, 2009) have
been subject to verification assessment. | devoted a separate article to it
(Wisniewska-Paz, 2018a). All these theories are eagerly cited and referred to while
addressing the problem of contemporary changes, future and present threats, secu-
rity and education. Thanks to the aforementioned scientific and popularizing activi-
ty, the theories are constantly modified, especially by their supporters and follow-
ers.

2 See: M. Gorka (ed). (2014). Cyberbezpieczeristwo jako podstawa bezpiecznego parstwa i
spoleczenstwa w XXI wieku, Warszawa; K. Liedl, P. Piasecka, T. Aleksandrowicz (ed.). (2014) Sie-
ciocentryczne bezpieczenstwo. Wojna, pokdj i terroryzm w epoce informacji, Warszawa.
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Contemporary society is sometimes referred to as the information society or the
society of knowledge, networks, consumption, spectacle or risk. Information and
time of its transmission have become the most desirable value. Looking at the re-
sults of social access to technology and our attachment to it - often addiction - we
can come to somewhat different conclusions: what we were supposed to unleash,
really enslaved us and instead of making us wiser and more aware, it caused that
we are more and more confused (Pieczywok, 2015), drifting in a maze of informa-
tion whose size overwhelms our ability to process it. It puts us in a state of being
lost, lowers our activity, often leads to withdrawal from social life and reluctance
to undertake even the simplest activities. Consequences are therefore opposite to
the intended goals. This situation increases our susceptibility to influence and ma-
nipulation, our system of interpretation and verification of information does not
keep up with the pace of their inflow and outflow. According to Thomas H. Erik-
sen (2003), greater flexibility of the environment deprives us of our own flexibility
and paradoxically our freedom is limited by a greater choice (pp. 13-14). What po-
tentially should save us time and increase our efficiency, in fact has exactly the op-
posite effect - it fills up every moment and our thoughts at any time of the day or
night and anywhere, so instead of having more and more free time it happens that
we do not have it not at all (Pieczywok, p. 34).

2. The Modern World and Virtual Reality

What is the virtual reality we are talking about so much right now? (Korab,
2010). Virtual reality is a picture of artificial reality that has been created using
widely understood information technology and concerns the creation of multimedia
visions of space, events or objects. The creator of the concept is J. Lanier, whose
thoughts became the basis for formulating the definition of virtual reality by S.
Bryson as a way of " (...) using computer technology to create the effect of an in-
teractive, three-dimensional world in which objects give the impression of a spatial
(physical) presence” (Bryson, 2013). One can often find in the literature the defini-
tion of virtual reality in the form of 3 x | or I3 - Interaction (interaction, relations),
Immersion (penetration, depression), Imagination (imagination) (Burdea and Coif-
fet, 2003). The precursor of virtual reality (VR) is considered M. W. Krueger, who
in the late 1960s created video installation projects, of which the most-known are
"Gloflow", "Psychic Space", "Videoplace" or "Metalplace” (Ibidem). Over time,
they have become an inspiration for the emergence of contemporary virtual reality
systems that are used in various fields, including education, psychology, law, psy-
chotherapy, army, medicine, audiovisual communication, trade, tourism, spending
free time. Virtual reality is perceived by means of the sense of sight, it is becoming
more and more realistic from year to year due to the development of technology.
More and more often it is accompanied by sound, tactile and interactive arrange-
ments, and work on the use of the fragrance is also underway. The aforementioned
accompanying elements aim to initiate the participation of the rest of the human
senses in the reception - in addition to sight, also the sense of hearing, touch and
smell. The more advanced the development of technology is, the more difficult it
becomes to distinguish virtual reality from the real life. The technological progress
must be followed by the improvement of the individual in terms of competencies
enabling the functioning of the individual on the border between the two realities
and development.
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3. Intelligence Quotient vs. Intelligence and its Types

In the 1980s, 1Q (from Intelligence Quotient) reigned supreme, in the mid-90s
there came the time for EQ / EI (Emotional Quotient / Intelligence). Whereas for
the several last years we have been intensely entering the DQ / DI (Digital Quotient
/ Intelligence) era, which does not boil down to the skills in using a laptop or a
smartphone, but it has a complex set of social, emotional and cognitive skills ne-
cessary for adaptation to the digital world, its rational use and confronting its chal-
lenges. The new type of intelligence (DQ / DI Digital Intelligence) operates on the
basis of eight critical digital competencies, including digital law, digital communi-
cation, digital illiteracy, digital emotional intelligence, digital security measures,
digital security, use / application of digital devices and digital identity which has
been discussed in the further part of the article.

What is intelligence? Intelligence (Latin: intelligentia) - is the ability to perce-
ive, understand, learn, analyze and adapt to changes in the environment and skilful-
ly use for this purpose one’s own competencies (knowledge and skills). It is, there-
fore, a feature of the mind that determines the level of cognitive efficiency of a per-
son: their thinking, solving problems. In the 1980s, Howard Gardner proposed the
theory of multiple intelligences distinguishing eight types of human intelligence:
linguistic, logical-mathematical, visual-spatial, musical, interpersonal (social),
intrapersonal (self-reflective), kinesthetic and naturalistic (Richard, Gerrig, Zim-
bardo 2008, pp. 292-294).

What is 1Q? 1Q (intelligence quotient) is the result of an intelligence test. His
precursor is Alfred Binet - a French psychologist, a co-author (with T. Simon) of
the first test examining the general intellectual performance in children (the so-
called Binet-Simon test). Its aim was to determine the level of difficulty of tasks
and to rank them according to the degree of difficulty in order to determine the
thresholds for solving tasks in correlation with the age of children. He introduced
the concept of "mental age" in order to interpret the obtained results (Ramsden,
Richardson, Josse, Thomas et al., 2011.) He drew attention to a certain dispropor-
tion between the retardation of the mental age in relation to the age of life between
children and teenagers. This concept was then developed in the first decade of the
twentieth century by W. Stern who proposed a relativisation of the obtained value
of the mental age to the age of life and presented the formula of intelligence quo-
tient (Intelligenz-Ouotient -I0), whose values placed on a standardized scale
(called the intelligence quotient) over 100 determine the acceleration or delay in
the mental development. Over time, this concept has been subject to further im-
provements and applications, generating different varieties of tests and intelligence
scales (sometimes called tests and development scales) taking into account, among
others, age of the subjects (e.g. variants of Wechsler scale). The issue of age turns
out to be quite important when looking at it from the point of view of human de-
velopment phases, which are very dynamic up to 13 years of age, and become
slower and more stable with visible decreasing tendencies after one turns 16 (Ber-
kovits, Armor 2006). Popular tests and scales include Stanford-Binet, Terman-
Merrill, Psyche Cattell Infant Intelligence Scale, Brunet-Lezine's Psychosomatic
Development, Wechsler-Bellevue and Grace Arthur’s Performance Scale.

4. EQ - Emotional Intelligence
Emotional intelligence is another type of intelligence defining competencies in
recognizing emotional states of oneself and other people. It is assumed to be com-
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plementary to the so-called rational intelligence defining intellectual, abstract and
analytical skills measured by the intelligence quotient (1Q) (Goleman, 1997a). An
important aspect here is also the ability to control and manage one’s own emaotions,
and a wide range of social skills correlated with emotions such as empathy or mo-
tivation.

Three key models of this kind of intelligence can be distinguished, in many
points different in perspective, in others, convergent.

According to the first of the models built on the concept of J. Mayer and P. Sa-
lovey, we may distinguish four areas constituting emotional intelligence: percep-
tion of emotions, support of thinking with the help of emotions, understanding and
managing emotions (Matthews, Zeinder and Roberts, 2004). On the basis of one of
the most popular tools for testing emotional intelligence, namely the Multifactor
Emotional Intelligence Scale (MEIS) both authors together with D.R. Caruso
created the Mayer - Salovey - Caruso Emotional Intelligence Test (MSCEIT),
which explores four levels of emotional intelligence: perception of emotions, use of
emotions in cognitive processes, understanding emotions and managing emotions
(“Rozmowa Agnieszki Chrzanowskiej z Geraldem Matthews” - 2009). Developed
in Poland the Emotional Intelligence Test (TIE) (Smieja, Orzechowski and Asano-
wicz 2013) is also embedded in this model.

Created on the basis of D. Goleman's (1997a) concept, the second model de-
fines emotional intelligence as the ability to understand one’s own and others’
emotions, to exercise control over them and to manage them, the ability of self-
motivation and other social competencies. The third model by R. Bar-On points to
five components of emotional intelligence. These are intrapersonal intelligence, in-
terpersonal intelligence, general mood, coping with stress and the ability to adapt
(Matthews, Zeinder and Roberts, 2004).

Emotional intelligence is based on three complementary competence modules,
including: psychological, social and praxeological (action) (Goleman, 1997a,
1997b; Krokowski and Rydzewski, 2004) competencies. As part of psychological
competence we may distinguish, inter alia, self-awareness, self-esteem, self-control
and self-regulation. As part of social competencies we distinguish, among others,
empathy, assertiveness, persuasion, leadership and cooperation. Whereas within the
competencies that define our attitude to the challenges and actions there are lo-
cated: motivation, conscientiousness and adaptability.

Psychological competencies, therefore, apply to all types of states and relation-
ships of the individual with oneself, the ability to recognize their own states, self-
esteem, the ability to respond to external stimuli and control their own emotions.
Social competencies in turn focus on on relationships with others, including the
ability to understand and experience the states of other people, the ability to defend
their own rights, the ability to influence and guide people, create relationships and
cooperation. Meanwhile, praxeological competencies are associated with commit-
ment, the ability to cope in a changing environment and adaptation to changes, as
well as responsibility for implemented activities.

5. Digital Intelligence

Increasingly often, one can come across the idea that intelligence (IQ) and emo-
tional intelligence (EQ) are not enough to function effectively in the modern world
and to achieve the desired "success", despite the ambiguous definition of the con-
cept created by various social groups and institutions. Hence, the World Economic
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Forum draws attention to the need to develop digital intelligence (DQ) (“8 digital

skills we must teach our children” 2018) in society.

The Institute of Digital Intelligence, created in 2016° is of similar opinion. It
pays great attention to the aspect of public health in the context of shaping this type
of competencies. What is extremely important here is the question of understanding
what digital intelligence is. Digital intelligence is not - as one might suppose -
computer or smartphone skills, does not focus on the amount of time actively spent
in the company of digital / mobile devices and without them, and to maintain a bal-
ance in this aspect. The Institute defines this kind of intelligence as “the sum of so-
cial, emotional and cognitive skills that allow people to face challenges and adapt
to the requirements of the digital life (“What is DQ? 8 digital skills we must teach
our children” n.d.). It also determines what specific skills are involved. The func-
tioning of a new type of intelligence (DQ / DI - Digital Intelligence) is proposed to
be analyzed on the basis of eight critical digital competencies: digital law, digital
communication, digital illiteracy, digital emotional intelligence, digital security
measures, digital security, use / application of digital devices and digital identity”.
Digital intelligence as opposed to 1Q or EQ it is not a skill with which man is born.
The process of acquiring competencies within this kind of intelligence takes place
in the learning process. The earlier the process starts, the better the results are. The
absolute need to educate the public in this respect is evidenced by the results of the
research on the level of endangerment of specific age groups by specific types of
threats in the network. This is particularly worrying especially among children in
the context of experiencing by them on a daily-basis threats like increased anxiety,
peer pressure in the network, identity theft, dependence on digital devices, misin-
formation or privacy violations. The research shows that over half of the children
aged 8-12 from 29 countries are exposed to at least one of the threats occurring in
the network. Children from technologically developing countries are exposed to the
dangers 1.3 times more often than their peers from the countries well developed in
terms of digital technologies®.

At the European Cybersecurity Forum (CYBERSEC), recommendations regard-
ing cyberspace threats and security were presented. They include:

- taking steps to protect against information activities in the network;

- requiring further analysis impersonating social media profiles and bot opera-
tions;

- the need to practice responsible journalism through the media, also when ob-
taining information in cyberspace, in particular from social media - fact check-
ing, critical thinking and awareness raising campaigns;

- the need for better education with a strong emphasis on technology, values, crit-
ical thinking, the ability to use the media safely;

- improvement of cybersecurity, raising operational potential and security;

- artificial intelligence (Al) being both an opportunity and a challenge, but also a
risk of using Al to run disinformation campaigns®. Therefore, it will be imposs-
ible to deal with it without proper education.

3 https://www.dginstitute.org/what-is-dg/ online access: 20 June 2018.

4 For a more detailed description of the competencies see: https://www.dginstitute.org/what-is--dg/
(online access: 16 February 2018).

5 Cf: Outsmart the Cyber-Pandemic. Empower Every Child with Digital Intelligence by 2020,
https://www.dginstitute.org/2018DQ _Impact_Report/ (online access: 20 June 2018)

® https://cybersecforum.eu/.../cybersec_2017_recommendations.pdf (online access: 12 June 2018).
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6. The Challenges of Education for Safety

Security and education have now become two key concepts of contemporary
theory and practice of everyday life of individual people, nations and states. They
concern indirectly and directly almost all spheres of life and types of human activi-
ty from birth to old age. At the same time, we should be aware that no state and
none of the services functioning within it can guarantee full security. For our own
safety, we must take care of ourselves, constantly enhancing our knowledge, de-
veloping a habit of learning and further training, thus keeping up with the changes
and constant development of our own competencies.

However, this activity and our willingness requires support. It will be all the
more possible and more effective if from the side of the state, self-government au-
thorities, local authorities or educational institutions (including schools and univer-
sities) support will be not only the framework of education strategies for safety, but
a training system in the field of sensitization, and education of people belonging to
different groups and social categories in the field of safe behaviors (including diag-
nosis, prevention and response). The challenge faced by the contemporary educa-
tion for safety, therefore, requires an effort to build a new strategy of action and
change the way of thinking about the threats, their place and ways of dealing with
them, with attempts to prevent their emergence. Waiting for the emergence of
threats and then just thinking how to deal with them, how to counteract, how to
react is unfortunately a common practice that requires immediate change. For such
a change to take place it is necessary to include permanent and multidimensional
education in this activity. Education with a more practical than theoretical dimen-
sion, carried out in a continuous process from birth to old age. Only such a pers-
pective of thinking about this type of education should have the desired effects.

The issue of widely understood education for safety is nowadays an increasing-
ly popular aspect of considerations that absorbs researchers and the so-called ordi-
nary people regardless of age, sex, income or education. | drew attention to this in
the introduction to the book entitled: “Edukacja dla bezpieczenstwa wobec specy-
fiki szkolenia grup dyspozycyjnych” (Education for security against the specificity
of training of disposable groups) (Wisniewska-Paz, 2014), signaling the basic
causes of this phenomenon. This is a positive symptom that can and should contri-
bute to the above-mentioned change, which certainly will not happen right away. It
is important that it appears in a thoughtful and planned manner (hence the impor-
tance of developing a long-term strategy) and that it should be of a continuous cha-
racter, and not the domain of the moment or fashion impulse.

In terms of security, unfortunately, we have much more extensive educational
offer in the field of security as such, this applies in particular to the offer of private
and public higher education institutions in this field. There is no well-thought-out
and comprehensive offer in the field of education for safety, which should start not
in the second grade of junior secondary school (according to the new legal basis in
grade 8 of the elementary school), but much earlier - in the pre-school period and
be carried out in a continuous process - minimum until the end of the cycle of
higher education. Deficiencies in this regard also concern the training of the teach-
ing staff as well as the program of teaching the subject. Therefore, it is necessary to
cope with this deficiency, because it is not a need of an individual but of the whole
system.

It is worth taking up this challenge, because the need for safety is, as | men-
tioned at the beginning, one of the key human needs, which is the basis for the pos-
sibility of satisfying other important needs, such as: survival, identity and devel-
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opment (Rutkowski, 1995). It is important that safety is not understood as a state,
but as a process (expressing duration) that provides a sense of stability, peace, con-
fidence and security, lack of danger and protection against dangers. The latest secu-
rity-related research highlights the aspect of identifying safety with the expansion
of the area of freedom, responsibility and autonomy (Pieczywok, 2015, p. 17).

The need for safety is, therefore, subjective in nature, which remains in the di-
rect and indirect relationship with the structural dimension co-created by various
governmental institutions, local governments and groups (including various forma-
tions of uniformed groups: military and paramilitary). Both dimensions interpene-
trate mainly on the declarative and media levels, and the point is that the security
understood in this way is to be implemented practically and in the reality as it is
now, and not as it was, for example, ten or twenty years ago (Swiniarski, Chojnacki
2014, p. 69). Care for personal safety is the basis for rational interpretation and co-
creation of structural security (Pieczywok, 2012, p. 9). | mentioned this already on
the occasion of the previous publications (Wisniewska-Paz 2015; Wi$niewska-Paz,
Liberacki 2016, p. 230; Wisniewska-Paz 2018b). The key task in this aspect is per-
formed by education (ed. Wojnar, Kubin 1996; Raport UNESCO 1998), in particu-
lar by its specialized area that is the education for safety.
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