UNIVERSITA DEGLI STUDI DI SALERNO
DIPARTIMENTO DI INFORMATICA “RENATO M. CAPOCELLI”

CORSO DI DOTTORATO IN
“TEORIE, METODOLOGIE E APPLICAZIONI AVANZATE PER LA COMUNICAZIONE,
L’ INFORMATICA E LA FISICA”
XI CICLO — NUOVA SERIE

ANNO ACCADEMICO 2011-2012

TESI DI DOTTORATO IN INFORMATICA
On the Generalizations of Identity-Based
Encryption

Hidden Vector Encryption and Inner-Product

Tutor Candidato
prof. Carlo Blundo Angelo De Caro

Coordinatore
prof. Giuseppe Persiano






Abstract

Nowadays, public-key cryptographic is widely deployed and successfully used but still a major
drawback exists. In fact, from encrypted data a party can either decrypt or cannot learn anything
at all about the message other than the intentionally leaked information such as its length. In the
recent years, the cloud computing paradigm has emerged as the new standard to use computing
resources, such as storage devices, that are delivered as a service over a network. In such a
scenario, the notion of public key cryptography is not enough. It would be desirable to specify
a decryption policy in the encrypted data in such a way that only the parties who satisfy the
policy can decrypt. In a more general form, we may want to only give access to a function of
the message, depending on the decryptor’s authorization.

Thus, in the last decade researchers have started looking at a more sophisticated type of
encryption called functional encryption. A functionality F' is a function F' : K x M — X
where K is the key space and M is the message space. Then, a functional encryption scheme,
in the public-key setting, for F' is a special encryption scheme in which, for every key k € K,
the owner of the master secret key msk associated with the master public key mpk can generate
a special secret-key sky, that allows the computation of F'(k, m) from a ciphertext of m € M
computed under public key mpk. In other words, whereas in traditional encryption schemes
decryption is an all-or-nothing affair, in functional encryption it is possible to finely control the
amount of information that is revealed by a ciphertext. One of the most notable example of
functional encryption is identity-based encryption first introduced by Shamir as an alternative to
the standard notion of public-key encryption.

In this thesis, we discuss several instantiations of function encryption that can all be seen as
generalizations of identity-based encryption. We improve on previous constructions in terms of
capabilities and security guarantees.
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Chapter 1

Introduction

A set of parties can securely exchange information over an insecure network or storage service
by using encryption. In the simpler scenario, called symmetric setting or private-key setting,
the parties must first agree on a common secret key & (using a secondary channel assumed to
be secure), before they can start any secret communication. In this setting, the secret key k is
involved in both the encryption and decryption process. Such a solution can be practical for a
small organization but it is not feasible for larger networks such as Internet where millions of
parties are involved.

In the 1970s, with the advent of public-key cryptography the issue of having an a prior
mutual secret (and thus a secure communication channel) has been solved radically. In the
asymmetric setting or public-key setting, the decryption key (also called secret key) differs from
the encryption key (also called public key) and it is infeasible to find the decryption key, given
the encryption key. In this setting, a party P generates a pair of keys and keeps the decryption
key. The encryption key is then published and now any party can send P private messages by
encrypting them using P’s encryption key. Then, only P will be able to recover those messages
by using its decryption key.

Nowadays, public-key cryptographic is widely deployed and successfully used. But still
some issues remain. In fact, from encrypted data a party can either decrypt or cannot learn
anything at all about the message other than the intentionally leaked information such as its
length. In the recent years, the cloud computing paradigm has emerged as the new standard to
use computing resources, such as storage devices, that are delivered as a service over a network.
In such a scenario, the notion of public key cryptography is not enough. It would be desirable to
specify a decryption policy in the encrypted data in such a way that only the parties who satisfy
the policy can decrypt. In a more general form, we may want to only give access to a function
of the message, depending on the decryptor’s authorization.

With these motivations in mind, researchers have started looking at a more sophisticated type
of encryption called functional encryption. A functionality F' is a function F' : K x M — X
where K is the key space and M is the message space. Then, a functional encryption scheme,
in the public-key setting, for I is a special encryption scheme in which, for every key k € K,
the owner of the master secret key msk associated with the master public key mpk can generate
a special secret key (also called foken) sk that allows the computation of F'(k,m) from a
ciphertext of m € M computed under public key mpk. In other words, whereas in traditional
encryption schemes decryption is an all-or-nothing affair, in functional encryption it is possible
to finely control the amount of information that is revealed by a ciphertext.

One of the most notable example of functional encryption is identity-based encryption (IBE,
for short) first introduced by Shamir [[Sha85] as an alternative to the standard notion of public-
key encryption. In an IBE scheme, the public key associated with a user can be an arbitrary
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2 CHAPTER 1. INTRODUCTION

identity string, such as his email address, and others can send encrypted messages to a user us-
ing this arbitrary identity without having to rely on a public-key infrastructure. In these systems,
there also exists a trusted central authority capable of generating secret keys for any user in
the system. The first practical constructions of an IBE are due to Boneh and Franklin [BFO3|
and Cocks [[Coc01]]. While the Boneh-Franklin IBE scheme is based on elliptic curve groups
equipped with efficiently computable bilinear maps, the scheme by Cocks is based on the
quadratic residuosity problem [CocO1]]. In addition to the scheme, Boneh and Franklin also intro-
duced a formal security definition for IBE schemes to model privacy, known as indistinguishabil-
ity under chosen-identity-attacks, and showed that their scheme was provably secure under this
notion based on a new computational problem, known as bilinear Diffie-Hellman problem, in the
random oracle model [BR93]]. However, access to the data itself is still inherently all-or-nothing.
The decryptor either will be able to decrypt the data and learn everything or will not and thus
learn nothing. This has motivated the study of anonymous identity-based encryption schemes,
where the ciphertext does not leak the identity of the recipient. The Boneh-Franklin IBE scheme
was already known to be inherently anonymous but the first anonymous IBE without random
oracles was proposed by Boyen and Waters [BWO06|]. Moreover, anonymity can be leveraged to
construct Public key Encryption with Keyword Search (PEKS) schemes, as observed by Boneh
et al. [BDOP04] and later formalized by Abdalla et al. [ABCT08]]. Following the work of Boneh
and Franklin, Horwitz and Lynn [HLO2] proposed the concept of Hierarchical IBE (HIBE, for
short), in which users are organized in a tree of depth L, with the root being the trusted central
authority. In a HIBE scheme, intermediate nodes in the tree are capable of generating secret
keys for any of their descendants. Since its introduction, several practical constructions of HIBE
schemes have been proposed in the literature (e.g., [GS02, (CHKO03! BB04, BBGO3I]), with the
first being due to Gentry and Silverberg [GS02]], who proposed a scheme based on the Boneh-
Franklin IBE scheme and proved it secure in the random-oracle model based on the bilinear
Diffie-Hellman problem.

After the realization of the first Identity-Based Encryption schemes a number of new cryp-
tosystems have provided increasing functionality and expressiveness of decryption capabilities.
In particular, one of the most relevant generalization of identity based encryption, known in
the literature as Attribute-Based Encryption (ABE, for short), was proposed by Sahai and Wa-
ters [SWO03] to express complex access policies. Subsequently, Goyal, Pandey, Sahai and Wa-
ters [GPSWO6]| refined this concept into two different formulations of ABE: Key Policy ABE and
Ciphertext-Policy ABE. In a key policy ABE, a ciphertexts contains a vector v = (vy,...,vp)
of n Boolean values and a secret key contains a poly-sized boolean formula ¢ over n Boolean
variables. The formula ¢ must evaluates to true over v to be able to recover the encrypted mes-
sage. On the other side, two notable generalizations of anonymous identity based encryption
are known in the literature as hidden vector encryption (HVE, for short) and inner-product en-
cryption (IPE, for short). In an hidden vector encryption scheme, first proposed by Boneh and
Waters [BWO7]], a ciphertext contains a vector v = (vy,...,v,) of £ elements in {0,1}* and a
secret key contains a vector w = (wq, . .., wy) of £ elements in {0, 1}*U{ x } where we refer to
as a wildcard character. The decryptor can then compute a predicate of v and w that is satisfied
if and only if for each i = 1,...,4, v; = w; whenever v; # . Applications of such encryp-
tion scheme include conjunctive and range searches. Later, Katz, Sahai and Waters [KSWOS]|
proposed inner-product encryption, a more general system to test if a dot product operation over
the ring Zp is equal to 0, where N is the product of three random primes chosen by the setup
algorithm. Despite this apparently restrictive structure, IPE can support conjunction, subset and
range queries on encrypted data as well as disjunction, polynomial evaluation, and CNF and
DNF formulas. Following the work of Katz, Sahai and Waters, Okamoto and Takashima [[OT09]
proposed the concept of Hierarchical IPE (HIPE, for short). All the previous constructions of
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IPE and HIPE schemes were based on elliptic curve groups equipped with efficiently computable
bilinear maps. More recently, Agrawal et al. [AFV11]] proposed a lattice-based functional en-
cryption scheme for inner product whose security follows from the difficulty of the learning with
errors problem (LWE, for short). The LWE problem, first introduced by Regev [Reg05]], has re-
ceived a lot of attention in the recent years due to its versatility and because it is also conjectured
to be hard to solve even for quantum adversaries.

One of the most important achievements of the modern theory of Cryptography is the for-
malization of the notion of a secure cryptosystem given in the seminal work of Goldwasser and
Micali [GM84]. There, two notions of security were proposed, one is a game-based notion
and the other is simulation-based, and they were shown to be equivalent in the sense that an
encryption scheme meets one security definition if and only if it meets the other. The study of
simulation-based notions of security for functional encryption was initiated by Boneh, Sahai, and
Waters [BSW11]] and O’Neill [O’N10Q]. Specifically, in [BSW11]] Boneh ef al. showed that there
exists a clearly insecure functional encryption scheme that is nonetheless deemed secure by the
game-based notion of security. This motivated the study of a simulation-based notion of security
for functional encryption. In the same paper [BSW11], Boneh ef al. gave impossibility results
in the non-programmable random oracle model for simple instances of functional encryption for
which, instead, game-based security had been shown to be achievable (again, under appropriate
complexity assumptions). Specifically, they showed that it is not possible to construct Identity
Based Encryption that is secure against an adaptive adversary that can ask to see the encryption
of an unbounded number of messages. Informally, this is because any simulation-based def-
inition that allows the adversary to query for secret keys after seeing the challenge ciphertext
must achieve something very similar to non-interactive non-committing encryption for which
impossibility results are already known [NieO2].

The impossibility result of [BSW11]] was recently shown to hold also in the standard model
by Bellare and O’Neill in [BO12] under an additional complexity assumption. Recently, Gor-
bunov, Vaikuntanathan, and Wee [[GVW12], building on the construction of Sahai and Seyali-
oglu [SS10], gave a functional encryption scheme for all polynomial size circuits that is simulation-
based secure against adaptive adversaries that have access to a bounded number of tokens. This is
complemented by the recent result of Agrawal, Gorbunov, Vaikuntanathan, and Wee [AGYV W 12]
that shows that there exists no functional encryption scheme for the functionality of poly-size
circuits that is simulation-based secure against non-adaptive adversaries that can see one cipher-
text and ask for an unbounded number of tokens. O’Neill [O’N10] gave a different notion of
simulation-based security and introduced a simple condition on a functionality (called pre-image
samplability). O’Neill showed that, for pre-image sampleable functionalities, the game-based
and the simulation-based notions of non-adaptive security coincide (just as it happens in regular
encryption schemes).

1.1 Summary of Our Results

Generalized Key Delegation for Wildcarded Identity-Based and Inner-Product Encryp-
tion. One of the main applications of IBE and HIBE schemes is email encryption, where users
can encrypt a message to the owner of the email address without having to obtain a certified copy
of the owner’s public key first. Motivated by the fact that many email addresses correspond to
groups of users rather than single individuals, Abdalla e al. [ACD™06] introduced the concept
of identity-based cryptography with wildcards (WIBE, for short). In a WIBE scheme, decryption
keys are issued exactly as in a standard HIBE scheme and the main difference lies in the encryp-
tion process. More specifically, in a WIBE scheme, the sender can encrypt messages to more
general patterns consisting of identity strings and wildcards so that any identity matching the
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given pattern can decrypt. For instance, by encrypting a message to the pattern UNISA.DI. «,
then any user belonging to the DI department at the University of Salerno would be able to
decrypt it.

Unfortunately, like in standard HIBE schemes, the hierarchical key derivation of a WIBE
scheme has its limitations. In particular, it does not allow any deviation from the hierarchical
structure or prevent from further deriving keys below their identities. In order to overcome
these limitations, Abdalla, Kiltz, and Neven [AKNOY/|] introduced the concept of identity-based
encryption with wildcard key derivation (WKD-IBE, for short) to generalize the key delegation
mechanism of HIBE schemes. In a WKD-IBE primitive, which can be seen as the dual of a
WIBE, secret keys are associated with patterns consisting of identity strings and wildcards and
the owner of a key can derive keys for any identity that matches the pattern associated with this
secret key. In addition to introducing the concept of WKD-IBE, Abdalla, Kiltz, and Neven also
proposed several instantiations of the new primitive, both in the standard and random-oracle
models, along with new applications such as identity-based broadcast encryption (IBBE, for
short) and wildcard signatures. They also indicated that the concepts of WKD-IBE and WIBE
could be combined into a universal primitive which allows for more general patterns to be used in
both the encryption and key derivation algorithms. We refer to this WKD-IBE with generalized
key delegation as WW-IBE. In Chapter 4 we show how to build a fully secure anonymous WW-
IBE scheme.

Lattice-based Hierarchical Inner Product Encryption. In Chapter[5] we consider the prob-
lem of constructing hierarchical inner-product encryption scheme based on lattices assumptions.
To achieve this goal, we extend the lattice-based IPE scheme by Agrawal et al. [AFV11] to the
hierarchical setting by employing basis delegation technics by Peikert et al. [CHKP10|] and by
Agrawal et al. [ABB10]. As the underlying IPE scheme, our new scheme is shown to be weak
selective secure based on the difficulty of the learning with errors problem in the standard model,
as long as the total number of levels in the hierarchy is a constant.

Adaptive Simulation-Based Secure Constructions for Functional Encryption. In Chap-
ter [l we consider the problem of designing simulation-based secure functional encryption
schemes. We look both at general functionalities (the functionality corresponding to the class of
poly-sized circuits) and at a more specialized functionality.

Specifically, we give a general transformation that takes a game-based functional encryption
scheme for all polynomial-size circuits and constructs a functional encryption scheme for the
same functionality that is simulation-based secure against adaptive adversaries that can ask for a
bounded number of tokens and can see one ciphertext. Our transformation is both black-box and
for the standard model and is inspired by the work of Feige, Lapidot and Shamir [ELS90]. We
remark that by the recent impossibility results of [AGVW12]], the restriction to bounded number
of tokens is necessary and thus our construction is essentially the best one can hope for.

Then, we show how to construct a HVE scheme whose simulation-based security can be
proved under standard assumptions in the bilinear pairing setting in the standard model. Our
construction is shown secure against adaptive adversaries obtaining one ciphertext and asking
an unbounded number of tokens. Again, this is the best one can hope for in the standard model,
given the impossibility result of [BSW11, [BO12[] for IBE. The only previous simulation-based
construction for IBE secure against adaptive adversary was given in [BSW11]] and is in the pro-
grammable random oracle model and imposes no bound on the number of tokens and ciphertexts
obtained by the adversary.



Chapter 2

Functional Encryption

We start this chapter by describing the syntactic and security definition of functional encryption.
To do so, we will follow the work of Boneh, Sahai, and Waters [BSW11]] who initiated the formal
study of functional encryption by giving precise definitions of the concept and its security.

Definition 2.0.1 [Functionality] A functionality F = {F,,} is a family of functions F,, : K,, x
X, — X where K, is the key space for parameter n, X,, is the plaintext space for parameter
n and Y is the output space. Sometimes we will refer to functionality F' as a function from
F:KxX — Ywith K = U,K, and X = U,X,,. For simplicity, and without loss of
generality, we assume that ¥ = {0, 1}.

An easy example of a functionality is that for the evaluation of Boolean circuits. Specifically,
the Circuit functionality is defined as follow.

Definition 2.0.2 [Circuit Functionality] The Circuit functionality has key space K, equals to
the set of all n-input Boolean circuits and plaintext space X, the set {0, 1}" of n-bit strings. For
C € K, and z € X,,, we have

Circuit(C, z) = C(x),

Then, informally, a functional encryption scheme for a functionality F defined over (K, X)
enables the decryptor to evaluate F'(k,x) given the encryption of x € X and a secret key sk,
fork € K.

Formally, a functional encryption scheme can be defined as follows.

Definition 2.0.3 [Functional Encryption Scheme] A functional encryption scheme for a func-
tionality F' defined over (K, X) is a tuple (Setup, KeyGen, Enc, Dec) of 4 algorithms with the
following syntax:
Setup(1*) outputs public and master secret keys (mpk, msk) for security parameter X;
KeyGen(msk, k) on input a master secret key msk and key k € K, outputs token sky;

Enc(mpk, z) on input public key mpk and plaintext x € X, outputs ciphertext Ct;

Dec(mpk, ski., Ct) outputs a string y.
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Correctness. We require that for all k € K and = € X, and for all (mpk, msk) < Setup(1*),
sky + KeyGen(msk, k) and Ct < Enc(mpk, ), then Dec(mpk, sky, Ct) = F(k, z) with very
high probability.

In the above definition the plaintext space and the key space only depend on the security
parameter. In a more general definition both sets could also depend on the public key mpk
as it is the case for most known candidate constructions of (functional and plain) public key
encryption schemes. Nonetheless, since our results do not depend on this definitional detail, we
choose not to overburden our notations and definitions.

In the next section, we will see two sub-classes of functional encryption well recognized in
the literature. These sub-classes are characterized by having a plaintext space with additional
structure.

2.1 Predicate Encryption

In the literature, many functional encryption schemes are defined for functionality whose plain-
text space X consists of two subspaces I and M called respectively index space and message
space. In this case, the functionality F' is defined in terms of a polynomial-time predicate
P: K x1—{0,1} as follows:

m if P(k,ind) =1

F(k, (ind, m)) = {J_ if P(k,ind) =0

where £k € K,in0 € I andm € M.

Definition 2.1.1 [Predicate Encryption Schemes] A predicate encryption scheme for a func-
tionality F' defined over (K, X = (I,M)) for predicate P : K x I — {0,1} is a tuple
(Setup, KeyGen, Enc, Dec) of 4 algorithms with the following syntax:

Setup(1*) outputs public and master secret keys (mpk, msk) for security parameter \;

KeyGen(msk, k) on input a master secret key msk and key k € K, outputs token sky;

Enc(mpk, (ind, m)) on input public key mpk, an index ind € I and message m € M, outputs
ciphertext Ct;

Dec(mpk, ski, Ct) outputs a string m or L.

Correctness. We require that for all £ € K and (ind,m) € X, and for all (mpk, msk) <
Setup(1?), sk < KeyGen(msk, k) and Ct < Enc(mpk, (ind, m)), then Dec(mpk, sk, Ct) =
mif and only if P(k,ind) = 1.

Predicate Only Encryption. A predicate only encryption scheme is a predicate encryption
where the plaintext space coincides with the index space meaning that the ciphertext does not
contain any message. More formally, in this case the functionality F' is defined as follows:

F(k,ind) = P(k,ind) € {0,1} ,

where k € K, ind € 1.
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Predicate Encryption with Public Index. In apredicate encryption scheme with public index,
the ciphertext always leaks the index. More formally, in this case the functionality F' is defined
as follows:

(ind,m) if P(k,ind) =1

F(k, (ind,m)) = {(inD,J_) if P(k,ind) =0~

where k € K,in0 € I andm € M.

2.1.1 Identity-Based Encryption

In an IBE scheme, ciphertexts and private keys are associated with identities, or strings, and a
secret key can decrypt a ciphertext if they encode the same identity. An IBE scheme can then be
formally defined as a predicate encryption scheme with public index in the following way. The
keys space K and the index space I are the sets of binary strings and the IBE predicate P over
(K, I) is defined as follows:

Pk, ind) — 1 ifk=ind
T lo ifk£in

If the index is hidden by the ciphertext then we recover the definition of Anonymous IBE.

Hierarchical IBE. Following the work of Boneh and Franklin, Horwitz and Lynn [HLO2]
proposed the concept of Hierarchical IBE (HIBE, for short), in which users are organized in a
tree of depth L, with the root being the trusted central authority.

An HIBE scheme for hierarchy of depth L can then be formally defined as a predicate en-
cryption scheme with public index in the following way. The keys space K and the index space
I are the sets of vectors (IDq,...,1Dy) where ¢ < L and each ID; € {0,1}*. Then, the HIBE
predicate Py, over (K, I) is defined as follows:

Pr(k = (ID},...,ID%),ind = (IDS,..

IDS,)) — 1 if¢ </ andfori=1...¢,1DF = ID¢
D100 otherwise '

If the index is hidden by the ciphertext then we recover the definition of Anonymous HIBE.

2.1.2 Hidden Vector Encryption

An HVE scheme, first proposed by Boneh and Waters [BWO7], is a generalization of IBE with
the support of a special character = we refer to as a wildcard character. Formally, an HVE
scheme can be defined as a predicate encryption scheme in the following way. The keys space
K consists of all the ¢-tuple (v, ..., vs) where each v; € {0,1}* U {+} and the index space
consists of all the ¢-tuple (w1, ..., wy) of £ where each w; € {0,1}* and the HVE predicate P,
over (K, I) is defined as follows:

Pk = (v1,...,v0),ind = (wy,...,wy)) =

1 if v; = w; whenever v; # *
0 otherwise '

Applications of such encryption scheme include conjunctive and range searches.
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2.1.3 Inner Product Predicate

Katz, Sahai and Waters [KSWOS8]] proposed inner-product encryption (IPE, for short), a more
general system to test if a dot product operation over the ring Zy is equal to 0, where NV
is the product of three random primes chosen by the setup algorithm. Later, Okamoto and
Takashima [OT09] and Lewko et. al. [LOS™10] gave constructions over the field F,. Formally,
an IPE scheme can be defined as a predicate encryption scheme in the following way. Let p be a
prime of length A, chosen at setup time where A is the security parameter. Then, the keys space
K and the index space I consist of all the n-tuple (v1, . .., vy), where each v; € F),, and the IPE
predicate P, ,, over (K, I) is defined as follows:

1 if Z?’:lvi-wizo

Ppn(k = (v1,...,0,),i00 = (wy,...,wy)) = i
0 otherwise

Despite this apparently restrictive structure, IPE can support conjunction, subset and range
queries on encrypted data as well as disjunction, polynomial evaluation, and CNF and DNF
formulas.

Hierarchical IPE. Following the work of Katz, Sahai and Waters, Okamoto and Takashima [OT(09]
proposed the concept of Hierarchical IPE (HIPE, for short). Specifically,

Definition 2.1.2 [Hierarchical Format] Let p be a tuple of positive integers p = (n, d; i1, - - -, f1q)
suchthat g =0 < pig < --- < pg=n.Fori=1,...,d, let ; = Fp" """\ {0,,_,, ,} the
set of attributes. Let X be the hierarchical attributes > = Uglzl (X1 X ... x 3;), where the union
is a disjoint union. Them, we call p an hierarchical format of depth d for the attribute space ..
Sometimes, we will use notation X, = U (B % ... x %)

Let p be a prime of length A, chosen at setup time where X is the security parameter. Then,
an HIPE scheme can be formally defined as a predicate encryption scheme in the following way.
For a given hierarchical format p, the keys space K and the index space I correspond to the
hierarchical attributes set 3, and the HIPE predicate P, ,, over (K, I) is defined as follows:

) 1 if ¢ < ¢ and for each ¢, (v;, w;) = 0
Pp#(k:(vl,...,w),maz(wl,...,wg/)): { (vi, wi) .

0 otherwise

2.2 Security Definitions

One of the most important achievements of the modern theory of Cryptography is the formal-
ization of the notion of a secure cryptosystem given in the seminal work of Goldwasser and
Micali [GMS84]. There, two notions of security were proposed, one is a game-based notion and
the other is simulation-based, and they were shown to be equivalent in the sense that an en-
cryption scheme meets one security definition if and only if it meets the other. The study of
simulation-based notions of security for functional encryption was initiated by Boneh, Sahai,
and Waters [BSW11]] and O’Neill [O’N10]. Specifically, in [BSW11] Boneh et al. showed that
there exists a clearly insecure functional encryption scheme that is nonetheless deemed secure
by the game-based notion of security. This motivated the study of a simulation-based notion of
security for functional encryption. In the same paper [BSW11]], Boneh et al. gave impossibility
results in the non-programmable random oracle model for simple instances of functional en-
cryption for which, instead, game-based security had been shown to be achievable (again, under
appropriate complexity assumptions).

In the next sections, we give formal definitions of game-based and simulation-based security
for functional encryption.
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2.2.1 Game-based security

The game-based notion of security for functional encryption, also called indistinguishability
under-chosen message attack (IND-CPA, for short), can be formalized by means of the following
game between an adversary A and a challenger C. Let FE be a functional encryption scheme
for functionality F" over (K, X) and let .4 be a probabilistic polynomial-time adversary. Game
IND—CPAﬁg (11), where \ is the security parameter, is defined as follows.

Setup: C generates public key and master secret key by invoking the setup algorithm on input
the security parameter A given in unary. Specifically, (mpk, msk) < Setup(1*). Then, C
starts the interaction with A on input mpk.

Query Phase 1: A adaptively submits key queries. On input akey k € K, C generates a secret
key for k, sk, = KeyGen(msk, k), and gives skj, back to A.

Challenge: .4 submits two equal length plaintexts zg, 1 € X. C chooses random n € {0, 1}
and generates ciphertext Ct* = Enc(mpk, z,)). C sends back Ct* to A.

Query Phase 2: It is the same as Query Phase 1.
Guess: Eventually, A submits its guess 7/’.

Winning Condition: A wins the game if the following conditions are satisfied:

l.n=17.
2. For all k queried by \A, it holds that F'(k, x¢) = F(k,x1).

The advantage of A in the above game is defined as
AdviE2n(A) = Prob[IND-CPA%E (1Y) = 1] — 1/2..

Definition 2.2.1 A functional encryption scheme FE is IND-CPA-secure if any polynomial-
time adversaries making at most a polynomial number of queries to the key derivation oracle
only has a negligible advantage in the IND-CPA game described above, i.e., Advf;%féPA(/\) is
negligible function of \.

CCA Security. In a chosen-ciphertext attack (IND-CCA, for short), the adversary is addition-
ally given access to a decryption oracle that for a given key k € K and a given ciphertext Ct
returns the decryption Dec(mpk, KeyGen(msk, k), Ct).

Selective Security. It is a weaker security model, introduced by [CHKO3, [BBO4| to obtain
the first IBE scheme secure in the standard model, where the adversary must commit to its
challenge before seeing the public key. We refer to this definition of security as selective-
indistinguishability under chosen-message attack (chosen-ciphertext-attack), SIND-CPA (sIND-
CCA) for short. In the literature, the non-selective model of security (IND-CPA) is also some-
times called full-security model.

Predicate Encryption. In this case, Definition [2.2.1]is sufficient. In particular in the IND-
CPA game, the adversary’s challenge consists of two indexes indg,ind; and two messages
mo, m1. This models the privacy of the index and that of the message. This definition of
security is also know in the literature as anonymity under chosen-plaintext attack (ANO-CPA,
for short). Moreover, in the literature a weaker security model has been defined. It is known as
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weakly attribute-hiding model (wWAH-IND-CPA or wAH-ANO-CPA for short) where the win-
ning conditions is relaxed. Specifically, it is required that, for all k£ queried by A, it holds that
F(k,z¢) = F(k,z1) = 0, meaning that the adversary cannot see secret keys that can be used
to decrypt the ciphertext. This relaxation is still reasonable and has been used to achieve full-
security.

Instead, for public index predicate encryption schemes it is enough to model only the pri-
vacy of the message because the index is public. Thus in the IND-CPA game, the adversary’s
challenge consists of an index ind and two messages mg, m;. In this case, the weakly attribute-
hiding model is a minimum requirement because otherwise the adversary would be forced to
submit a challenge with mg = m;.

2.2.2 Simulation-based security

In the context of functional encryption, the intuition that we would like to be captured by a
simulation-based definition of security is that getting the secret key skj corresponding to the
key k € K should only reveal F'(k,x) when given an encryption of x. The following formal
definition, largely based on the recent works of Boneh, Sahai and Waters [BSW11]] and O’Neill
[O’N10], tries to capture this intuition avoiding to fall into the impossibility results of [BSW11],
namely we restrict the adversary to request the encryption of a single message.

Definition 2.2.2 A functional encryption scheme F& for functionality F' over (K, X) is adap-
tively simulation-based secure (SIM-Secure, for short) if there exists a simulator algorithm
Sim = (Simg, Simy, Simg) such that for all adversary algorithms A = (Ag,.A;) the output
of the following two experiments are computationally indistinguishable.

RealExp” €4 (1%) IdeaIExpgi’A(l)‘)
(mpk, msk) < Setup(1?); (mpk, msk) < Simg(1*);
(x,aux) « AgeyGen(mSk")(mpk); (z,aux) « AgeyGen(mSk")(mpk);
Ct + Enc(mpk, x); (Ct',aux’) < Simq(mpk, |z|, (ki, F (i, z), sk;)iL);
a A?eyGen(mSk")(mpk, Ct, aux); o — A?(mSk’auX/”)(mpk, Ct',aux);
Output: (mpk, z, «) Output: (mpk, z, «)
Here, k1, . .., kg, are the keys for which 4 has asked to see a secret key in the first query phase

for some g1 = poly(\). Moreover, oracle O(msk, aux’, -) is algorithm Simo (msk, aux’, -, F(-, x))
that answers to the adversary’s queries of the second phase. In particular, Sims receives as third
argument the key k for which the adversary has asked a secret key and as fourth argument the
value F'(k, z), along with the master secret key msk and current state aux’ of the simulator.

We observe that the simulator algorithm Sims is stateful in that after each invocation, it updates
the state aux’ which is carried over to its next invocation. Also, we note that the notion of non-
adaptive SIM-Security (NA-SIM-Secure, for short), is obtained by giving .A; no oracle access
in both experiments.

Recently, Agrawal et al. [AGVW12|] showed that for adversaries that can obtain an un-
bounded number of tokens, Definition [2.2.2] cannot be achieved for incompressible functionali-
ties (i.e., weak pseudo-random functions). Thus, by restricting the range of adversaries to those
that make an a-priori bounded number of queries (counting both first stage and second stage
token queries), we obtain the following weaker notion.
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Definition 2.2.3 A functional encryption scheme F¢& is g-bounded simulation-based secure (q-
SIM-Secure, for short) if there exists a simulator algorithm Sim such that for all adversary
algorithms A that make at most ¢ token queries, the output of experiments RealExp”" €A and

IdeaIExpgi’A are indistinguishable.
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Chapter 3

Tools and Notations

In this chapter we introduce the mathematical tools we will use in our constructions.

3.1 Notations

We say a function f(n) is negligible if it is O(n™¢) for all ¢ > 0, and we use negl(n) to denote
a negligible function of n. We say f(n) is polynomial if it is O(n°®) for some ¢ > 0, and we use
poly(n) to denote a polynomial function of n.

If D is a probability distribution, the writing “x <— D” means that x is chosen according
to D. If D is a finite set, the writing “x <— D” means that x is chosen according to uniform
probability on D. If A is an algorithm then A(x1,x2,...) denotes the probability distribution of
the output of A when A is run on input (x1, x2, ...) and randomly chosen coin tosses. Instead
A(zy, x9,...; R) denotes the output of A when run on input (x1, x2, ...) and (sufficiently long)
coin tosses R. All algorithms, unless explicitly noted, are probabilistic polynomial time (PPT,
for short) and all adversaries are modeled by non-uniform polynomial time algorithms. If A is
an algorithm and B is an algorithm with access to an oracle then A” denotes the execution of A
with oracle access to B. We say an event occurs with overwhelming probability if its probability
is 1 — negl(n).

If ¢ > 0 is an integer the [¢] denotes the set {1, ..., ¢}. The notation | x| denotes the nearest
integer to x, rounding towards O for half-integers. For any integer ¢ > 2, we let Z, denote the
ring of integers modulo ¢ and we represent Z, as integers in (g/2, ¢/2]. We let Zy*™ denote the
set of n X m matrices with entries in Zj.

We use bold capital letters (e.g. A) to denote matrices, bold lowercase letters (e.g. w) to
denote vectors. The notation AT denotes the transpose of the matrix A. When we say a matrix
defined over Z, has full rank, we mean that it has full rank modulo each prime factor of g. If A;
is an n x m matrix and A is an n X m’ matrix, then [A1 || A2] denotes the n x (m +m') matrix
formed by concatenating A; and As. If w is a length m vector and ws is a length m’ vector,
then we let [w1 ||ws] denote the length (m + m') vector formed by concatenating w1 and w.
However, when doing matrix-vector multiplication we always view vectors as column vectors.
The norm of a matrix R € R¥*" is defined as || R|| := sup,, -, || Rull.

3.2 Bilinear Settings

The study of cyclic groups in cryptography has been motivated by the assumed hardness of
taking discrete logarithms on which the security of several cryptosystems (most notably the
ElGamal encryption scheme) and cryptographic protocols has been based. The observation

13
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that some cyclic groups admit bilinear maps has been used at first to break cryptosystems, see
[IMOVI1, EMR99, [FR94]|. Later, it was discovered that they could also be used to build cryp-
tosystems, so rather than avoiding this additional properties of the cyclic groups, one can exploit
them to construct new schemes. The Boneh and Franklin’s identity-based encryption scheme
[BEO1] is one of the most famous examples of what can be achieved using bilinear maps. Ex-
tending the basic idea leads to identity-based schemes with additional useful properties such as
authenticated or hierarchical identity-based encryption [HLO2]. Moreover identity-based sig-
nature [BLSO1) [Hes03]] identity-based identification [KHO04, IKH06] schemes have been con-
structed using bilinear maps.

Definition 3.2.1 [Bilinear Setting] Let G, G2 and G be cyclic groups of prime-order N. Let
g1 be a generator of G and g2 be a generator of Go. A bilinear pairing or bilinear map is an
efficiently computable function é : Gy x Gy — G such that:

1. (Bilinearity) ¥ a,b € Zy it holds that é(g%, g8) = é(g1, g2)®.
2. (Non-degeneracy) é(g1,92) # 1.

Then, we call the tuple (N, G1, G, g1, 92, Gr, €) an asymmetric bilinear setting. Moreover, if
G1 = Gy = G and g is a generator of G then the tuple (N, G, Gr, g, é) is called symmetric
bilinear setting.

Finally, we suppose the existence of an efficient algorithm BSGen which takes in input the
security parameter A and outputs a description of a bilinear setting over cyclic groups whose
order is of O(\) bits.

The cryptographic relevance of bilinear maps stem from the fact that in cyclic groups that
admit such a mapping the decisional Diffie-Hellman assumption does not hold. Indeed, given
g,9%,gY, g” it is possible to check if z = xy (and thus solve the decisional DH problem) by
testing é(g, g*) and é(g”, g¥) for equality.

Decisional Linear Assumption. One of the most well studied assumption in the contest of
prime-order bilinear settings is the Decisional Linear Assumption (DL, for short). It can be
described in the following way.

For a given prime-order bilinear setting generator BSGen, define the following distribution:
Pick a random bilinear setting (N, G, g, G, é) <~ BSGen(1?), and then pick

g, f,v< Gandcy,co,c3 € ZN

and set D = (N7gvfavaf6171}02)'
Then, the advantage of a PPT adversary .4 in breaking the DL. Assumption is

Adv{ (\) = [Prob[A(D, g1+?) = 1] — Prob[A(D, g1 +e2Fe3) = 1] .

Definition 3.2.2 [Decisional Linear Assumption] We say that the DL Assumption holds for gen-
erator BSGen if, for all probabilistic polynomial-time algorithms A, Advy, (A) is a negligible
function of A.

3.2.1 Composite-Order Bilinear Setting

Composite-order bilinear settings were first used in cryptography by [BGNO3] (see also [BonO7][)
and then widely used to construct functional encryption schemes and more.
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Definition 3.2.3 [Composite-Order Bilinear Setting] Let G and G be cyclic groups of com-
posite order N product of m > 1 primes, N = p1 - ... pm,. Let g be a generator of G and
é : G x G — Gr an efficiently computable non-degenerate bilinear map. Then, we call the
tuple (N, G, g, Gr, €) a composite-order bilinear setting.

Moreover, we suppose the existence of an efficient algorithm CBSGen which takes as input
the security parameter A and the number of primes m > 1, and outputs a description of a
composite-order bilinear setting over cyclic groups whose order IV is the product of m primes
of ©(\) bits each.

For notational convenience, for each non-empty subset S C [m] we denote by Gg the sub-
group of order [ [, 4 p; in the bilinear group G.

Orthogonality. From the fact that the group is cyclic, it is easy to verify that if g and h are
group elements of co-prime orders then é(g, h) = 1. This is called the orthogonality property
and is a crucial tool in many proof of full security for functional encryption schemes.

General Subgroup Decision Assumption. In the contest of composite-order bilinear settings,
one of the most common assumption is the General Subgroup Decision Assumption (GSD, for
short) introduced by Bellare ef al. [BWY11]]. It can be described in the following way.

For a given composite-order bilinear setting generator CBSGen, define the following dis-
tribution: Pick a random bilinear setting (N, G, g, Gr,¢é) < CBSGen(1*,1™). Let Sy, S1, So,
..., Sk, for constant k, be non-empty subsets of [m] such that for each 2 < j < k, either
S;NSy=5;N51 :Q)OI‘SjﬂSQ #@andeﬂsl # (), and then pick

Zg(—GSQ,...,Zk%GSk,

Ty <+ Gg,, Th < Gg, ,

andset D = (N, Za, ..., Zy).
Then, the advantage of a PPT adversary A in breaking the GSD Assumption is

Adv{sp (M) = |Prob|A(D, Tp) = 1] — Prob[A(D, T1) = 1]] .

Definition 3.2.4 [General Subgroup Decision Assumption] We say that the GSD Assumption
holds for generator CBSGen if, for all Sy, ..., Sk that satisfy the conditions above and for all
probabilistic polynomial-time algorithms A, AdvéSD()\) is a negligible function of A.

We will use the following algorithm to sample a random instance of the GSD Assumption.

Algorithm GSDGen on input the security parameter 1*, the number of primes 1™ and k1 non-
empty subsets of [m], Sy, S1,S2, ..., Sk, does the following: Pick a random composite-
order bilinear setting (N, G, g, Gr, é) < CBSGen(1*,1™), and then pick

Z2<—GSQ,...,Z]€<_GSIC,

Tg < GSO, T1 < Gsl .
Then the algorithm picks a random 5 € {0, 1} and returns the tuple (N, T3, Zo, ..., Z).

For notational convenience, sometimes we will omit the parameter m when it is clear from
the context.
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3.2.2 Dual Pairing Vector Spaces

Dual paring vector spaces (DPVS, for short) are rich mathematical structures introduced by
Okamoto and Takashima [OTOS) |(OTQ9] in the context of functional encryption. DPVS can be
constructed on prime-order symmetric and asymmetric bilinear settings. We will focus on the
symmetric setting.

Given a symmetric bilinear setting (N, G, G, g,¢), let V. = G" be a vector space whose
elements are expressed by vectors

T T

x= (4", ....,9"),

where z; € Zy for each i € [n]. The canonical base of V is

A= (ai)ie[n] )
where a; = (1,...,1,¢,1,...,1). Thus, a vector  can be expressed in base A as:
azz(ml,...,xn)A: leaz
i€[n]

Then, a well-defined non-degenerate pairing operation between x,y € V, can be defined as
follows:

é($,y) = H é(gxl,gyb) = é(g,g)zie[n] TiYi

i€[n]
Notice that over A it is easy to decompose z;a; = (1,...,1,¢7,1,...,1) from x =
(1, yxp)a = Zie[n] x; - a;. Thus, the canonical base A can be further randomized to
obtain a new base B = (by,...,b,) of V by applying a random (regular) linear transformation

R = (Ti,j)ie[n},je[n] — GL(TL, ZN) as follows:

biz E ri,j-aj.

JEN]

Moreover, if we apply to A randomization R to form base B and randomization (R")~! to form
base B* = (b7, ...,b},). Then (B, B*) are dual orthonormal bases of V such that é(b;, b}) =

é(g,9)%7 where 0;; = 1if ¢ = j, and 0 otherwise.

Definition 3.2.5 [Dual Pairing Vector Spaces] Let G and G be cyclic groups of prime order
N. Let g be a generator of G and é : G x G — G an efficiently computable non-degenerate
bilinear map. Let V = G", for integer n > 0, be a vector space obtained as direct product of G
and A = (a;);e) its canonical base, and let (B, B*) random dual orthonormal bases of V. Let
paramy = (N, V,Gr, A). Then, we call the tuple (paramy, B, B*) a dual pairing vector space.

Finally, we suppose the existence of an efficient algorithm DPVSGen which takes in input
the security parameter A and integer n, and outputs a description of a dual pairing vector space
over cyclic groups whose order is of ©(\) bits. Notice that algorithm DPVSGen can be obtained
by using algorithm BSGen and applying the randomization described above.

Decisional Subspace Problem. First introduced by [OTO8]. It asks to distinguish between
vector u = (71, ...,7y)p and vector v = (0, Tpy1, ..., T )p Where n +1 < mand r; < Zy
for i € [m]. Although the decisional subspace problem is assumed to be intractable, it can be
efficiently solved by using trapdoor t* € span(b7, ..., by). In fact é(u, t*) # 1 and é(v, t*) =
1 with high probability.



3.3. LATTICES 17

3.3 Lattices

In 1994, Peter Shor [Sho96]] showed that quantum computers can solve in polynomial time,
integer factorization and discrete logarithms including elliptic curve discrete logarithms [BL93].
Because of the threat that Shor’s algorithm poses to existing encryption techniques, there is a
great deal of interest in new hard problems believed to resist against quantum attacks.

Lattice assumptions are hard assumptions that have received in the very recent years a lot
of attentions both in cryptanalysis and cryptography. In this section, we will introduce the
background relevant to this work and the main hardness assumption in the field, the Learning
with Error problem formally introduced by Regev [Reg05]. Specifically, we collect, almost
verbatim, results from [ABB10, AFV 11, AP09, MR04, |(GPV08, CHKP10].

Lattice. An m-dimensional lattice A is a full-rank discrete subgroup of R™. A basis of A is
a linearly independent set of vectors whose span is A. We will focus on integer lattices and
among these we will focus on the g-ary lattices defined as follows: for any integer ¢ > 2 and
any A € Zy™™, we define

1 — . —
A;(A)={e€Zp:A-e=0 modq}

Aj(A)={e€Zn:A-e=u mod g}

Ay(A) :={e € Zy:TscZ) withA'-s=e mod g}.

The lattice Af'(A) is a coset of AqL(A); namely, A (A) = Aql (A) + t for any t such that
A-t=wu modq.

Gram-Schmidt norm. Let S = {si,...,s;} be a set of vectors in R™. Let ||S|| denotes
the length of the longest vector in S, i.e., maxj<;< [|8;||, and S := 51, ...,s; C R™ denotes
the Gram-Schmidt orthogonalization of the vectors sy, ..., si. We refer to ||.S|| as the Gram-

Schmidt norm of S.

Gaussian distributions. Let L be a discrete subset of Z". For any vector ¢ € R™ and any
positive parameter o € R+, let

po.c(w) := exp (= |z — c[|*/o?)
be the Gaussian function on R™ with center c and parameter o. Let
poe(L) = poc(w)
weL

be the discrete integral of p, . over L, and let Dy, . be the discrete Gaussian distribution over
L with center ¢ and parameter o. Specifically, for all v € L, we have

For notational convenience, p,0 and Dy, , o are abbreviated as p, and Dy, , respectively. The
following lemma captures standard properties of these distributions.

Lemma 3.3.1 Let ¢ > 2 and let A be a matrix in Zy*"™ with m > n. Let T 4 be a basis for
AqL(A) and o > ||’_/Z’:H -w(v/logm). Then for c € R™ and u € Z;:
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L. Prlw—c| >oym : w< Dy el < negl(n)

2. A set of O(mlogm) samples from D AL (A)o contains a full rank set in Z™, except with
negligible probability.

3. There is a PPT algorithm SampleGaussian(A, T 4, 0, c) that returns « € AqL (A) drawn
from a distribution statistically close to Dy g c.

4. There is a PPT algorithm SamplePre(A, T 4, u, o) that returns « € Af?- (A) sampled from
a distribution statistically close to DAEL( A),0» Whenever A};(A) is not empty.

Norm of a random matrix. The following lemmata can be used to bound the norm of a
random matrix in {—1, 1}™*™.

Lemma 3.3.2 ([ABBI0, Lemma 15]) Let R be a k xm matrix chosen at random from {—1, 1}¥*™,
Then,

Pr [HRH > 12vk + m} < e (ktm)

Lemma 3.3.3 ([ABB10, Lemma 16]) Let u € R™ be some vector of norm 1. Let Rbe a k xm
matrix chosen at random from {—1, 1}**™. Then

Pr [HRuH > Vkw(y/log kz)} < negl(k) .

Randomness extraction. We will use the following lemma, which follows from a generaliza-
tion of the leftover hash lemma due to Dodis et al. [DRS04]. Agrawal, Boneh, and Boyen [ABB10]
prove the lemma for prime moduli g but that the result extends to square-free values of g by the
Chinese remainder theorem.

Lemma 3.3.4 [[ABBI10, Lemma 13]] Suppose that m > (n+ 1)1g ¢+ w(logn) and that ¢ > 2
is square free. Let R be an m x k matrix chosen uniformly in {1, —1}™** mod ¢ where
k = k(n) is polynomial in n. Let A and B be matrices chosen uniformly in Z"*™ and Z"**
respectively. Then for all vectors w € Z™, the distribution (A, AR, RTw) is statistically close
to the distribution (A, B, R"w).

Lattice problems. Two of the most well known computational problems on lattices are the
shortest vector problem and the shortest independent vectors problem. Specifically, let Aj(A)
denote the length of the shortest nonzero vector in the lattice A and A,,(A) the minimum length
of a set of n linearly independent vectors from A, where the length of a set is defined as the
length of longest vector in it, then the shortest vector problem and the shortest independent
vectors problem are defined as follows:

Definition 3.3.5 [Shortest Vector Problem, GapSVP, | GapSVP is a promise problem. Specifi-
cally, an instance of GapSVP,, for v = v(n) > 1, is given by an n-dimensional lattice A, and a
number d > 0. In YES instances, A1 (A) < d whereas in NO instances A1 (A) > v(n) - d.

Definition 3.3.6 [Shortest Independent Vectors Problem, SIVP,] An instance of SIVP,, for
v = 7(n) > 1, is given by an n-dimensional lattice A. The goal is to output a set of n linearly
independent lattice vectors of length at most y(n) - A, (A).
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3.3.1 Sampling algorithms

The following algorithms are used to sample short vectors and random basis from specific lat-
tices.

Algorithm ToBasis : Micciancio and Goldwasser [MGO2|] showed that a full-rank set .S in a
lattice A can be converted into a basis 7" for A with an equally low Gram-Schmidt norm.

Lemma 3.3.7 (IMGO02, Lemma 7.1]) Let A be an m-dimensional lattice. There is a
deterministic polynomial-time algorithm that, given an arbitrary basis of A and a full-
rank set S = Si1,...,8,, in A, returns a basis 7' of A satisfying ||T|| < ||S]| and

1T < IS]lvm/2

Algorithm TrapGen : Ajtai [Ajt96] and later Alwen and Peikert [AP0Q9] showed how to sample
an essentially uniform matrix A € Z;*"™ along with a basis S of AqL(A) with low Gram-
Schmidt norm.

Theorem 3.3.8 ([AP09] Theorem 3.2] with § = 1/3) Let g, n, m be positive integers with
g > 2and m > 6nlgq. There is a probabilistic polynomial-time algorithm TrapGen(q, n, m)
that outputs a pair (A € Zg*™, S € Z™*™) such that A is statistically close to uniform in

Z72*™ and S is a basis for A (A), satisfying 1S|| < O(v/nlogq) and ||S|| < O(nlogq)
with overwhelming probability in 7.

We let org = O(y/nlogq) denote the maximum with high probability Gram-Schmidt
norm of a basis produced by TrapGen.

Algorithm ExtendBasis : Peikert et al. [CHKP10] shows how to construct a basis for Aé (A||B|C)
from a basis for AJ-(B).

Theorem 3.3.9 Fori = 1,2,3 let A; be a matrix in Z{*" and let A := (A;||Az[|As3).

Let T'5 be a basis of Aj (Ag2). There is deterministic polynomial time algorithm ExtendBasis( A1,

Ay, Az, T5) that outputs a basis 7" for Aé(A) such that ||T'|| = ||ﬁ]\

Algorithm SampleLeft : The algorithm takes as input a full rank matrix A € Zy*™, a short
basis T' 4 of Aé (A), amatrix B € ngml, a vector u € ZZ}, and a Gaussian parameter o.
Let F' := (A||B), then the algorithm outputs a vector e € Z™™1 in the coset Ay (F).

Theorem 3.3.10 (J[ABB10, Theorem 17], [CHKP10, Lemma 3.2]) Let ¢ > 2, m > n and
o > ||Tal - w(y/log(m+ mq)). Then SampleLeft(A, B,T a,u,c) outputs a vector
e € 7™ gtatistically close to D NS (F). 0

Algorithm SampleRight : The algorithm takes as input matrices A € Zng and R € ZF>™,
a full rank matrix B € Z;*™ and a short basis T'g of Aql(B), a vector u € Zy, and

a Gaussian parameter 0. Let F' := (A|/AR + B), then the algorithm outputs a vector
e € ZF™ in the coset AY(F).

Let S™ be the m-sphere {z € R™! : ||z|| = 1}. We define sg := || R|| = supgzegm-1 || R-

Theorem 3.3.11 ([ABBI0, Theorem 19]) Let ¢ > 2,m > nand 0 > ||TB| - sr -
w(y/log(k +m)). Then SampleRight(A, B, R, T, u, o) outputs a vector e € Z++™m
distributed statistically close to D A% (F),0-
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3.3.2 The LWE Problem

The Learning with Errors problem (LWE, for short) is the problem of determining a secret
vector over [F, given a polynomial number of noisy inner products. The decision variant is to
distinguish such samples from random. More formally, we define the (average-case) problem as
follows:

Definition 3.3.12 ([Reg05]) Let n > 1 and ¢ > 2 be integers, and let x be a probability dis-
tribution on Z,. For v € Z; , let A, be the probability distribution on Zj X Z, obtained by
choosing a vector a € Zg uniformly at random, choosing e € Zg according to , and outputting
(a,{a,r) +e).

(a) The search-LWE, ,, , problem is: for uniformly random » € Zg , given a poly(n) number
of samples from A, ,, output .

(b) The decision-L\WE,;, ,, problem is: for uniformly random r € Zj , given a poly(n)
number of samples that are either (all) from A;. , or (all) uniformly random in Zy x Z, ,
output O if the former holds and 1 if the latter holds.

We say the decision-LWE,, ,, , problem is infeasible if for all polynomial-time algorithms A, the
probability that A solves the decision-LWE problem (over r and .4 random coins) is negligibly
close to 1/2 as a function of n.

The power of the LWE problem comes from the fact that for certain noise distributions Y,
solving the search-LWE problem is as hard as finding approximate solutions to the shortest
independent vectors problem (SIVP) and the decision version of the shortest vector problem
(GapSVP) in the worst case. For polynomial size g there is a quantum reduction due to Regeyv,
while for exponential size g there is a classical reduction due to Peikert. Furthermore, the search
and decision versions of the problem are equivalent whenever ¢ is a product of small primes.
These results are summarized in the following:

Definition 3.3.13 For o € (0, 1) and an integer ¢ > 2, let ¥,, denote the probability distribution
over Zq obtained by choosing € R according to the normal distribution with mean 0 and
standard deviation o/+/27 and outputting | gz ].

Theorem 3.3.14 ([Reg05]]) Let n, g be integers and « € (0, 1) such that ¢ = poly(n) and ag >
24/n. If there exists an efficient (possibly quantum) algorithm that solves decision-LWE anTe
then there exists an efficient quantum algorithm that approximates SIVP and GapSVP to within
O(n/a) in the worst case.

Theorem 3.3.15 ([Pei09]) Let n, ¢ be integers and o € (0,1), and ¢ = >, ¢; < 2"/2 where
the ¢; are distinct primes satisfying w(logn)/a < ¢; < poly(n). If there exists an efficient
(classical) algorithm that solves decision-L\WE qnTas then there exists an efficient (classical)

algorithm that approximates GapSVP to within O(n/«) in the worst case.

The following lemma will be used to show correctness of decryption.

Lemma 3.3.16 (JABB10, Lemma 12]) Let e be some vector in Z™ and let v < @ZL . Then the
quantity |(e, v)| when treated as an integer in (—q/2, ¢/2] satisfies

(e,v)| < llell - (qa- w(v/logm) + vim/2)

with overwhelming probability in m.



Chapter 4

Generalized Key Delegation for
Wildcarded Identity-Based and
Inner-Product Encryption

Even though the WIBE and WKD-IBE constructions in [ACD™06,[AKNO7|| are very practical,
they had two significant shortcomings. First, their security proofs only hold in cases where the
maximum hierarchy depth L is a constant due to the fact that they are not tight and lose a factor
which is exponential in L. As a result, these schemes can only be used in scenarios where such
a restriction is acceptable. In particular, when using WKD-IBE schemes to build identity-based
broadcast encryption schemes, such a limitation on the maximum hierarchy depth will have a
direct impact on the maximum size of the target group. Second, their solutions do not hide the
pattern associated with the ciphertext. Hence, their schemes cannot be used in any application
where the anonymity of the recipient needs to be preserved.

The main goal here is to overcome the limitations of existing WKD-IBE and WIBE schemes.
To achieve the first of these goals, we show in Section 4.2 how to convert the WIBE scheme
by Abdalla et al. [ACD™06] based on the Boneh-Boyen HIBE scheme [BB04| into a non-
anonymous WW-IBE scheme which is fully secure even when the maximum hierarchy depth
L is a polynomial in the security parameter. Towards this goal, we make use of bilinear groups
of composite order [BGNOS|, whose order is a product of three primes. Our non-anonymous
fully secure WW-IBE scheme has three main ingredients in its design. The first one is the gener-
alization of the secret key delegation mechanism already present in the underlying Boneh-Boyen
HIBE scheme. This technique is similar to one used by Abdalla ez al. in [AKNO7]. The second
one is the addition of a ciphertext delegation mechanism, using a technique similar to the one
employed in [ACD™T06]. Finally, the third key ingredient is the use of the dual system technique
of Waters [Wat09, LW10] to achieve security with respect to adaptive adversaries. In a dual
system, there are two kinds of keys and ciphertexts: normal and semi-functional. While normal
keys can be used to decrypt both normal and semi-functional ciphertexts, semi-functional keys
can only decrypt normal ciphertexts. When a semi-functional key is used to decrypt a semi-
functional ciphertext, decryption will fail with all but negligible probability. In a dual system, a
security proof usually employs a standard hybrid argument over a sequence of games. The first
one is the real security game in which key derivation and encryption queries are answered with
normal keys and ciphertexts. In the next game, the ciphertext given to the attacker is changed
to semi-functional. Then, in each subsequent game, the secret keys used to answer key deriva-
tion queries are changed to semi-functional, one at a time. Finally, once everything the attacker
receives is semi-functional, then it is straight-forward to prove security directly.

21
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As we show in Section these three ingredients fit nicely together and we are able to
prove its security. However, this is not always the case. In particular, when considering WW-
IBE schemes based on the Boneh-Boyen-Goh HIBE [BBGO3]], we did not succeed extending the
proof strategy by Lewko and Waters [LW10] to the WW-IBE case. This is due to the fact that,
when a normal secret key is changed to semi-functional, the information leaked by the delegation
mechanisms of the secret keys together with the presence of wildcards in the challenge ciphertext
breaks down the information theoretical argument used to hide the nominality of semi-functional
keys. Nevertheless, it is worth pointing out that recent techniques by Lewko and Waters [LW12]
might be useful in overcoming these issues.

One of the key elements in designing a WW-IBE scheme, starting from the HIBE schemes
in [BB04,IBBGO3], is to have some sort of delegation mechanism also for the ciphertext in order
to replace the wildcards with the identities required by the secret key. So we have two delegation
mechanisms, one for the secret keys and one for the ciphertexts. These two mechanisms can be
symmetric in the sense that they are essentially the same. Let us think to the [BBGO0S5] scheme:
If we want a delegation mechanism for the ciphertext what we can do is essentially to reuse the
secret keys delegation mechanism. The issue here is that we are introducing a stronger correla-
tion between ciphertexts and secret keys. Thus when we proceed to prove the semantic security
by means of the dual system encryption, during the secret key games the information theoretical
argument necessary to finish the proof breaks down because the ciphertext now release too much
information. Instead this issue doesn’t arise in the [BB04|] scheme because we are able to de-
fine two different delegation mechanisms avoiding in this way the stronger correlation between
ciphertexts and secret keys. Unfortunately when we try to achieve the anonymity property then
it seems that this requires a symmetric delegation mechanism and this blocks us to achieve even
semantic security.

In order to achieve, and to avoid all the issues of the previous approach, our second goal
of building WW-IBE, which are not only fully secure but also anonymous, we first introduce
in Section [4.3] a generalization of the notion of hierarchical inner predicate encryption [OT09],
which we call inner-product encryption with generalized key delegation (WKD-IPE, for short).
Next, after introducing the new WKD-IPE notion, we present a generic transform which converts
any WKD-IPE into a WW-IBE scheme. The reduction uses the same trick used in [KSWOS] to
build hidden vector encryption from inner product encryption. Specifically, zero entries are used
to simulate wildcards.

Since the transform preserves anonymity and has a tight security reduction, the resulting
WW-IBE scheme will be anonymous and fully secure as long as the underlying WKD-IPE is
anonymous and fully secure. Finally, we show how to modify the hierarchical inner-product
encryption scheme from [LOS™10] to allow for more general key delegation patterns. As for
the previous scheme, we also use the dual system encryption methodology of Waters [Wat09] in
the security proof.

It is worth noticing that, even though our constructions allow for wildcards in the key deriva-
tion algorithm, they do not take into account the limited delegation property through which one
can prevent users from further deriving keys for identities below them. As remarked by Abdalla
et al. in [AKNO7]|, this is without loss of generality as the limited delegation property can be
easily achieved in the case where the maximum depth is fixed by padding the identity vector with
dummy strings at the unused levels. Hence, here we only focuses on wildcard key delegation.

4.1 Definitions

In this section, we introduce a new primitive, called identity-based encryption with wildcards
and generalized key delegation, which combines the notions of wildcarded IBE [ACD™06] and
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IBE with generalized key delegation [AKNO7]. In doing so, we adopt the same notation and
definition style used in [ACD™T06).

4.1.1 Identity-Based Encryption with Wildcards and Generalized Key Delegation

Like WIBE and WKD-IBE, Identity-Based Encryption with Wildcards and Generalized Key
Delegation (WW-IBE, for short) allows for more general patterns either during the encryption
or the key derivation processes. Such a pattern is described by a vector

P=(P,...,P) e ({01} U{+}),

where « is a special wildcard symbol. As in a WKD-IBE, a user in possession of the secret key
for a given pattern P can generate secret keys for any pattern P’ that matches P. We say that a
pattern P’ = (Pj,..., P,) matches P, denoted P’ €, P,ifandonlyif ¢/ < ¢;Vi=1...7,
P/ =PorP,=x;andVi=/{¢+41...¢, P, = x. Asin a WIBE, a user in possession of the
secret key for a given pattern P can decrypt ciphertexts for any pattern P’ that matches P.

Formally, an WW-IBE scheme can be defined as a predicate encryption scheme with public
index in the following way. Let L be the hierarchy depth then, the keys space K and the indices
space I consist of all the patterns P = (Py,..., P;) € ({0,1}* U{«})¢for 1 < ¢ < L and the
WW-IBE predicate P, over (K, I) is defined as follows:

Py(k=P,in0 = P) =

1 ifPe, P
0 otherwise

Definition 4.1.1 [WW-IBE] An Identity-Based Encryption with Wildcards and Generalized Key
Delegation scheme is a tuple of 5 algorithms WW — IBE = (Setup, KeyGen, KeyDer, Enc, Dec)
with the following syntax:

Setup(1*, 1%) outputs public and master secret keys (mpk, msk) for security parameter X and
hierarchy depth L.

KeyGen(msk, P = (Pi,...,Fy)) on input a master secret key msk and pattern P, outputs
secret key sk p;

KeyDer(mpk, sk p, P') on input a master public key mpk, a secret key sk p for pattern P =
(Py, ..., Py) and pattern P’ such that P’ €, P, outputs secret key sk pr;

Enc(mpk, P,m) on input public key mpk, pattern P = (P, ..., P;) and plaintext m, outputs
ciphertext Ct;

Dec(mpk, sk pr, Ct) outputs a string y.

Correctness. We require that for all key pairs (mpk, msk) output by Setup, all messages
m € {0,1}*, all 0 < ¢ < L, all patterns P, P" € ({0,1}* U {x})¢ such that P' €, P,
all skp obtained through a chain of key derivation skp, = KeyGen(msk, P1), skp, b =
KeyDer(mpk, skp,, Pi+1) such that P €, ... €, P, = P/,

Dec( skpr , Enc(mpk, P,m) ) =m

with probability one.
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4.1.2 Security

As for Definition IND-CPA security for WW-IBE schemes is formalized by means of
the following game between an adversary .4 and a challenger C. Specifically, we define the
security of WW-IBE schemes through a game with an adversary which is different from the
security games of HIBE schemes in two points: first, the adversary can query for the secret
keys corresponding to arbitrary patterns, rather than specific identity vectors and second, the
adversary chooses a challenge pattern instead of an identity to which the challenge ciphertext
will be encrypted. Of course, the adversary is not allowed to query the key derivation oracle for
any pattern matched by the challenge pattern.

We give complete form of the security definition following [SWOS8|]. Specifically, game
IND-CPA;VW—I BE(1%), where ) is the security parameter, is defined as follows.

Setup: C generates master public key and secret key by invoking the setup algorithm on
input the security parameter A and the hierarchy depth L given in unary. Specifically,
(mpk, msk) « Setup(1*,1%). Then, C starts the interaction with .4 on input mpk.

We let S denote the set of private keys that C has created but not yet given to the adversary.
At this point, S = ().

Query Phase 1: A makes Create, Delegate, and Reveal key queries. Specifically:

To make a Create query, A specifies a pattern P € ({0, 1}*u {*})SL. In response,
C creates a key for this pattern by calling the key generation algorithm, skp =
KeyGen(msk, P), and places this key in the set S. C only gives A a reference to this
key, not the key itself.

To make a Delegate query, A specifies a key skp in the set S and a pattern P’. In
response, C makes a key for this new vector by running the delegation algorithm on
skp and P’. C adds this key to the set S and again gives A only a reference to it, not
the actual key.

To make a Reveal query, A specifies an element of the set S. C gives this key to A
and removes it from the set S. Notice that .A needs no longer make any delegation
queries for this key because it can run delegation algorithm on the revealed key for
itself.

Challenge: A submits two equal length messages my, m; and a challenge pattern P = (P, ..., P)
where 0 < ¢ < L. C chooses random 1 € {0,1} and generates ciphertext Ct* =
Enc(mpk, P,m,). C sends back Ct* to A.

Query Phase 2: It is the same to Query Phase 1.
Guess: Eventually, A submits its guess 77’

Winning Condition: A wins the game if the following conditions are satisfied:

1. n=1.
2. No secret key for any pattern obtained through delegation from any of the revealed
secret key is such that it matches the target pattern (i.e., any P’ such that P’ €, P).

The advantage of A in the above game is defined as

AAvY P EA(N) = Prob[IND-CPAYWIBE(12) = 1] — 1/2.
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Definition 4.1.2 A WW-IBE scheme is IND-CPA-secure if any polynomial-time adversaries
making at most a polynomial number of queries to the key derivation oracle only has a negli-
gible advantage in the IND-CPA game described above, i.e., Adv}’lzgf EPQBE’A()\) is negligible

function of \.

4.1.3 Anonymous WW-IBE

An important property we investigate is the anonymity of WW-IBE schemes. The objective is
to hide the pattern in the ciphertext. Therefore, the adversary could also choose two patterns
to be challenged on. More specifically, game ANO—CPAI/XW*I BE (1*), where X is the security

parameter, is defined as follows.

Setup: C generates master public key and secret key by invoking the setup algorithm on
input the security parameter A and the hierarchy depth L given in unary. Specifically,
(mpk, msk) < Setup(1*, 1%). Then, C starts the interaction with A on input mpk.

We let S denote the set of private keys that C has created but not yet given to the adversary.
At this point, S = .

Query Phase 1: A makes Create, Delegate, and Reveal key queries. Specifically:

To make a Create query, A specifies a pattern P € ({0,1}* U {*})SL. In response,

C creates a key for this pattern by calling the key generation algorithm, skp =
KeyGen(msk, P), and places this key in the set S. C only gives A a reference to this
key, not the key itself.

To make a Delegate query, A specifies a key skp in the set S and a pattern P’. In
response, C makes a key for this new vector by running the delegation algorithm on
skp and P’. C adds this key to the set S and again gives A only a reference to it, not
the actual key.

To make a Reveal query, A specifies an element of the set S. C gives this key to A
and removes it from the set S. Notice that A needs no longer make any delegation
queries for this key because it can run delegation algorithm on the revealed key for
itself.

Challenge: A submits two equal length messages mg, m; and two challenge patterns Py =
(Pl(o), e ,PE(O)) and P; = (Pl(l), cel, Pé(l)) where 0 < ¢ < L. C chooses random
n € {0,1} and generates ciphertext Ct* = Enc(mpk, P,), m,). C sends back Ct* to A.

Query Phase 2: It is the same as Query Phase 1.
Guess: Eventually, .4 submits its guess 7.

Winning Condition: A wins the game if the following conditions are satisfied:

l.n=17.
2. No secret key for any pattern obtained through delegation from any of the revealed
secret key is such that it matches one of the challenge pattern but not the other.

The advantage of A in the above game is defined as

Advis bR EA(N) = Prob[ANO-CPAYW=IBE(12) = 1] — 1/2.
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Definition 4.1.3 A WW-IBE scheme is ANO-CPA-secure if any polynomial-time adversaries
making at most a polynomial number of queries to the key derivation oracle only has a negli-
gible advantage in the ANO-CPA game described above, i.e., Advz\lvg_g)fE’A()\) is negligible

function of \.

4.2 A WW-IBE Construction

Our first construction is based on a slight variant of the Boneh-Boyen WIBE scheme given
in [ACDT06]. We extend it to obtain generalized key delegation and prove its security in the
standard model, under static assumptions in composite order bilinear groups [BGNOS], by using
Waters’ Dual Encryption System [Wat09]. As in [LW10], we use groups G, Gt whose order
N = pipaps3 is a product of three primes. We note that the actual computation occurs in G,
the subgroup of G of order p;. Gy,, the subgroup of G of order p, is only used to define the
semi-functional space and is not used in the real scheme. Thus, secret keys and ciphertexts will
be semi-functional when they include terms in G,,,. Finally, G,,, the subgroup of G of order ps,
is used to re-randomize the secret keys.

4.2.1 Complexity Assumptions

For completeness we restate here the complexity assumptions we use, first introduced by Lewko
and Waters in [LW10]. The first two are instances of the general subgroup decision assumption.

Assumption LW.1 For a given prime-order bilinear setting generator BSGen, define the fol-
lowing distribution: Pick a random bilinear setting (N = pipaps3, G, g, Gr, é) < BSGen(1?),
and then pick

g1, 11 + Gp17.93 — GpgaTQ < Gp1p2 )

and set D = (N, g1,93)-
Then, the advantage of a PPT adversary A in breaking Assumption LW.1 is

Adviyy, (\) = |Prob|A(D,Ty) = 1] — Prob[A(D, T5) = 1] .

Definition 4.2.1 We say that Assumption LW.1 holds for generator BSGen if, for all probabilis-
tic polynomial-time algorithms A4, Advfw 1(A) is a negligible function of \.

Assumption LW.2 For a given prime-order bilinear setting generator BSGen, define the fol-
lowing distribution: Pick a random bilinear setting (N = pipaps3, G, g, Gr, é) < BSGen(1?*),
and then pick

917X1 — Gp17X27Y2 — Gp27937X3 — Gp3,T1 <~ Gp1p37T2 — GP1P2P3 )

and set D = (N, g1, 93, X1 X2, Y2X3).
Then, the advantage of a PPT adversary A in breaking Assumption LW.2 is

Advii,o()) = |Prob[A(D,Ty) = 1] — Prob[A(D, T5) = 1] .

Definition 4.2.2 We say that Assumption LW.2 holds for generator BSGen if, for all probabilis-
tic polynomial-time algorithms A4, Adva () is a negligible function of A.
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Assumption LW.3 For a given prime-order bilinear setting generator BSGen, define the fol-
lowing distribution: Pick a random bilinear setting (N = pipaps3, G, g, Gr, é) < BSGen(1?*),
and then pick

P, S < ZN,g1 — Gpl,QQ,XQ,YQ — Gp2,93 — Gp3,T2 — GT s

and set Ty = é(g1,91)** and D = (N, g1, 92, 93, 91 X2, 97Y2).
Then, the advantage of a PPT adversary A in breaking Assumption LW.3 is

Adviyy5()\) = |Prob[A(D,T}) = 1] — Prob[A(D, Ty) = 1] .

Definition 4.2.3 We say that Assumption LW.3 holds for generator BSGen if, for all probabilis-
tic polynomial-time algorithms A, Adv7yy 5(\) is a negligible function of \.

4.2.2 Our Construction

We first introduce some additional notation. If P = (P, ..., P) is a pattern, then let |P| = ¢
be the length of P, let W(P) be the set containing all wildcard indices in P, i.e. the indices
1 < i < /¢ such that P, = %, and let W(P) be the complementary set containing all non-
wildcard indices. Clearly W(P) W (P) = 0 and W(P) | JW(P) = {1, ..., (}.

Setup(1*,1%): Choose a description of a composite order bilinear setting (N = p1paps, G, g,
Gr,é) + CBSGen(1%,3) with known factorization and random g1 < Gy, , g3 < Gp,.
Choose random p < Zy and random (u; j < Gy, )ic[r) je{0,1}> and set 2 = é(g1, g1)".
Then, the master public key is

mpk < [N, g1, 93, (Wi j)ic[r]jefo,1}> 2]

and the master secret key is
msk < [p] .

KeyGen(msk, P = (Py, ..., Py)): Choose random (r; < ZN)ieW(P)’ Wy < Gp, and (W;
Gps)jeww(p)- Then set

and
(Di = gy" - Wi)ieW(P)
The secret key for pattern P is skp < [Ky, (D;) (W ( P)].

KeyDel(mpk, skp, P’ = (P}, ..., P;)): If P’ €, P then the key delegation algorithm chooses
random (7} <= Zn ) ;e (pry and W < Gp,; and (W < Gp, )57y - Then the algorithm
sets

/ PI\Ti /
Ky=Ko- [] <u0u1) W,
iEW(P)
and

D(:Di.ré.wf d D = Té.w.’ )
< ‘ 9 ’>ieW(PmW(pf) an ( i~ 9 ’>ieW(P)nW(Pf)

The secret key for pattern P’ is skpr < [K{), (D )iew( P/)].

i
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Enc(mpk, P = (P, ..., Py), m): Choose random s <— Zy and then set

Clzgfv

<C2,i = (“1,0 ' uﬁ)s)ieW(P) ’

CgIQs-m,

R S
(Cuig = ui:j)iEW(P),jE{O,I} :
The ciphertext for pattern P and message m is Ctp < [C1, (C2;) C3, (Cy; j)].

Dec(mpk, Ctp, skps): The decryption algorithms returns L if P ¢, P’. If this is not the
case then to decrypt it is enough to focus on the non-wildcard positions of the secret key.
Then, each identity in these positions must be matched by a corresponding identity in the
ciphertext. In particular, if position ¢ corresponds to a non-wildcard in the secret key and
to a wildcard in the ciphertext (these positions are those in W(P) [ W(P')) then that

wildcard needs to be delegated to the required identity P/. Thus, to recover the message
m the decryption algorithms computes what follows:

Cy = H é(Dy, Cay) - H e (Dz', Cai0 - Cfﬁ;) ;
iEW(P)NW(P) iIEW(P)NW(P)

then the blinding factor is obtained as

e(Ko, ¢1) _ ¥ liewir @ ((wso-ult)" ai) o
G ewn e (o (wo-uft))

Remember that the G, part cancels out by the orthogonality property.

4.2.3 Security

In this section we will prove the following main theorem:

Theorem 4.2.4 If Assumptions LW.1, LW.2, and LW.3 hold, then our scheme is IND-CPA se-
cure in the sense of Definition

Following Lewko and Waters [LW 10], we define two additional structures used in the proofs
of security. Specifically:

Semi-Functional Ciphertext : Let go denote a generator of G,,,. An semi-functional ciphertext
is created as follows: first, we use the encryption algorithm to form a normal ciphertext
Ct' « [C],(C3;), C3,(Cy ;)] Then, we choose random exponents = < Zy, (2 ¢
ZN)iEW(P) and (zc,i,j — ZN)ieW(P),je{O,l}- Finally, we set

C'12611/95267

(CQ,i = Czl,z' . Qg.zc’i)iew(p) ;
03 = Cé )

. — / ... w.zc,i7j
(C4M = Ciij 9 )zEW(P)JG{O»l} ’
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Semi-Functional Keys : To create a semi-functional key, we first create a normal key skp <+
(K, (D5)) using the key generation algorithm. Then, we choose random y, zj, < Zy and
random (2, ; < Zn) iew(p)- Finally, we set

Ky = K- gy

and
Y2k,
(Di = Dj - g, 'Wi)ieW(p) :

Remark 4.2.5 Notice that semi-functional ciphertexts can still be decrypted by normal secret
keys and semi-functional secret keys can still be used to decrypt normal ciphertext. But an semi-
functional ciphertext, for pattern P’, and an semi-functional secret key, for pattern P, lead to
a random decryption with high probability. In fact the decryption algorithm will compute the
blinding factor multiplied by the additional term é(gz, g2)*¥ (?e =) where

Ze = E 2k Zei + E 2k (Zei0 + Zejin) -

iEW(P) W (P") iIEW(P)W(P")

If z. = 2z, decryption will still work. We say that such a ciphertexts and secret keys are
nominally semi-functional. We will use this concept during the security proofs arguing that the
nominality is hidden even to an unbounded adversary under the constraints of the security game.

For a probabilistic polynomial-time adversary .A which makes ¢ key queries, our proof of secu-
rity will consist of the following ¢ + 5 games between A and a challenger C.

GamegRe,;: It is the real IND-CPA security game.

Gamewnp: It is the same as Gamegre, except that all key queries will be answered by fresh
calls to the key generation algorithm.

GameRestricted: It is the same as Gamewp except that A cannot ask for keys for pat-
terns which are prefixes of one of the challenge patterns modulo p,. We will retain this
restriction in all subsequent games.

Gamey: For k from 0 to ¢, we define Gamey like GameRestricted €Xcept that the ciphertext
given to A is semi-functional and the first k keys are semi-functional. The rest of the keys
are normal.

Gameginal: It is the same game as Gameg, except that the challenge ciphertext has C3
random in G (thus the ciphertext is independent from the messages provided by A). Tt is
clear that no adversary can have advantage greater than 0 here.

We start by giving an overview of the proof of security.

Gamere, = Gamewp: The keys are identically distributed whether they are produced by
key delegation from a previous key or from a fresh call to the key generation.

Gamewp ~. GameRresiricted: Essentially, if the adversary is able to ask for keys for
patterns which are prefixes of one of the challenge patterns modulo ps, then this means that
the adversary can find a non-trivial factor of N and can be used to break either Assumption
LW.2. This restriction is crucial to show that Gamey_; ~ Gamey.
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GameRestricted ~c Gameg: In Gamey, the challenge ciphertext Ct* is semi-functional,
while all keys are normal. Notice that Assumption LW.1 (N, g1, g3) is enough to generate
mpk and msk. Then, T can be used to generate Ct* and, depending on the nature of T,
Ct* can be normal as in GameRestricted OF Semi-functional as in Gameyg.

Gamey_1 ~. Gamey: Given an instance of Assumption LW.2 (N, g1, g3, X1 X2, Y2X3),
mpk and msk can be generated by using g1 and gs. The first £ — 1 secret key queries,
which are semi-functional, can be answered by employing Y5 X3. The last ¢ — k queries
can be answered by invoking KeyGen on input msk. Finally, the challenge ciphertext
can be generated by employing X7 X9 and the k-th secret key by employing 7'. Now, if
T € Gy, p,, then the k-th secret key is normal and the joint distribution of the k-th secret
key and the challenge ciphertext is as in Gameyg_j. On the other hand, if T' € Gy, pops,
then the k-th key is nominally semi-functional with the respect to the challenge ciphertext.
Hence, the simulator cannot test by himself the nature of 7. Moreover, the nominality of
k-th key is hidden to the adversary under the restriction of GameRgestricted and from the
fact that the adversary cannot ask secret keys for patters matching the challenge pattern.

Gameg ~. Gamerina: In Gameq, the challenge ciphertext and secret keys are semi-
functional. It is easy to see that these two games are indistinguishable under Assumption
LW.3.

Gamegpijna) gives no advantage: In Gamegjna), 77 is information-theoretically hidden from
the attacker. Hence the attacker can obtain no advantage in breaking the scheme.

We give now formal proofs of the above statements.

Lemma 4.2.6 Gamegrq, = Gamewp.

Proof: We note that the keys are identically distributed whether they are produced by the key
delegation algorithm from a previous key or from a fresh call to the key generation algorithm.
Thus, in the attacker’s view, there is no difference between these games. |

Lemma 4.2.7 If Assumption LW.2 holds, then for all probabilistic polynomial time adversaries
A, Gamewp ~c GameRestricted-

Proof: Suppose that A has probability € of producing a pattern P = (P4, ..., Py), that is a
prefix of one of the challenge pattern P* = (Py, .. ., P]*) modulo py. That is, there exists 7 such
that that P; # P modulo N and both are different from «, and that p divides P; — P and thus
a = ged(P; — P, N) is a nontrivial factor of /N. We notice that p, divides a and set b = %

The following two cases are exhaustive and at least one occurs with probability at least €/2:

1. ord(g1) | b. Suppose case 1 has probability at least ¢/2. We describe algorithm B that
breaks Assumption LW.2. B receives (N, g1, g3, X1 X2, Y2X3) and T and constructs mpk
and msk by choosing p < Zy and (u; j < Zn)ie[r),je{o,1}> and setting 2 = é(g1, g1)”,
mpk < [N, g1, g3, (gqfi’j)z'e[L},je{o,l}, Q1] and msk < [p]. Then B runs A on input mpk
and uses knowledge of msk to answer A’s queries. At the end of the game, for all pattern
P’s for which A has asked for the key and for the challenge pattern P*, 3 computes
a = ged(P; — PF, N). Then, if é ((X;X2)%, Y2X3) is the identity element of G then B
tests if 6(T°, X1 X5) is the identity element of G. If this second test is successful, then B
declares T' € Gy, p,. If itis not, B declares T € Gy, p,p,. It is easy to see that if po divides
a and p; = ord(g1) divides b, then B’s output is correct.
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2. ord(g1) 1 b and ord(gs) | b. In this case, B breaks Assumption LW.2 in the same way
except that mpk by exchanging the roles of g,, and g, and thus p; and ps.

Lemma 4.2.8 If Assumption LW.1 holds, then for all probabilistic polynomial time adversaries
A, GameRestricted ¥c Gameyg.

Proof: We describe algorithm 5 that breaks Assumption LW.1. B receives (N, g1,¢93) and T
and simulates GameRestricted OF Gameg with 4 depending on T'.

Setup : B chooses random p < Zy and (ui; < ZN)ic[1),jef{o,1}> and set = é(g1, g1)".
Then, B set

mpk A [Nv 91, 93, (g?iﬁj)iE[LL]E{OJ}? Q] 3
as the public parameters and

msk < [p] ,

as the master secret key. I3 starts the interaction with A on input mpk.
Secret Keys : Notice that 3 knows msk and thus can answer all A’s queries.

Challenge : A sends B challenge messages mg,m; € {0,1}* and a challenge pattern P =
(P1,...,P) where 0 < ¢ < L. B chooses random n < {0, 1} and computes the chal-
lenge ciphertext Ct* as follows:

=T,
— ui0tui 1P
(02,1' = 0T )ieW(P) )
C3=é(T,g1)" - m,

(Cuij = Tui’j)iew(P),je{O,l} :

Notice that if T" € G,,,, then T" can be written as g{ and Ct* is a normal ciphertext with random-
ness s. Instead, if ' € G, p,, then T can be written as gjg5 and Ct* is semi-functional with
randomness s, x, Zegi = U0+ U1 P, Zej,j = Ui j- |

Lemma 4.2.9 If Assumption LW.2 holds, then for all probabilistic polynomial time adversaries
A, Gamey_; ~. Gamey.

Proof: We describe algorithm B that breaks Assumption LW.2. B receives (V, g1, g3, X1 X2, Y2 X3)
and T and simulates Gamey_1 or Gamey with A depending on 7.

Setup : B chooses random p < Zy and (u;; < ZnN)ie[1),jefo,1}> and set = é(g1,91)".
Then B set

mpk < [N, 91,93, (9" )ici).je013 U »

as the public parameters and
msk < [p] ,

as the master secret key. B3 starts the interaction with .A on input mpk.
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Secret Keys : Let us now explain how 3 answers the i-th key query for pattern P = (P, ..., P)
where 0 < ¢ < L.

i < k : B creates an semi-functional secret key as follows: Choose random z;,  Zy,
(Tis 2,4 < ZN)iew(py Wo < Gp; and (Wi <= Gp,),;c57(p)- Then set

o\ T ’
Ko =g - H (Ui,O : Ufﬁ) (Yo X3)%* - Wy,
iEW(P)

and
(Dz' = g}t (YaXs)®h - Wi)ieW(P) :
By writing > as gy, we have that this is a properly distributed semi-functional key
with randomness y, z, = 2z and 25; = 2 ;.
i = k : To answer the k-th key query B chooses random (r} < Zy) iEW(P) Wy < Gy,
and (W; < Gy,) iew(p)» and sets

Ko=of - J[ (reerssny®ow,,
iEW(P)

and
(Di=1twi)
i€W(P)

Notice that, if ' € Gy, ,,, then T" can be written as g7 g4 and the k-th secret key is
a normal key with randomness r; = r - 7}, If T' € G, p,ps, then T' can be written
as g7 gyg¥ and the k-th secret key is semi-functional with randomness r; = r - 7/, y,
2k = D ieW(P) i (i + ui1 - Py) and 2 ; = 7.

1 > k : B runs KeyGen using msk.

Challenge : A sends B challenge messages mgp,m; € {0,1}* and a challenge pattern P =
(Py,...,Pp) where 0 < ¢ < L. B chooses random 7 <— {0, 1} and computes the chal-
lenge ciphertext Ct* as follows:

G = X1Xo,

(Coi = (XaXp)rotur ), o

03 - é(X1X2agl)p -m,

(Caig = (X1X2)")icw(py jefo} -

Notice that X;1X9 can be written as g{g3 for some random s,z € Zy, thus the challenge
ciphertext is semi-functional with randomness s, x, z¢; = i + Ui1 - B, 2cij = Ui j-

Since the k-th secret key pattern is not a prefix of the challenge pattern modulo p, we have that zj,
and z, are independent and randomly distributed. We observe that, if I3 attempts to test whether
the k-th key is semi-functional by using the above procedure to create an semi-functional cipher-
text for k-th secret key pattern then we will have that z;, = z. and thus decryption always works
(independently of 7). 1

Lemma 4.2.10 If Assumption LW.3 holds, then for all probabilistic polynomial time adver-
saries A, Gameq ~; Gamerinal.
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Proof: We describe algorithm B that breaks Assumption LW.3. Breceives (N, g1, g2, 93, g7 X2, g5 Y2)
and 7" and simulates Gameqy or Gamegjna1 With A depending on T'.

Setup : B chooses random (u; ; = Zn)ic[1),jefo,1}> and set © = é(g{ X2, g1). Then B set

mpk < [N, g1,93, (9, )icn).jeq01} U -
as the public parameters. I3 starts the interaction with .A on input mpk.

Secret Keys : For pattern P = (P,...,FP;) where 0 < ¢ < L, B creates a semi-functional
secret key as follows: Choose random 2, < Zn, (74, 2}, ; < ZN) W (P)" Wy < Gp, and
(Wi « Gpg)iEW(P). Then set

i (uq i,1- s f
Ko=(g{X2)- [[ a1 (ot B g% W
i€EW(P)
and
A
<Di =91 95" 'Wi> -
iEW(P)

Challenge : A sends B challenge messages mp,m; € {0,1}* and a challenge pattern P =
(P1,...,Pp) where 0 < ¢ < L. B chooses random n <— {0, 1} and computes the chal-
lenge ciphertext C' as follows:

C1 = (91Y2)
(CQ,i = (ngQ)uLOdFUiJ.Pi),LEW(P) ’
03 =T -m y

(Caig = (91Y2)" )iew(p) jefo} -

. Ug. 4
This sets z.; = u;0 + u;1 - P; and 2., ; = u; ;. We note that g; "’ are elements of G, ,

so when u; ; are randomly chosen from Zy, their value modulo p; and modulo p, are
random and independent.

We finish by observing that, if T = é(g1, g1)”®, then the challenge ciphertext is a properly
distributed semi-functional with message m,. If 7' <- Gr, then the ciphertext is an semi-
functional ciphertext with a random message. |

Wrapping up. We have proved by the previous lemmata that the real security game is indis-
tinguishable from Gamegjn,a), Where 7 is information-theoretically hidden from the attacker.
Thus under assumptions LW.1-3, Theorem [4.2.4] holds.

4.3 WKD-IPE and Its application to Anonymous WW-IBE

In this section, we first introduce inner-product encryption with generalized key delegation
(WKD-IPE, for short) and show how to generically reduce Anonymous WW-IBE to it in a
way that preserves full security. The reduction is based on an observation by [KSWOS§|] that
zero entries can be used to simulate wildcards. The generalized key delegation capability of
the WKD-IPE scheme will provide the final ingredient of the reduction. Finally, we give a new
WKD-IPE construction based on a slight modification of the Okamoto-Takashima hierarchi-
cal inner-product predicate encryption scheme [LOS™10], which allows for more general key
delegation patterns.
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4.3.1 Definition of Inner-Product Encryption with Generalized Key Delegation

In this section, following [OT09, LOS™10], we define the WKD-IPE primitive and its security.
We start by extending Definition [2.1.2]of hierarchical format to more general patterns. The main
difference with Definition|2.1.2]is that we do not require any more that each J; does not contain
the all zero vector. Specifically:

Definition 4.3.1 [Generalized Hierarchical Format] Let & be a tuple of positive integers p =
(n,d; i1, ..., pg) suchthat yg =0 < g < --- < pug =n. Fori=1,...,d, let ¥; = Fyi #*
the set of attributes. Let 3. be the hierarchical attributes ¥ = UL | (£ x ... x 3;) \ {0,,}, where
the union is a disjoint union. Them, we call @ an generalized hierarchical format of depth d for
the attribute space ..

Delegation. Given y,y’ € X, we say that y’ is a delegation of y, in symbols y’ < y, if and
only if for each i € [d] we have y; = 0 or y, = y’,. Again as opposed to [OT09, LOS™10] any
y,; = 0 can be replaced by a non-zero vector, for any i € [d].

Definition 4.3.2 [WKD-IPE] A inner-product encryption with generalized key delegation with
hierarchical format p is defined by the following tuple of algorithms: WKD — IPE = (Setup,
Enc, KeyGen, Dec, KeyDel) with the following syntax:

Setup(1*, pt) takes as input security parameter \ and generalized hierarchical format p and
outputs public parameters mpk and master secret key msk.

KeyGen(msk,y = (y;,...,yq) € X) takes as input msk, an attribute vector y following
hierarchy p and outputs a private key sk,,.

KeyDel(mpk, sky,y" € ) takes as input mpk, secret key for attribute vectors y = (y,...,Y,)
and y’ = (y'y,...,y’;) such that y’ < y, and outputs a secret key for attribute vector

')

Enc(mpk, m, x) takes as input mpk, m in some associated message space and an attribute
vector x, and outputs a ciphertext Ct.

Dec(mpk, Ct, sk, ) takes as input mpk, ciphertext Ct and secret key sk, and outputs the mes-
sage m.

Correctness. We make the following consistency requirement. Suppose ciphertext Ct is ob-
tained by running Enc on input mpk, message m and attribute vector x and that sk, is a secret
key for attribute vector y obtained through a sequence of KeyGen and KeyDel calls using the
same mpk. Then Dec, on input mpk, Ct and sk, returns m, except with negligible probability,
if and only if fy (x) = 1.

4.3.2 Security Definition

We give complete form of the security definition following [SWOS|]. Our security definition
captures semantic security and ciphertext anonymity by means of the following game between
an adversary A and a challenger C. More specifically, game ANO—CPAZVK D=IPE(1) where

A is the security parameter, is defined as follows.
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Setup: C generates master public key and secret key by invoking the setup algorithm on
input the security parameter A and the generalized hierarchical format p. Specifically,
(mpk, msk) < Setup(1*, ). Then, C starts the interaction with A on input mpk.

We let S denote the set of private keys that C has created but not yet given to the adversary.
At this point, S = ().

Query Phase 1: A makes Create, Delegate, and Reveal key queries. Specifically:

To make a Create query, A specifies an attribute vector y. In response, C creates a key
for this vector by calling the key generation algorithm, and places this key in the set
S. C only gives A a reference to this key, not the key itself.

To make a Delegate query, A specifies a key sk, in the set S and y’. In response, C
makes a key for this new vector by running the delegation algorithm on sk, and y’.
C adds this key to the set S and again gives .4 only a reference to it, not the actual
key.

To make a Reveal query, A specifies an element of the set S. C gives this key to A
and removes it from the set .S. Notice that .4 needs no longer make any delegation
queries for this key because it can run delegation algorithm on the revealed key for
itself

Challenge: A gives two pairs of message and identity (mg,y,) and (my,y;) to C. Then C
chooses random 7 < {0, 1}, encrypts m,, under y,, and sends the resulting ciphertext to

A.
Query Phase 2: This is the same as Phase 1.
Guess: Eventually, .4 submits its guess 7.

Winning Condition: A wins the game if the following conditions are satisfied:

1. n=1.
2. No secret key for any vector w obtained through delegation from any of the revealed
secret key is such that fo, () # fw(T1).

The advantage of A in the above game is defined as
Adv i ERCTPEA(N) = Prob[ANO-CPAY KP=IPE(1A) — 1] — 1/2..

Definition 4.3.3 A inner-product encryption with generalized key delegation scheme is ANO-
CPA-secure if any polynomial-time adversaries making at most a polynomial number of queries
to the key derivation oracle only has a negligible advantage in the ANO-CPA game described
above, meaning that Advmié_%;ipE’A()\) is a negligible function of \.

In the Section[4.4] we will describe a construction of inner-product encryption with gener-
alized key delegation that achieves a weaker security definition called wAH-ANO-CPA and de-
fined in Section[2.2.1] Specifically, game wAH-ANO-CPA is like ANO-CPA but with a relaxed
winning condition. Specifically, wAH-ANO-CPA only requires that f,,(x¢) = fw(x1) = 0 for
any vector w for which the relative secret key has been obtained through delegation from one of
the revealed secret key.

Definition 4.3.4 A inner-product encryption with generalized key delegation scheme is wAH-
ANO-CPA-secure if any polynomial-time adversaries making at most a polynomial number of
queries to the key derivation oracle only has a negligible advantage in the wAH-ANO-CPA

game, meaning that Advmﬁﬂ?\gg}f@\) is a negligible function of \.
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4.3.3 Reducing Anonymous WW-IBE to WKD-IPE

Let WKD — IPE = (Setupwkp, KeyGenywkp, KeyDelywkp, Encwkp, Decwkp) be a Inner-
product encryption with generalized key delegation. We can construct the scheme WW — IBE =
(Setupyy, KeyGenyyy, KeyDelywyy, Encww, Decywwy) as follows:

Setupyyw (17, 15): The algorithm returns the output of Setupykp(1*, o = (2L, L; (j1; =
2i)ie(r)))- So the hierarchy p is of depth L and each level has dimension 2.

KeyGenyyy (msk, P): For a pattern P = (P, ..., P;), the key generation algorithm constructs
vector y € X by setting, for each i € [¢],

%_{@B)ﬁﬂ#*

(0,0)  otherwise
We denote this transformation by
y = KEncode(P) .
Then the key generation algorithm returns

skp = KeyGenwkp (msk,y) .

KeyDelw (mpk, skp, P'): The algorithm returns the output of

sk pr = KeyDelywkp (mpk, sk p, KEncode(P')) .

Encww (mpk, P): The algorithm constructs vector & € 3 in the following way: For each
i € [/] the algorithms sets

(_Ti . Pi,TZ') lfB 75 *
r; — . .
(0,0) otherwise

We denote this transformation by
x = CEncode(P) .
Then the encryption algorithm returns

Ct = Encwkp (mpk, x) .
Decww (sk pr, Ct): Returns Decwip (sk pr, Ct).

Correctness. It follows from the observation that for patterns P and P’, we have that
fkEncode(P)(CEncode(P)) = 1if and only if P €, P’

Theorem 4.3.5 If WKD — IPE is ANO-CPA secure then WW — IBE is so.

Proof: Let A be an adversary that breaks the ANO-CPA security of the WW — IBE scheme for
an hierarchy of depth ¢ and consider the following adversary B that tries to break the ANO-CPA
security of the WKD — IPE scheme for hierarchy format p1 = (2¢, £; (u; = 2i);¢|¢) that uses A
as a subroutine and interact with the challenger C.
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Then, B receives from C a master public key mpk for the WKD — IPE scheme and passes it to
A. Whenever A asks for the key for pattern P, I3 constructs y = KEncode(P) and asks C for a
key sk, for y and returns it to A. When A asks for a challenge ciphertext by providing (mg, )
and (my, P}), B simply computes &y = CEncode(Py) and ; = CEncode(Py) and gives the
pair (mg, o), (m, 1) to C. B then forwards the challenge ciphertext to .4. Finally, B outputs
A’s guess.

First, B’s simulation is perfect. Indeed, we have that if for all A’s queries satisfy the game
constraints, then all B’s queries have the same property. Thus B’s advantage is the same as A’s.

4.4 Constructing WKD-IPE

In this section, we show our new WKD-IPE construction and prove its security. Our construc-
tion is based on a slight modification of the Okamoto-Takashima hierarchical predicate encryp-
tion scheme for the class of the inner-product predicates [LOST10]. As the HPE scheme in
[LOS™10], our scheme will be proved to be only weakly attribute-hiding secure.

4.4.1 Complexity Assumptions

For completeness we restate here the complexity assumptions used, first introduced by Okamoto
and Takashima in [LOST10]. All these assumptions can be seen as variants of the decisional
subspace assumption.

Assumption OT.1 For a given prime-order dual-pairing vector spaces generator DPVSGen,
define the following distribution: Pick a random bilinear setting (paramy,, B, B*) <~ DPVSGen(1*,
2n + 3), and then pick

6« ZN,6 < L, p < ZN, U = (w;)igpn) < GL(n,Zn) ,

and set R R
B= (b17 ... 7b’rh b2n+17 b2n+3)7 ]B* = ( ,1(7 ceey b:w §n+17 §n+2) )
e = (0-bi+06; - banis)icn, €1 =(6-bitp- Y tij bupj+ i bonya)icp »
J€ln]

and D = (paramy, B, B*).
Then, the advantage of a PPT adversary A in breaking Assumption OT.1 is

Adv{ir (N\) = |ProblA(D, eg) = 1] — Prob[A(D, e;) = 1]] .

Definition 4.4.1 We say that Assumption OT.1 holds for generator DPVSGen if, for all proba-
bilistic polynomial-time algorithms A, Adv{y,()) is a negligible function of \.

Assumption OT.2 For a given prime-order dual-pairing vector spaces generator DPVSGen,
define the following distribution: Pick a random bilinear setting (paramy,, B, B*) <~ DPVSGen(1*,
2n + 3), and then pick

W,7, P, T < ZN7'7 — ZR{, U= (ul)ze[n] — GL(”v ZN) )

and set

]B:(blv"‘7bn7b2n+1ab2n+3)7 ]:@B*:( ){7"'7 §n+2)7
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Z=(Z)iey = (U)7", e=(-bit+p- > tij-buis)icp) -
JEn]

ho = (w-bf + % b, y0)icin, hi=(w-b+7- > 2, Vi + % bani2)icp -
J€[n]

and D = (paramv,lﬁé,@*, e).
Then, the advantage of a PPT adversary A in breaking Assumption OT.2 is

Adviro(N) = |ProblA(D, hg) = 1] — Prob[A(D, h;) = 1]| .

Definition 4.4.2 We say that Assumption OT.2 holds for generator DPVSGen if, for all proba-
bilistic polynomial-time algorithms A, Adv{y,()) is a negligible function of \.

Remark 4.4.3 In [LOS™"10], Okamoto and Takashima proved that Assumptions OT.1 and OT.2
can be reduced to the n-Extended Decisional Diffie-Hellman Assumption. More recently in
[OT10] Okamoto and Takashima proved that these kind of decisional subspace problems can be
reduced to the Decision Linear Assumption [BBS04].

4.4.2 Our Construction

The algorithms of our WKD — IPE are defined as follows:

Setup(1*, u = (n,d; ju1, - - ., 1q)): Choose a random DPVS instance
(paramy, B, B*) <~ DPVSGen(1*,2n + 3) .

Then set B = (b1, ...,bn, bant1,b2n13), © = é(g, g). The master public key is defined
as
mpk <+ [paramv,@,Q] ,

and the master secret key
msk <+ [B*] .

KeyGen(msk,y = (y;,...,y,4)): Given y according to hierarchy u, generate the following
sub-keys:

Decryption Key : First apply a random translation to y choosing (r; <= Zx);e|q) so that

A~

@:(ylv"'a?;d) :(Tl'ylv"'ard'yd) .
Then choose r <— Z and computes the decryption key:
Skdec = (@1, ooy Qd? 07’17 1, r, O)B* .

Randomization Keys : Let Sy = {k € [d] : y;, # 0} and T,, = Sy, |J{d + 1}. For each
k € Ty apply a random translation to y choosing (sj ; < Z N)ie[d] so that

~ran __ (Aran

Y. yk,1a~--7@2?§)=(Sk,1'y1,-~,8k,d‘yd)-

Then choose sy, <— Z and compute the randomization keys:

sk = (KT - Ukid > Ons 0, 58, 0 -

)
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Delegation Keys : Let Dy = {j € [n]: 3k € [d]s.t. y, = O0and pp—1 +1 < 5 < g}
Choose t < Zy. Then for each j € D,, let k be the index such that y, = 0 and
pk—1 + 1 < j < p, apply a random translation to y choosing (¢;; < Zn)ie|q) SO

that

A del ( ~ del ~ del)

del
y] y]lv"-’y]d e)

(teg - Y35 tea - YT

where ydel =t-e;if j =1, otherwise ydel = t;; - y; where e; is the zero vector
with 1 in the j-th coordinate.

Then choose t; < Zy and compute the delegation keys:
Skdel (y;lellv e 7@?%70 707tj70)B* .

The secret key for y is sky < [sk%°C, (sk}*") ke, . (sk;lez) jep,]. Notice that sk,, contains
at most n + 1 sub-keys.

KeyDel(msk, dy,y" = (y},...,¥y})): Given y’ according to the hierarchy p, Let Sy = {i €
[d] :y; =0} and let By, = {i € [n] : pp—1 +1 < i < pg}. Then the key delegation
algorithm does the following:

Decryption Key : Chooses 7’ < Zn, (1 = Zn)je[q) and computes

Sk/dec _ k,dec + Z Skran + Z Z y; . Sk’;-iel

ETy ]Esy iGEj

Randomization Keys : For each k € T, chooses s}, < Zx and (sj,C PR/ N)jelq)- Then
computes

Skgan _ Z Sk] Skran+ Z Z yz Skdel

JETY JESy IS

Delegation Keys : Chooses t' < Zy and for each j € D,,, chooses (t — ZN)igln)»
t;, < Zy. Then computes

Sk/del Z tj’b Sk,ran + Z ]z Z yk Skdel +t k;lel ]

€Ty i€Sy keE;
Thus sk, = [sk'@, (ski“" ke, (ske) e D,

Enc(mpk,z = (x1,...,x¢), m): Choose s < Zy, (s; < Zn);c[q and pads  to the max-
imum length d with random vectors following the hierarchy p. Then apply a random
translation to « so that & = (&1,...,&4) = (s1 - ®1,...,54 - T4), and compute

Cy = (x1,...,24,0p,,0,8)gand Co = Q% -m
The ciphertext for vector x and message m is Ct <— [C, (o).
Dec(mpk, Ct, sk, ): The decryption algorithms computes the blinding
e(Cy, shee) = é(g, g) et @)

Remark 4.4.4 Notice that we need |1} | randomization sub-keys because in order to re-randomize
the decryption key it is necessary to generate |1y, | random coefficients, one for each i € .Sy plus
r. By taking a random linear combination of the randomization sub-keys we achieve the task.
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4.4.3 Security

We will prove the following main theorem:

Theorem 4.4.5 If Assumptions OT.1 and OT.2 hold then our WKD-IPE scheme is secure in the
sense of Definition 4.3.41

Following [LW10], we define two additional structures that will be used in the proof of
security. Specifically:

Semi-Functional Ciphertext : An semi-functional ciphertext has additional dimensions. More
specifically, choose r < Z; and set

Cy=(x1,...,24,7,0,0,5)p .

Semi-Functional Keys : A secret key is semi-functional if all its sub-keys are semi-functional.
More specifically:

Decryption Key :
Sksf.dec - (@17 .. 7@d7 rdec’ 1’ T O)B* ’

Randomization Keys :

sf.ran ~ N
sk, = (U1 U T 0, 88, 0)pr
Delegation Keys :
sf.del _ /~del ~del , del
Skj _(yj717"'7yj7d>Tj€7O>tj>O)IB* )

dec ,.ran ,.del n
where 77¢¢, 7 *" ri — 7T

Remark 4.4.6 Notice that semi-functional ciphertexts and semi-functional secret keys lead to a
random decryption with high probability. In fact with high probability the (r, %) # 0 given
that 7 and 7% are uniformly and independently distributed. If » and 7% were correlated such
that

r=p-&-U and 7¥=7.9.-2Z,

where p, 7 < Zn, U = (u;j < ZN)igjn) je[n) a0d Z = (UT)~1, then the decryption would
succeed for all vectors & and g such that their inner-product is 0.

For a PPT adversary A which makes ¢ key queries, our proof of security will consist of the
following ¢ - (n + 1) 4+ 3 games between A and a challenger C.

GameRear: It is the real Inner-product encryption with generalized key delegation security
game.

Gamewp: It it the same as Gamepgea) except that all key queries will be answered by fresh
calls to the key generation.

Gamey: It is the same as Gamewp except that the challenge ciphertext given to 4 is semi-
functional.

Game;j: Fori € [g and 0 < j < n + 1, is the same as Gameg except that the first
1 — 1 keys are semi-functional and the remaining ¢ — % are normal. For the -th key, only
the first j sub-keys are semi-functional and the rest of the sub-keys are normal. Thus
Game; g = Gameg and Game; , ;1 = Game;; 1 o.
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Gameginal: It is the same as Gamegq 1 expect that the challenge ciphertext is for a ran-
dom message and random attribute vector. Notice that in Gamepina; the value of 7 is
information-theoretically hidden from the attacker. Hence the attacker has no advantage
in breaking the scheme.

For completeness we restate some useful lemmas whose proofs can be found in [LOS™10].

Lemma 4.4.7 Let C' = {(x,y) | (x,y) # 0} C V x V* where V is an n-dimensional vector
space over final field Fy and V* its dual. Then for all (x,y) € C and for all (r,w) € C we
have that P ¢\, ) [x(pU) =randv(rZ) =w]| = ‘—é' where U = (ZT)~%.

X
P, Ty

Lemma 4.4.8 Let N > 2and A = {M | det M = 0} C F%*™. Then |A|/N"* < 2/N
We give now formal proofs of the above statements.

Lemma 4.4.9 For any algorithm A, |Adv§{'"}""fleReal - Advﬁ'ameWD| < 3q/N.

Proof: We show that the distribution of sk, < KeyGen(msk, y’) is equivalent to that of
KeyDel(mpk, sky,y’), for sk, = KeyGen(msk,y) such that y’ can be delegated from y, ex-
cept with probability 3/N. Notice that the distribution of the secret key sk, is represented
by the coefficients of the square matrix § = ((s.i)ics,, - Sk)keTy/ (which is a [Tyr| x |Ty|
matrix in Zy) and by t used in the delegation sub-keys, which are all uniformly and indepen-
dently distributed. By Lemma4.4.8|the span of matrix S, is lezy" except with probability 2/N
and the coefficient ¢ is different from 0 except with probability 1/N. Thus the distribution of
KeyDel(mpk, sky,y’) is equivalent to that of sk, except with probability 2/N 4 1/N = 3/N.
The Shoup’s difference lemma gives us the upper bound. |

Lemma 4.4.10 Suppose there exists an algorithm .A such that Advéa]meWD —Advéameo =e
Then we can build an algorithm B with advantage € in breaking Assumption OT.1.

Proof: We describe algorithm 5 that breaks Assumption OT.1. B receives (paramy, B, IEB*) and
eg. Depending on the value of 3, B simulates Gamewp or Gamey.

Setup : B sets Q = é(g, g) and gives A mpk < [paramy, B, Q] and keeps msk « [B*] secret.
Secret Keys : B uses the msk to generate secret keys.

Challenge : A sends B the two challenges ((m(®), (), (m™ 2(1)). B chooses  «+ {0,1}
and then encrypts (m(, (")) as follows: B chooses a < Zy, (s; < Z N)ie[q) @nd pads
" to the maximum length d with random vectors following the hierarchy p. Then B
applies a random translation to x" so that

g™ =@ . a)

= (s1 'asgn), e, 84" wg’))

and computes

Cl - Z i‘in) T €8 +a- b2n+1 and 02 =0O%. m(n) .

i€[n]
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Now, if 5 = 0 then
Cl == (CEL e 7§:d70n7a7073>]3

where &; = 0 - s; - xgn) and s = (:i'("), d), and the challenge ciphertext is distributed as in

Gamewp. Instead if 5 = 1 then
C, = (:f:l,. . .,:i'd,r,oz,O,s)B

where &; = § - s; - x@(n)’ r=(r,...,rn) withr; = p- (@™, w;), and s = (@™ §). Be-
cause @ # 0,, and that (u;)ie[n) and & are uniformly and independently distributed then the
challenge ciphertext is properly distributed as in Gameg. Hence, B can use the output of A to

distinguish the value of 3. |

Lemma 4.4.11 Suppose there exists an algorithm .4 such that AdVGame i AdvGamel 5=
e. Then we can build an algorithm B with advantage € + 1/N in breaking Assumptlon OT.2.

Proof: We describe algorithm B that breaks Assumption OT.2. B receives (paramy, I@%, IB%*, e)
and hg. Depending on the value of 3, B simulates Game; j_; or Game; ;.

Setup : B sets Q = é(g, g) and gives A mpk < [paramy, B, Q] and sets msk < [B*].

Secret Keys : For the first ¢ — 1 secret key queries, B creates semi-functional secret keys in the
following way: B invokes the key generation algorithm on input the master secret key msk
and the given vector y to obtain the secret key sk, < [skdec, (sk‘};an)kETy, (skzd)keDy} —
KeyGen(msk,y). Then B introduces the additional dimensions to create semi-functional
secret key sk;f — [sksSdee, (skif'm")ke;py, (skif'del)keDy] by using B* as:

Decryption Key :
Sksf dec __ Skdec + Z Tdec er_Z ’
i€[n]

Randomization Keys :

sf.ran _ ran ran *
Skk k + Z T : n+i

i€[n]

Delegation Key :
ksfdel _ kdel+ Z del b;H—z )

1€[n]

dec ,.ran ,.del n
where 7{¢ 7’,“,”<—Z

Then, for the i-th secret key query on vector y, the first j — 1 sub-keys are generated
semi-functional as before. The remaining n — j sub-keys are normal, so without the semi-
functional part. For the j-th sub-key of the i-th key, B does the following: Depending
on the type of the j-th sub-key (decryption, randomization, delegation), B applies the
necessary translation to the vector y to obtain the vector ¢. Then it encodes ¥ as:

skj= Y G- hpi+ b -
i€[n]

The remaining ¢ — ¢ secret key queries are answered by generating normal secret keys
using msk.
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Challenge : A sends B the tuple (m(®, ), (m™ xM)). B chooses n < {0,1} and en-
crypts (m( (M) as follows: B chooses random o, s + Zy;, (s; ZN )ic|q) and pads
2™ to the maximum length d with random vectors following the hierarchy p. Then B
applies a random translation to (") so that

2 =@ . &)
= (s1 -azgn), e, 84" :1:57))
B computes
C, = Z a“cﬁ") e+ a-boyy1+5-bopgs
i€[n] ,
= (5317- . .,id,t,Oé,O,S)B
and

Gy = 00 )|

where &; =6 - s; - wgn), t=(t1,...,t,) with (t;, = p- (ﬁ:(”), ui>)ie[n].

Now, if 5 = 0 then the j-th sub-key can be written as

Skj = (@1, o3 Yg,0p, 1,7, 0)153* ,
where y;, = w -y, and 7 = (g, ). Thus sk; is a normal sub-key and the joint distribution of the
challenge ciphertext and sk is as in Game; j_1. Instead if 5 = 1 then the j-th sub-key can be
written

Sk] - (y]_? .. 7?_Jd7 r, 1)T7 O)B* )

where y; = w - g;, 7 = (r1,...,7) With (r; = 7 - (Y, 2i))icin)» 7 = (Y,7y). Since (g, &) # 0,
by the constraints of the security game and from Lemma , the coefficients (t;, ri)ie[n] are
pairwise-independently and uniformly distributed under the condition that (¢, ) # 0 . Thus the
joint distribution of the challenge ciphertext and sk; is as in Game; j expect with probability
1/N that is the probability of the event (¢,7) = 0. |

Lemma 4.4.12 For any algorithm A, Gameg 41 = Gamergipal.

Proof: We show that the view of .4 in Gameg , 11 is identical to the view of A in Gameginal.
Given the dual orthonormal bases (B, B*), used in Gameq 41, of V, we will construct new
dual orthonormal bases D, D* of V such that:

1. (D,D*) is distributed like (B, B*),

2. (D,D*) is consistent with the public key seen by B in both games Gameq 41 and
Gamepipal, and

3. the secret keys and the challenge ciphertext in Gamegj,a) can be written in those bases.

Thus, given
B = (bi,...,bn,bpt1,...,b2n,b2,41, b2 42, ban3)
and
IB* _ R * * R R * *
- ( 1o ¥y ¥n41y > Y200 Y2n+1> ¥Y2n+2» 2n+3) ’



44 CHAPTER 4. WILDCARDED IDENTITY-BASED ENCRYPTION

we define new dual orthonormal bases D, D* of V as follow: First choose U = (u; < Z})icn)
and v = (v; = ZN);e[n) then define

D — (b17 ey bna dn+17 ey d2na b2n+1; b2n+27 b2n+3) )
and

D*:( ,1(7 ;7 n+1s gnv §n+17 ;n+2a ;n—l—?))?
Where*(df = bf:r D jen] Wi * bnﬂzz'e[n] and (dnti = bnti — e Wi - bj — Vi ban1)igpn)
and dy, 1 = b5, + Zje[n} vi - by
It is easy to see that (D, D*) are dual orthonormal because the transformation applied preserve
this property, distributed like (B, B*) and consistent with public key in both games (notice that
bn+1, ..., by, are secret to the adversary). Now in Gameg 1 each sub-key on vector y can be
written as the encoding of a randomly translated vector ¢ (the translation depends on the sub-key
type) in base B*. This sub-key can be rewritten in base ID*, affecting only the semi-functional
part, as follows:

Sk;‘ = (@1, . ,’i/d,’l", 177‘7 O)B*

= Zﬁi'b;”‘ ZTi'bZ+i+b§n+1+T‘b§n+2
i€[n] i€[n)

:Zyz d?—zui,j'b;ﬂ +Zri'b2+i+ d§n+1—zvi'b2+g’ 7 b3,
i€[n]

jeln) i€l i€l

= Z yz d* + Z Tz - y27 U'z vi) : b:wri + d§n+1 +r- b§n+2
i€[n]
= (@17" . 7@d7r 717T O)ID)*
where ' = (r],...,r},) with r, = r; — (9;, ;) — v;. Notice that 7’ is uniformly distributed.

Moreover in Gameg 41 the challenge ciphertext on vector * = x( can be written as the
encoding of a randomly translated vector & in base B. This challenge ciphertext can be rewritten
in base D as follows:

Ol = (5317- ..,id,t,O&,O,t)B

—Z% b; —I—Zt buii+a-bopp +1-bopy3

i€[n] 1€[n]

—Z:E, b; +Zt n+i+zui7j‘bj+vi'b2n+l + o bany1 +1-banys,

i€[n] i€[n] j€[n]

= (& + (twi) bi+ > ti-buyi+ (a- (Eu) bopsr + - banys
i€[n] i€[n]

- (j:l?"')i'lbt?a 707t)]D)

affecting only & and « and where T; = &; + (t,u;) and @’ = « - (t, u). Notice that & and '
are independently and uniformly distributed as requested in Gamegjna). Thus, the view of A
in Gameg 1 and Gamegipa) is the same. |

Wrapping up. We have proved by the previous lemmata that the real security game is indis-
tinguishable from Gamepjy, a1, where 7 is information-theoretically hidden from the attacker.
Thus under assumptions OT.1 and OT.2, Theorem {.4.5|holds.



Chapter 5

Lattice-based Hierarchical Inner
Product Encryption

In this chapter we consider the problem of constructing hierarchical inner-product encryption
scheme based on lattices assumptions. To achieve this goal, we extend the lattice-based IPE
scheme by Agrawal et al. [[AFV11] to the hierarchical setting by employing basis delegation
technics by Peikert er al. [CHKP10] and by Agrawal er al. [ABB10]. As the underlying IPE
scheme, our new scheme is shown to be selective weakly attribute-hiding secure based on the
difficulty of the learning with errors problem in the standard model, as long as the total number
of levels in the hierarchy is a constant.

5.1 Definitions

In this section, we introduce the hierarchical inner-product encryption primitive and its security.
In doing so, we adopt the same notation and definition style used in [AEV11].

5.1.1 Hierarchical inner-product encryption

Definition 5.1.1 An hierarchical inner-product encryption for hierarchical format g (Definition
2.1.2)) is defined by the following tuple of algorithms HIPE = (Setup, Derive, Enc, Dec) with
the following syntax:

Setup(1*, pt) Takes as input security parameter \ and hierarchical format y and outputs public
parameters mpk and master secret key msk.

Derive(mpk, sk, v;) Takes as input the master public key mpk, the secret key for the vector

v=(v1,...,041) € E‘t_l, and a vector v; € X, and outputs a secret key sk, for the
vector v/ = (v1,...,v¢_1,v). If v is the empty vector then sk,, is the master secret key
msk.

Enc(mpk, m,w = (w1, ..., w;) € %) Takes as input public parameters m in some associated
message space, public parameters mpk and an attribute vector w and outputs a ciphertext
Ct.

Dec(mpk, Ct, skq,) Takes as input public parameters mpk, ciphertext Ct and secret key sk,
and outputs the message m.

45
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Correctness. We make the following consistency requirement. Suppose ciphertext Ct is ob-
tained by running Enc on input mpk, message m and attribute vector w and that sk,, is a secret
key for attribute vector v obtained through a sequence of Derive calls using the same mpk.
Then Dec, on input mpk, Ct and sk, returns m, except with negligible probability, if and only
if fu(w) = 1.

5.1.2 Security Definition

The notion we achieve is the selective weakly attribute-hiding indistinguishability under-chosen
message attack (WAH-sIND-CPA, for short) and can be formalized by means of the following
game between an adversary .4 and a challenger C. Game wAH-sIN D—CPAE"PE(IA), where A is
the security parameter, is defined as follows.

Init: A is given hierarchical format p of depth d and outputs challenge vectors wg, w1 € ¥jp,.
Setup: C generates master public key and secret key by invoking the setup algorithm on input
the security parameter A given in unary. Specifically, (mpk, msk) < Setup(1*). Then, C

starts the interaction with A on input mpk.

Query Phase 1: A is given oracle access to Derive(mpk, msk, -). Then, A can delegate secret
keys directly by invoking the Derive algorithm.

Challenge: A gives a pair of message (mg, m;) to C. Then C chooses random 1 <+ {0, 1},
encrypts m,, under w, and sends the resulting ciphertext to .A.

Query Phase 2: It is the same as Query Phase 1.
Guess: Eventually, A submits its guess 7.

Winning Condition: A wins the game if the following conditions are satisfied:

l.n=1.
2. for any vector v for which the relative secret key has been obtained through deriva-
tion from one of the revealed secret key, it holds that f,(wg) = fu(21) = 0.

The advantage of A in the above game is defined as

AavHIPEA o (\) = Prob[wAH-sIND-CPARPE(1) = 1] — 1/2..

Definition 5.1.2 An hierarchical inner-product encryption scheme HIPE is wAH-sIND-CPA-
secure if any polynomial-time adversaries making at most a polynomial number of queries to
the key derivation oracle only has a negligible advantage in the wAH-sIND-CPA game described

above, meaning that Adv“H,fHE_ ’S“I“ND_CPA()\) is negligible function of \.

5.2 An HIPE Construction

We start by giving some intuitions on how we have extended the scheme by Agrawal et al.
[AFV11] to the hierarchical setting.
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Public Parameters. For hierarchical format p = (¢, d; 11, . . ., jtq), the public parameters will
contain random matrices (A, {A; j}) in Zy*". The master secret key is a trapdoor T'4 for A.
To generate a secret key for vector v = (v, ..., v;) at depth t < d we use the matrix:

k k
F,=|A| Z Zvlm.Am||...|y Z va-Am ez tHm - (5.1)

J€[m1]v=0 JE€[ue] v=0

where each v; ; is r-decomposed for a certain fixed r and k& = [log,. ¢].

Secret Keys. Then the secret key for v is a short basis for the lattice Aql (Fy). By using the
short basis for AqL (Fy), it is possible to generate a random short basis for AqL (Fy|jv,..)- This
provides the delegation mechanism.

Simulation. For challenge vector w* = (w7, ..., w}), the simulator chooses the matrices A
and B uniformly at random in Z; ™ and construct the matrices A; j , as follows:

R R
Aijy=AR;jy—T1 wi,jB

where R; ;, € {—1,1}™>*™. Since the matrices A, {R; ;-} are uniform and independent in
Zy*™, we have that the A; ;,’s are uniform in Z;*™ as in the real system. Moreover the
simulator has a trapdoor T'p for Aj(B) but no trapdoor for AqL(A). To generate a secret key
for vector v = (v1, ..., v;), the simulator must produce a short basis for AqL(FU) where

Fy = (A|AR; — (v1,w)B]| ... ||AR; — (v, w})B)

Then let i
R= 3 S Ry €2
J€[pi] v=0
R= EH .. HE] S Z;”Xt'm
By = [~ (vi,w)B|...| = (vs,w;)B] € Zy*'™
Thus F3, can be written as:
F, = (A|[AR+ B,) e zmt+hm, (5.2)

When v is not a prefix of w meaning that there exists an index 7 such that (v;, w}) # 0,
the simulator can then extend T'g to a short basis for the entire lattice Aj (By). The simulator
can now generate short vectors in Aé (Fy) using algorithm SampleRight, which is sufficient for
constructing a short basis for Aql(Fv), as required. When v is a prefix of w, meaning that for
eachi=1,...,t¢, (v;,w]) = 0, then the matrix F3, no longer depends on B and the simulator’s
trapdoor disappears. Consequently, the simulator can generate secret keys for all vectors other
than prefixes of w*. As we will see, for w* the simulator can produce a challenge ciphertext
that helps it solve the given LWE challenge.

5.2.1 Sampling a random basis

To realize the above delegation mechanism and for the simulation we will need the following
algorithms. Following, almost verbatim, [ABB10,(CHKP10], let A be an m-dimensional lattice
and let O(A, o) be an algorithm that generates independent samples from a distribution statisti-
cally close to Dy . The following algorithm called SampleBasis® (A, o) uses O to generate a
basis T of A in the following way:
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1. For i = 1,...,m, generate v <— O(A, o), if v is independent of {v1,...,v;_1}, set
v; < v, if not, repeat.

2. Convert the set of independent vectors vy, ..., vy, to a basis 7" using Lemma (and
using some canonical basis of A) and output 7.

The following theorem summarizes properties of this algorithm.

Lemma 5.2.1 For ¢ > bl(A)w(y/Iog m) algorithm SampleBasis® (A, o) satisfies the following
properties:

1. Step 1 requires at most O(m logm) w.h.p and 2m samples in expectation.
2. With overwhelming probability |T|| < ||T|| < ov/m.

3. Up to a statistical distance, the distribution of T does not depend on the implementa-
tion of @. That is, the random variable SampleBasis” (A, o) is statistically close to
SampIeBasisO/(A, o) for any algorithm (O’ that samples from a distribution statistically
close t0 Dp 4.

By using the above SampleBasis algorithm, we define the following two algorithms. The
SampleBasisLeft algorithm will be used in the real scheme, instead the SampleBasisRight will
be used in our proof of security. Specifically:

Algorithm SampleBasisLeft. Given the lattice A;-(Fv) where F, is defined as in Equation
forv = (v1,...,v), write F,, = (A|M) for some matrices A and M.

Then given a short basis T" 4 for Aé (A) we can implement algorithm O(F,, o) as
O(Fy,0) := SampleLeft(A, M, T 4,0,0) .

When o > || T 4||-w(+/log((t + 1)m)), Theoremshows that the resulting vector is
distributed statistically close to D AL (Fy)0 8 required for SampleBasis. Using the above
algorithm in algorithm SampleBasis leads to an algorithm to sample a random basis of
AqL(Fv) given a short basis of A. We refer to this algorithm as SampleBasisLeft and
summarize its properties in the following corollary.

Corollary 5.2.2 Algorithm SampleBasisLeft(A, M, T 4, 0) outputs a basis of Aql (Fy)
satisfying the three properties in Lemma provided that A isrank n and o > ||T 4| -

w ( log((t + 1)m))

Algorithm SampleBasisRight. In the simulation, the matrix F), is defined as in Equation
In this case, given a short basis T'g for AqL(B ) we can implement algorithm O(F,, o) as
follows:

1. Using Theorem , extend basis T'g for AqL (B) to abasis T'g,, for AqL (By) such
ITs,| = ITsl.

2. Then run SampleRight(A, B, R, Tg,,0,0) and output the result. When B,, is
rank n and v is not a prefix of w* the matrix B,, is rank n as required for SampleRight.
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Let si := || R|| be the norm of the matrix R. Then, when o > IT B sgw(y/1og((t +1)m)),
Theorem shows that the resulting vector is distributed statistically close to D AL(Fo),o

as required for SampleBasis. Using the above algorithm in algorithm SampleBasis leads

to an algorithm to sample a random basis of Aj(Fv) for F, defined in |i given a short
basis of B. We refer to this algorithm as SampleBasisRight and summarize its properties

in the following corollary.

Corollary 5.2.3 Algorithm SampleBasisRight(A, B,,, R, T'g, o) outputs a basis of DAqL(Fv)p.
satisfying the three properties in Lemma provided that B is rank n, that v is not a

prefix of w* and o > || T'g|| - s - w(y/log((t + 1)m)).

5.2.2 Our Construction

Let n > 0 be the security parameter and u = (¢, d; ui1,. .., pg) the hierarchical format. Let
q = q(n,p) and m = m(n, pu) be positive integers. Let » = r(n, u) > 2 be and integer and
define k = k(n,p) := |log, q|. Our hierarchical inner-product encryption for hierarchical

format p consists of the following algorithms.

Setup(1™, i): On input a security parameter n, and an hierarchical format of depth d p =
(¢,d; 1, ..., pq), the algorithm generates public and secret parameters as follows: Use
algorithm TrapGen(g,n, m) to select a uniformly random n x m-matrix A € Zy*"™ with

abasis T4 € Z™ ™ for AJ(A) such that ITAll < O(v/nlogq). Fori € [d, j € [
and v = 0,..., k, choose uniformly random matrices A; ;- € Zy*"™. Select a uniformly
random vector u € Zy. Output

mpk = (A7 {ALL’Y}v u) )

and
msk =T 4 .

Derive(mpk, sk+,v:): On input the master public key mpk, the secret key for the vector v =
(v1,...,v¢1), and the vector v, the algorithm generates a secret key for the vector
v’ = (v1,...,v;) as follows: Construct short basis for AqL(Fv/) by invoking

S <« SampleBasisLeft | Fy,, Z vaﬂ At iy, Sk, o0 |
J€lwi] vek

where
k
Fy = |Foll D0 vijy- Avjs|
J€[pmi] =0

and sk, is a short basis for Aql (Fy). Then, output sk, = S.

By Corollary , when oy > |[sky| - w(y/1og((t + 1)m)) then ||sky|| < [|sky || <
or -/ (t+ 1)m.

Notice that, for the special case of the first level secret keys when v is the empty vector e,
we define F, := A and sk, = msk.
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Enc(mpk, w, m): On input the master public key mpk, the vector w = (w1, ..., w;), and the
message m € {0, 1}, the algorithm generates a ciphertext Ct as follows: The algorithm
chooses a uniformly random matrix B < Zg*"™ and s < Zj, a noise vector T < \I'ZLt

and a noise term x < WU,,. Then, the algorithm computes
_ AT m
co=A stz el .

Fori € [t], j € [u] and v = 0,. .., k, the algorithm chooses a random matrix R; ;. €
{—1,1}"*™ and computes

Cij~y = (141‘7j7,y + T’ywm‘B)TS + szﬁw € ng .
Finally, the algorithm computes
a=u's+r+m-|q/2] €7y,

and outputs Ct = (co, {¢;i j~},c1).

Dec(mpk, sk, C'): On input the master public key mpk, the secret key for the vector v =
(v1,...,v:), and a ciphertext Ct = (co, {ci j~},c1), the algorithm does the following:
For i € [t], define the r-ary expansion of the vector v;, then the algoirthm computes

k
C'U'L = z : z :Ui:jﬁ ' Ci7j77 N

J€wi] v=0

Let ¢ = [co||Co, || - - - ||cw, ], then the algorithm sets 7 := oy \/(t + 1)m-w(1/(t + 1)m)
and 7y > [|sky|| - w(y/(t + 1)m), and computes

ey, = SamplePre(Fy, sky, w, 7t) .
Finally, the algorithm computes
z=c—e, -c,

and interpreters z as in integer in (—¢/2, ¢/2]. Then the algorithm outputs 0 if |z| < ¢/4
and 1 otherwise.

With the following lemma, we show the correctness of our scheme.

Lemma 5.2.4 For hierarchical format p = (¢, d; p11, . . ., pq) of depth d, suppose the parameters
g and o, for each t € [d], are such that

-m-ww@))_l,

q/logq = at-u-L-mg/Q and oy < (t-logq-o¢- -
logr log r

where 1 = max;c(q j1;. Moreover, for vectors v = (v1,...,v¢) and w = (w1, ..., wy), let
sk, be the basis of the lattice F), obtained through a sequence of calls to the Derive algorithm,
let Ct < Enc(mpk,w, m) and m’ < Dec(mpk, sk, C).

Then, if f, (w) = 1, namely (v;, w;) = 0 (mod ¢) foreach i € [t], then with overwhelming
probability we have m’ = m.
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Proof: Just for notational convenience, let
- k - k
AZ = Z Z UZ"-j?’YAivij/ and RZ = Z Z UZ"‘j”yRZjv'}/m :
J€ =0 jelu) =0
Then, for each i € [t], the decryption algorithm computes:

k
Cy; = E E Vijyy - Cigry

jE€lpl =0

k
=D vijn- {(Az‘,m +17w;;B) s+ R @
J€Elu] 7=0

k
T —
=A;, s+ E E T‘V’Ui,j,,ywiﬂ‘ B's + R;.
JE[u) =0

(vs,ws)
If (v;, w;) = 0 then we have:
—~T —
cv, =A; s+ R; (modgq).
Thus, if for each i € [¢], (v;, w;) = 0 then ¢ can be written as:
¢ =[eollev |- - llew,]
— 1T — T
- [A”Alu .. HAt} s + [m”Rln . ||Rt] (mod q)
. — AT
=F, s+ [:cHRlHHRt] (mod q) .

At this point, the short vector e, = SampleLeft(F, sk, u, 7¢) is computed by the decryption
algorithm such that by Theorem [3.3.10} F, - e, = u (mod q). It follows that

— 1T
e;c=u's+e; {az||R1|| o ||Rt} (mod q) .
Finally, the decryption algorithm computes:

z=c1—elc (modq)

~(wTs+atm-lg/2)) —us e 2| Ral... | B] " (modq)

—m g2+ (x — el [al-. HE]T> (mod q)

TV
noise term

Thus, to have a successful decryption, it suffices to set the parameters so that with overwhelming
probability,

T —~ T
z—el [acHR1||...||Rt] <

B
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Let us write e, = [€y 0l|€v,1]| ... ||€v:] With e, ; € Z™ fori = 0,...,t. Then the noise term
can be rewritten as
+

k
x— ev,0+§ E E:UimRamev,i x.

i€[t] jelu] v=0

By Lemma 3.3.1} we have ||e,|| < 7;1/(t + 1)m with overwhelming probability. Moreover by

Lemma L we have || R, - €yl < 12¢/2m - ||e, ;|| with overwhelming probability, and
since v; j € [0,r — 1] it follows that

e,,,o+Z:ZZv”7 ijin€uil| =0t -p-k-r-op-m).

i€ft] j€u] v=0

Finally, by Lemma [3.3.16] the error term has absolute value at most:

<qat'w(\/@)+\/ﬁ/2)~O(t-,u-k:-7"at-m) .

5.3 Proofs of Security
In this section we prove the following theorem.

Theorem 5.3.1 If the decision-LWE, ,, , problem is infeasible (Definition [3.3.12)), then our
HIPE scheme is wAH-sIND-CPA-secure.

Following [ABB10,|AFV11]], we define additional algorithms. These will not be used in the real
scheme, but we need them in our proofs.

Sim.Setup(1”, p, w*): The main difference with the normal setup algorithm is that now the
simulator does not generate any more a trapdoor for the matrix A. Instead, a trapdoor for
a matrix B, that will be embedded into the A; ; , matrices, is generated. Furthermore, the
simulator embeds the challenge vector w™ in the public parameters in such a way it is still
possible to generate a ciphertext for w* but no secret key can be generate for vectors v
such that f, (w*) = 1.

Specifically, the algorithm chooses random A, RZ ;i and w, it uses Tra pGen to generate
B* and defines

Specifically, on input a security parameter n, an hierarchical format u = (¢,d; g, ...,
pa) of depth d , and a challenge vector w* = (w7,...,w}), the algorithm generates
public and secret parameters as follows: Choose random matrix A € Zg*™. For i € [d],
j € [mi] and v = 0,..., k, choose uniformly random matrices R}, € Zg*™. Select a

uniformly random vector u € Zg. Use algorithm TrapGen(g,n, m) to select a uniformly
random n x m-matrix B* € Z*™ with a basis T~ € Z™*™ for A (B*) such that

|T g || < O(v/nlogq). Fori € [d], j € [ andy =0, ...k, set

A, =AR' . — ’I“’y’wsz* )

N (R

Output mpk = (A,{A;;,},u)and msk = ({R}, .}, B*,Tp~).
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Sim.Derive(mpk, sk.,v:): Secret keys are now created by using the trapdoor T g+, sampled
by Sim.Setup, and the SampleBasisRight algorithm.

Specifically, on input the master public key mpk, the secret key for the vector v =

(v1,...,v¢-1), and the vector vy, the algorithm generates a secret key for the vector
v’ = (v1,...,v;) by constructing a short basis for AqL(er), as defined by Equation
by invoking

S« SampIeBasisRight(A,B;,,ﬁ, Tpg+, o).
Output sk,» = S.

Notice that if the simulator tries to generate a secret key for a vector v such that f,(w*) =
1 then the simulator’s trapdoor disappears meaning that the simulator cannot generate such
a secret key.

Sim.Enc(mpk, w, m): The algorithm differs from Enc in the sense that it uses matrices RZ iy
and B”* instead of matrices R; ; , and B.

Specifically, on input master public key mpk, vector w = (w1, ..., w;), and message
m € {0, 1}, the algorithm generates a ciphertext Ct as follows: The algorithm chooses a
uniformly random vector s <— Z7, a noise vector & <« @Zt and a noise term z < W,,.
Then, the algorithm computes

cO:ATs+w€ZZ”,

and, fori € [t], j € [ui] and vy = 0,...,k,

T

*\ T *
Cijry = (Aijoy +17wi;BY) s+ RY; ;@ € L'

Finally, the algorithm computes
a=u's+rt+m-|q/2] €Zy,
and outputs Ct = (co, {¢;i j~},c1).

We now turn on the proof of security that follows the same line of that of Agrawal et
al. [|AFV11] adapted to new hierarchical setting.

Specifically, for a probabilistic polynomial-time adversary A, our proof of security will con-
sist of the following sequence of 6 games between A and C showing that the encryption of the
pair (wg, mp) is computationally indistinguishable from the encryption of the pair (w;, m;).

The six games are defined as follows:

Gamey: C runs the Setup algorithm, answers A’s secret key queries using the Derive algo-
rithm, and generates the challenge ciphertext for vector wg and message mg by using the
Enc algorithm.

Game;y: In this game C uses the simulation algorithms. Specifically, C runs the Sim.Setup
algorithm with w* = wy, answers A’s secret key queries using the Sim.Derive algo-
rithm, and generates the challenge ciphertext for vector wy and message mg by using the
Sim.Enc algorithm .

Games: It is the same as the Game; except that the challenge ciphertext is randomly chosen
from the ciphertext space.

Gameg: It is the same as the Games except that C runs the Sim.Setup algorithm with w* =
wi.
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Gamey: It is the same as the Games except that C generates the challenge ciphertext for
vector w; and message m; by using the Sim.Enc algorithm

Games: C runs the Setup algorithm, answers A’s secret key queries using the Derive algo-
rithm, and generates the challenge ciphertext for vector w; and message m; by using the
Enc algorithm.

We give now formal proofs of the above statements.

Lemma 5.3.2 The view of the adversary A in Gamey (resp. Gamey) is statistically close to
the view of A in Game; (resp. Games).

Proof: We will show that Gamey is statically close to Game;. The same proof also applies to
Gamey and Games.

Setup: In Gamep, matrix A is generated by TrapGen and, for each i € [d], j € [i;] and
v=0,...,k, matrix A, ;- is uniformly random in Z’q”m.

Instead, in Game; A is chosen uniformly at random and, for each i € [d], j € [u]
and vy = 0,...,k, we have A;;, = AR;L7 — rVijB*, where B™* is generated by
TrapGen and the matrices R} ; ., are uniformly and independently chosen at random in
{_1’ 1}m><m

Moreover, in both the games the vector w is chosen at random in Z;. Notice that, by Theo-
rem 3.3.8] since m > 6n log ¢, the matrixes A and B* output by TrapGen are statistically
indistinguishable from a uniformly random matrix.

Secret keys: Assuming, for each level ¢ € [d], a sufficiently large o, then in Gamey, the
secret key for vector v, sk, is a basis of AqL (Fy), sampled by using the SampleBasisLeft
algorithm, satisfying the properties in Lemma [5.2.1] The same happens in Game; by
using SampleBasisRight algorithm this time. Moreover, Lemma guarantees the
independence from the derivation path. Thus, the secret keys have the same distribution
in both games.

Challenge: In Gamey, the challenge ciphertext components c; ; 4 are computed as follow:
L . ok «\ T * T m
Cijy = (Aijoy + 17w ;B*) s+ R, ® €Ly,

where B* is uniformly random in Zj*" and the matrices R,

pendently chosen at random in {—1, 1}™*"™,

are uniformly and inde-

On the other side, in Gameq, we have:

T T
o * _oy.,x Dk vk ok *
Cijy = (ARi,j,'y rYw;;B* 4+ rw} ;B ) s+R;, =

=R (ATs—F:c)

4,J,Y

where, this time, the matrices Rz j~ are the same used to construct the public parameters.

Let us now analyze the join distribution of the public parameters and the challenge ciphertext in
Gameg and Game;. We will show that the distributions of (A, {A;;~},{ci;~}) in Gameg
and in Game; are statistical indistinguishable.
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First notice that by [ABB10, Lemma 13] we have that the following two distributions are statis-
tically indistinguishable for every fixed matrix B*, every w* and every vector & € Ly

(4, A5, R o) ~ (A AR, — 1wl BY R )

1,3,Y ’L]’Y

Since each R} ; i~ 1s chosen independently for every i, j and ~, then the joint distribution of them

are statistically close:
<A’ {Aivm}’{R*lTﬂ }) ~s <A {ARZJ’Y r”’ijB*} {R*TJ'Y })

Since (AR;; ., — rw; jB*) s is statistically close to A, j~8» it is possible to add each term to
one side of the equation:

(A 14i50} {AL s+ B2 )) ~,
(4 (AR, s, By (AR, 0t BY) s+ R a})

4,3,Y

-
Finally, we add (rvw* B*) s to both sides:

<A7{Ai7jﬂ}’{( ijry W7 B*) 3+R*Ly }) R

-
(A {AR};, —rwj;B"}, {(ARZ*J 7) s+ R })

To conclude, observe that the distribution on the left hand side is that of the public parameters

and the challenge ciphertext in Gameg, while that on the right hand side is the distribution in

Game;j. |

Lemma 5.3.3 The view of the adversary .4 in Game; (resp. Games) is computationally
indistinguishable to the view of A in Games (resp. Game,) under the decision-LWE problem.

Proof: We will show that Game; is computationally indistinguishable from Games by giv-
ing a reduction from the decision-LWE problem. The same proof applies also to Gameg and
Gamey.

Suppose A can distinguish between Game; and Games with non-negligible advantage. Then,
it is possible to use A to build an algorithm 5 to solve the decision-LWE problem.

Init: B is given m + 1 LWE challenge pairs (a;, y;) € Z; x Zq, where either y; = (a;, 5) +;
for a random s € Z; and a noise term x; <— W, or y; is uniformly random in Z,.

Setup: The public parameters are constructed using the vectors of the pairs (a;,y;). The i-th
column of matrix A will be the vector a;,1 < ¢ < m and vector u will be ag. The
matrices A; ;. are still computed as in Sim.Setup on input w* = wy, i.e.,

. * Yok %
Aijy=AR;; , —rTw;,B".

Secret keys: All private-key extraction queries are answered using Sim.Derive.
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Challenge: The ciphertext Ct = (co, {¢; j},c1) is constructed using the LWE challenge pairs
(aj,y;), as follows:

cO:(ylv'-'vym)7

_ p*T
ci7j7’y - Rl,j,’yco ’

and
c1=yo+m-|q/2].

Then, If y; = (a;, s) + xj, we have that

co= (Y1,---Ym)
:(<a1,3>—|—x1,...,<am,s>—|—xm):ATs+cc

_ * T
cimjv'y - Rl,],’yco

o * T T

=Rj; (A s+x)
T T

= (AR;;,) s+ R} @ ;

= (AR}, , —rw;;B* + Wwi*ij*)Ts + Rﬂvx
= (Aijn +17w;B) s + R}
and
c1 = yo +m|g/2]
—u's+z+m-|q/2] '
Therefore the challenge ciphertext is distributed exactly as in Gamey.

Instead, if y; is uniformly random in Z, then the challenge ciphertext is

T
(CO,F Co, 01) N

T, .
where R™ ' is the concatenation of all the R},

[Sho08| Theorem 8.38], AR and R’ cg are independent uniformly random samples.

matrices, and by the leftover hash lemma

Therefore, the ciphertext is uniformly random, as the ciphertext generated by Games.

At the end A must guess if it is interacting with Game; or Games . Notice that, the answer
to this guess is also the answer to the LWE challenge. We showed that if y; is uniformly random
in Z4, than A’s view is the same as in Games and if y; = (a;, s) + z;, than A’s view is the
same as in Gamej. Therefore, the I3’s advantage in solving LWE is the same as .A’s advantage
in distinguish the views of Game; and Games. |

Them, it remains to show that Game; is indistinguishability from Games.

Lemma 5.3.4 The view of the adversary A in Gamex is statistically indistinguishability to the
view of A in Gameg

Proof: We will show that Game;, is statically close to Games. The main difference between
the two games is in the way the Sim.Setup algorithm is invoked. Specifically, in Games,
Sim.Setup is invoked on input w* = wq. In Gameg, w* = w is used instead.
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Notice that, all public parameters are randomly generated in both games, except for the ma-
trices A; ;. Therefore, the indistinguishability of Games and Games only depends on the
indistinguishability of the A; ; , matrices that in both games they are generated as
Ai,j,'y — AR;:]?’Y - T’szjB* .

By Lemma [3.3.4, (A, AR") is statistically indistinguishable from (A, A’) where R" is the
concatenation of all the RZ*,J-W matrices. Moreover, for any fixed X and uniformly random C,
the variable C' — X is also uniformly random. Therefore the distributions of A; ;. in both
games are statistically indistinguishable. 1

Wrapping up. We have proved by the previous lemmata that our hierarchical inner-product
encryption is weak attribute hiding-selective attribute secure assuming decision-LWE, ,, , prob-
lem is infeasible. To finalize we extract the parameters required for correctness and security of
the system. Specifically:

e We need to ensure that for each ¢ € [d], correctness holds. Specifically, Lemma
requires

,
1 = Qo - 11 - .m3/2
q/logq = Qo - p ogr ™ )
and .
atg(t-logq-at~u~l -m - w(y/logm))~t .
ogr

e By Theorem algorithm TrapGen requires

g>2andm > 6nlgq.

e By Corollary [5.2.2] to have algorithm SampleBasisLeft working correctly in the Derive
algorithm, we need for each ¢ € [d],

a1 > |[sko| - w(y/log((t + 1)m)) .

Thus, we have
or > org - w((logm)t/?) .

e By Corollary[5.2.3] to have algorithm SampleBasisRight working correctly in the Sim.Derive
algorithm, we need for each ¢ € [d],

01> | Tl - s w(/log((t+ 1)m)).

Thus, by Theorem [3.3.8] -
1Tl <ora

and, by Lemma[3.3.2]
sg=IIR| =0t p-(log,qg+1) -/ (t+1)m)
due the particular structure of R, where p1 = max;e(q #i- Thus,
or > O(y/nlogq) - O(u- (log, g + 1) - v/(t+ Lym) -w(y/(t + Lym) .
o Finally, Regev’s reduction must apply. Thus
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Chapter 6

Adaptive Simulation-Based Secure
Constructions for Functional
Encryption

In this chapter we consider the problem of designing simulation-based secure functional encryp-
tion schemes.

Specifically, we give a general transformation that takes a game-based secure functional en-
cryption scheme for all polynomial-size circuits and constructs a functional encryption scheme
for the same functionality that is simulation-based secure against adaptive adversaries that can
ask for a bounded number of tokens and can see one ciphertext. Our transformation is both black-
box and for the standard model and is inspired by the work of Feige, Lapidot and Shamir [FLS90].
We remark that by the recent impossibility results of [AGVW12], the restriction to bounded
number of tokens is necessary.

We then investigate functional encryption schemes for Hidden-Vector Encryption [BWO7/|]
which is readily seen to be a generalization of (Anonymous) Identity-Based Encryption. There-
fore the impossibility result for IBE of [BSW11]] applies also to HVE. The current state of the
art [BSW11l IO’N10, IAGVW12] tells us that in general for functional encryption the game-
based and simulation-based definitions of security are not equivalent. Despite this, the work
of O’Neill [O’N10] provides us with an avenue for constructing simulation-based secure func-
tional encryption schemes from game-based secure ones for non-adaptive adversaries (these are
adversaries that cannot ask token queries after having seen the ciphertext). Specifically, for a
pre-image sampleable functionality (see later for a definition) any game-based secure functional
encryption scheme is also non-adaptive simulation-based secure. We show that if HVE is pre-
image sampleable then it is possible to decide NP in probabilistic polynomial time. Therefore it
is unlikely that pre-image samplability can be used to construct simulation-based secure HVE.

Motivated by this result, we then show how to construct a HVE scheme whose simulation-
based security can be proved under standard assumptions in the bilinear pairing setting in the
standard model. Our construction is shown secure against adaptive adversaries obtaining one
ciphertext and asking an unbounded number of tokens. Again, this is the best one can hope
for in the standard model, given the impossibility results of [BSW11,|BO12] for IBE. The only
previous simulation-based construction for IBE secure against adaptive adversary was given in
[BSW11]] and is in the programmable random oracle model and imposes no bound on the number
of tokens and ciphertexts obtained by the adversary.

We remark that a functional encryption scheme for HVE can be derived from the general
result of [GVW12]]. However, our construction allows the adversary to obtain an unbounded

59
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number of tokens (whereas the construction of [GVW12] imposes an upper bound on the num-
ber of tokens that can be seen by an adversary) and is more efficient (this is due to the fact that
our construction is tailored for HVE whereas the one of [GVW12] is for a general class). Fi-
nally, we remark that the impossibility result of Agrawal ef al. [AGVW12]] does not apply to
HVE. Indeed, the impossibility results uses the fact that polynomial size circuits can compute
incompressible functionalities (i.e., weak pseudo-random functions). It is easy to see that HVE
is not incompressible.

6.1 A General Transformation

In this section we show how to transform any game-based secure functional encryption scheme
for the Circuit functionality (see Definition into one for the same functionality that is
simulation-based secure against adaptive adversaries that can ask a bounded number of tokens
and can see one ciphertext. The transformation has some similarities with the FLS paradigm
introduced by Feige, Lapidot and Shamir [FLS90] to obtain zero-knowledge proof systems from
witness indistinguishable proof systems.

Notice, that by the impossibility result of [AGYVW12], in the full model, there exists no
functional encryption scheme for the functionality of all circuits that is simulation-based se-
cure against adversaries that ask an unbounded number of tokens (even if the adversary is non-
adaptive).

Let us start by showing how to transform a given n-input Boolean circuit C' in a new ran-
domized circuit over n- (¢+ 1) Boolean inputs C" such that C" evaluates the same function of C'
and provides additional slots in the message that will be used in a critical way by our simulator.
Later we will set ¢ as the bound on the number of tokens the adversary can ask for, and r as a
random n-bit Boolean string.

Definition 6.1.1 [The transformed circuit C"] Fix the security parameter A and let n = poly ().
For any string » € {0, 1}" and any n-bit input circuit C, we define (n - (¢ + 1))-input Boolean
circuit C™ as follows:

1, if m; = r for some i € [q];
C"(m,mq,...,mqg) =<0, if m =1 and m; # r,forall i € [q];
C(m), otherwise.

Moreover, we let L be a special message not contained in X,.

Now, we are ready to show how to transform a functional encryption scheme IndFE for the
Circuit functionality in an another functional encryption scheme SimFE for the same function-
ality by using C". We call this transformation Transggyungd.

Definition 6.1.2 [The transformation Transge,ng] Let IndFE be a functional encryption scheme
for the functionality Circuit defined by the algorithm = (IndFE.Setup, IndFE.Enc, IndFE.KeyGen,
IndFE.Eval), and let ¢ > 0 be a fixed integer. We define a new functional encryption scheme
SimFE = (Setup, KeyGen, Enc, Eval) for Circuit as follows.

e Setup(1*,1"): the algorithm returns the output of IndFE.Setup(1*,1™(4+1) as its own
output.

e Enc(mpk,m): on input mpk and m € {0,1}", the algorithm chooses ¢ random 7-bit
Boolean strings my,...,mq € {0,1}" and sets m’ = (m, my,...,m,) and returns the
output of IndFE.Enc(mpk, m’) as its own output.
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e KeyGen(msk,C): on input msk and a n-input Boolean circuit C, the algorithm chooses
random r € {0, 1}" and returns the pair (r, sk) where sk = IndFE.KeyGen(msk,C").

e Eval(mpk, Ct, sk): oninput mpk, Ct and sk, the algorithm returns the output IndFE.Eval(mpk,
Ct, sk) as its own output.

Correctness. Suppose that Eval is invoked on a ciphertext Ct for m € {0,1}" and sk¢ for
circuit C. Then if m; # r for all i € [q], Eval returns the correct evaluation, namely C(m).
Thus, the probability that Eval fails is at most /2" that is negligible in 7.

Before proving the ¢-SIM-Security of SimFE, we mention that SimFE is also IND-Secure.
Notice that it is not implied by ¢-SIM-Security. The lemma follows from a simple reduction to
the IND-Security of IndFE and we state it without proof.

Lemma 6.1.3 If IndFE is IND-Secure then SimFE is IND-Secure.

We now prove the main result of this section, namely, that SimFE is ¢-SIM-Secure.

Theorem 6.1.4 If there exists an IND-Secure functional encryption scheme for circuits, then,
for all constant ¢, there exists an g-SIM-Secure functional encryption scheme for the same func-
tionality.

Proof: Let IndFE = (IndFE.Setup, IndFE.Enc, IndFE.KeyGen, IndFE.Eval) be an IND-Secure
functional encryption scheme for the functionality Circuit, and let SimFE = (Setup, KeyGen, Enc,
Eval) be the functional encryption scheme for the same functionality obtained applying Transgoung-
Then, we show that SimFE is g-SIM-Secure by constructing a simulator Sim = (Simg, Simy, Simz)
such that for any p.p.t. adversaries A = (Ag, A1), RealExp>™FE-4 and IdeaIExpngE’A are

computationally indistinguishable, and reducing the g-SIM security to the IND security of IndFE.

Specifically, the simulator works as follows:

e Simg on input the security parameters invokes the IndFE.Setup algorithm to generate
public parameters and master secret key.

e Sim; on input the public parameter mpk, token queries C1,...,C, made by Ajg, the
Boolean values z; = C1(m), ..., zq, = Cg (m) where m is the challenge message output
by the adversary, and the tokens sk, . . ., skq, generated by KeyGen to answers Ag’s token

queries, does the following:

Simg chooses values my, ..., mq € {0,1}" as follows. Fori = 1,...,q, if z; = 1, Simg
sets m; = r;; otherwise, if z; = 0, Simg picks m; at random in {0, 1}". Furthermore for
i=q +1,...,q, Simg picks m; at random in {0, 1}".

Finally, Simg sets 7 = (L, 771, . . ., 7,) and computes Ct as Ct = IndFE.Enc(mpk, )
and stores M1, . .., My in the state.

e Simg on input the master secret key msk, Boolean circuit C; and z; = C;(m), for g1 <
1 < ¢q, does the following:

If z; = 0 then Simy picks random r; € {0, 1}"; otherwise, if z; = 1, Sim; sets r; = ;.
Simg then sets sk; as the pair (r;, IndFE.KeyGen(msk, C}*)).
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We now prove that Sim is a good simulator meaning that for all PPT adversaries A = (Ag, A1),

SimFE, A SimFE, A

RealExp and IdealExpg; are computationally indistinguishable.

For sake of contradiction, suppose there exists a distinguisher D that distinguishes with non-
negligible probability the output distribution of a certain A in experiment RealExp>™FEA and
in experiment IdeaIExpg;zFE’A. Then, A and D can be used to construct a successful IND

adversary B for IndFE. Specifically, B = (By, B1) does the following.

e 33 on input the public parameters mpk generated by IndFE.Setup, runs Ag on input mpk.

Then, By answers Ag’s query C; fori € [¢1] by using its own oracle IndFE.KeyGen(msk, -)
as follows: By chooses a random 7; € {0,1}" and outputs the pair (r;, sk;) where
ski = IndFE.KeyGen(msk, C]").

Eventually, Ay outputs a message m and the state aux. By sets = (m, m1, ..., mq) and
o' = (L,mf,...,mg) where the values my, ..., m, are chosen at random in {0, 1}" and
the values m7, ..., my are defined as follows. For i = 1to ¢;:

- If C;(m) = 0, picks m/ at random in {0, 1}",

- if Ciy(m) = 1, sets m, = r;.

Furthermore for ¢; < i < ¢, Simg pick m/ at random in {0, 1}".

Finally, By outputs (z, 2, st); i.e., z and 2’ are the two challenge plaintexts and st is B’s
state.

e 31 on input the public parameters mpk, a ciphertext Ct and the state st, runs .A; on the
same inputs.

Then, B; answers .A;’s queries by using its own oracle IndFE.KeyGen(msk, -) as follows:
Given aquery Cj, fori =q1 +1,...,q,

- If C;(m) = 0, By picks random r; € {0,1}",

- if Ci(m) = 1, sets r; = m/.

Then, B; outputs (r;, sk;) where sk; = IndFE.KeyGen(msk, C[").

Eventually, .4, outputs «, then B, invokes D on input (mpk, , «) and returns D’s guess
as its own guess.

We now show that, except with negligible probability, z = (m,my,...,m,) and 2’ = (L
,mY, ..., my) are such that, foralli = 1,...,¢q, C{"(z) = C;* (') and thus B is a valid IND
adversary.

Recall that C}*(m,m1,...,mq) = 1iff r; = m; or Cj(m) = 1 for some j € [q], and that
m # L. For each i € [g], we distinguish two mutually exclusive cases.

e C"(xz) = 0. In this case, we know that C;(m) = 0 since m L. On the other side, since
mi,... ,m; are randomly chosen and independent from ;, from the definition of C}", it

follows that, except with negligible probability, C;"(z") = 0.

e C['(z) = 1. Suppose toward a contradiction that with non-negligible probability C;(m) =
0. Thus C]*(x) = 1 because ; = m; for some j € [g] given that m #1. But when
Ci(m) = 0 then r; is randomly and independently chosen. Thus, with negligible proba-
bility, r; # m; for all j € [g]. Thus, C;*(z) = 0. Contradiction. Then, it must be that
Ci(m) = 1. Thus, it holds that r; = m/; for some j € [g], so that C}*(2") = 1 too.
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Now notice that if the challenger of the IND-Security game encrypts x then B is simulating
A’s output distribution in the RealExp>mFEA experiment. Instead if 2’ is encrypted then B is

simulating Sim’s output distribution in the IdeaIExpngE’A experiment.

Finally, for A to be successful it is important that x # 2/, which holds with non-negligible
probability. By the hypothesis on D, this contradicts our initial assumption that IndFE is IND-
Secure. 1

Comparison with the construction of Gorbunov, Vaikuntanathan, and Wee [GYVW12].
Gorbunov, Vaikuntanathan, and Wee |GV W 12], building on the construction of Sahai and Seyali-
oglu [SS10], gave a functional encryption scheme for all polynomial size circuits that is simulation-
based secure against adaptive adversaries that have access to a bounded number of tokens. We
stress that they assume a (one-query) SIM-Secure functional encryption scheme whereas we
rely only on the existence of IND-Secure functional encryption schemes. Furthermore, their
construction results in a scheme with a ciphertext of size super linear (at least quadratic even in
the case of NC1 circuits) in ¢ whereas our construction has ciphertext of size linear in q.

6.2 Adaptive Security for HVE

In this section, we show how to construct a HVE scheme whose semantic security can be proved
under static assumptions in the bilinear pairing setting in the standard model. We show our con-
struction secure against adaptive adversaries obtaining one ciphertext and asking an unbounded
number of tokens.

One possible avenue for obtaining (non-adaptively) simulation-based secure functional en-
cryption scheme for HVE could be via the notion of pre-image samplability introduced by
O’Neill [O’N10]. In Section we prove that HVE is unlikely to be pre-image sampleable.
We then embark into the construction of an adaptively secure simulation-based functional en-
cryption scheme for HVE.

6.2.1 Pre-Image Samplability

In this section we prove that if HVE is pre-image sampleable then we can decide 3SAT in
polynomial time. We start by reviewing the notion of a pre-image sampleable functionality by
O’Neill [O’N10].

Definition 6.2.1 [O’N10] Functionality F' : K x M — {0,1} is pre-image sampleable (PS,
for short) if there exists a sampler algorithm Sam such that for all PPT adversaries A,

Prob [ (m, (k)i =P ™) AN Sam(1 [, (ki, F (ki m))iy)
F(ki,m) = F(ki,m’)fori =1,...,¢] =1 —negl(\) .

For ¢ > 0, we say that F' is g-pre-image sampleable (¢-PS, for short) if the sampler algorithm
Sam is guaranteed to work only with respect to adversaries .A that output at most g pairs (k;, b;).

The following theorem is from [O’N10].

Theorem 6.2.2 If functionality F'is PS then any IND-Secure functional encryption scheme FE
for F is also NA-SIM-Secure.

Next we prove that the fact that the HVE functionality is PS has unexpected complexity-
theoretic consequences.
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Theorem 6.2.3 If HVE is PS then SAT can be decided in probabilistic polynomial time.

Proof: Let Sam be a sampler algorithm for HVE and consider the following algorithm B that,
on input a Boolean formula ® = ¢1 A ... A ¢. in CNF with ¢ clauses and £ variables x1, . . ., xy,
performs the following computation. In the description of B, we will identify ¢-bit strings with
truth assignment to variables x1, ..., xy.

For each clause ¢; of ®, B computes key k; = (k14,...,ke;) € {0,1, x}¢ in the following way.
Let h € {0, 1}£ be a truth assignment that does not satisfy the i-th clause ¢;. For j = 1,...,¢,
B sets k;; in the following way

hj, if x; appears in ¢;;
kji=q1—h;, ifZ;appearsin ¢;;

*, otherwise.

Keys ki,...,k. enjoy the following (easy to verify) property. Let m € {0,1}¢ be a truth

assignment over the variables z1, ..., z,. Then, m satisfies ® if and only if HVE(m, k;) = 0
fori=1,...,c.
B then runs algorithm Sam on input ((k1,0),. .., (kc0)) and let m be Sam’s output. If m is a

satisfying truth assignment for ® then B decides that ® is satisfiable. Otherwise, I3 decides that
® is not satisfiable.

Let us now prove that B’s output is correct with high probability. Notice that Sam is only
guaranteed to work if it is given in input a sequence (k;, b;) for which there exists an m € {0, 1}*
such that b; = HVE(m, k;). So we distinguish two cases. In the first case, we assume that
is satisfiable. Then the input of Sam is exactly as required by Definition and thus, except
with negligible probability, Sam outputs m such that HVE(m, k;) = 0 fori = 1,...,c. By our
previous observation such an m is a satisfying assignment for ¢ and B is correct.

Suppose instead that ¢ is not satisfiable. Then Sam will not output a satisfying assignment and
B is correct. 1

6.2.2 Complexity Assumptions

In our construction we will make hardness assumptions for bilinear settings whose order IV is
product of five distinct primes each of length ©(\).

Assumption 1 (General Diffie-Hellman for composite order groups). The assumption is a
kind of Diffie-Hellman assumption in the bilinear setting of composite order. Specifically, for
a given composite-order bilinear setting generator CBSGen, define the following distribution:
Pick a random bilinear setting (N, G, g, Gr, é) <— CBSGen(1*, 5) and then pick

AL Gy, Ay < Gy, A3 Gy, A4, By, Cy, Dy Gy, A5 < Gy, ., Zn ,
To =AY - Dy, Ty < Gpyp,

and set D = (N, Ay, Ay, As, Ay, A5, AY - By, AY - Cy) . We define the advantage of any A in
breaking Assumption 1 to be

Adv{'(\) = [Prob[A(D, Tp) = 1] — Prob[A(D, T}) = 1]] .

Definition 6.2.4 We say that the Assumption 1 holds for generator CBSGen if, for all proba-
bilistic polynomial-time algorithms A, Adv{'()) is a negligible function of .
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6.2.3 The Scheme

In this section we describe our HVE scheme. To make our description and proofs simpler, we
add to all vectors Z and 3 two dummy components and set both of them equal to 0. We can thus
assume that all vectors have at least two non-star positions.

Setup(1*, 1¢): The setup algorithm randomly chooses a description of composite-order bilinear
setting (N, G, g, Gr,¢é) < CBSGen(1*,5) with known factorization, and random ¢; €
Gp., 92 € Gp,, g3 € Gy, g4 € Gy, and, fori € [¢] and b € {0,1}, random t;, € Zn
and random R;j, € Gy, and sets

t'yb
Tip =9, Rip -

The public key is mpk = [N, g3, (Tz‘,b)z’e[e],be{o,l}]a and the master secret key is msk =
(912, 94, (tib)icle),bef0,1}], Where g12 = g1 - g2. The algorithm returns (mpk, msk).

KeyGen(msk, i/): Let Sy be the set of indices 4 such that y; # . The key generation algorithm
chooses random a; € Zy for i € Sy under the constraint that Zie 5, @i = 0. For i € Sy,
the algorithm chooses random W; € G, and sets

a’i/tiyyi

Yi:gm Wi

The algorithm returns ciphertext Ct = (Y);¢ Sy
Here we use the fact that Sy has size at least 2.

Enc(mpk, Z): The encryption algorithm chooses random s € Zy. For i € [{], the algorithm
chooses random Z; € G, and sets

X, =T -7

1,L4 ?

and returns the token sky = (X;);c[g-

Eval(mpk, Ct, sky): The test algorithm computes

T=]]ex.v5).

iGSg

It returns TRUE if T' = 1, FALSE otherwise.

Correctness. It easy to see that the scheme is correct.

Remark 6.2.5 In our construction the computation of the HVE predicate is performed in the
Gy, subgroup. All the other subgroups are used during the proof of security and let us able to
change the distribution of the real experiment to one that is computationally indistinguishable
and easy to simulate. Notice that at this stage the G, subgroup can be removed from our
construction at the expense of introducing another game in the security proof. To simplify the
proof we have decided to include that subgroup directly.
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6.2.4 Proof of Security

In this section we prove the following theorem.

Theorem 6.2.6 Under the General Subgroup Decision Assumption and Assumption 1, the HVE
scheme described in Section is SIM-Secure in the sense of Definition

We next give an overview of the proof of the theorem and break down the proof into 4 lem-
mata.

Our simulator Sim consists of three algorithms: Sim.Setup, Sim.Enc, and Sim.KeyGen that
share a common state. Informally,

Sim.Setup produces two public keys mpk and mpk’. mpk is given to the adversary (that may
use it to generate his own ciphertexts) and mpk’ instead is used to generate the simulated
ciphertext.

Sim.Enc is used to compute the simulated ciphertext and takes as input the public key mpk’
and the sequence (Y, 2;)i-,, Wwhere z;, = HVE(y}, Z), & is the plaintext output by the
adversary and q; is the number of queries asked by the adversary in the first stage.

Sim.KeyGen instead is used to answer the adaptive queries asked by the adversary after seeing
the simulated ciphertext. When the adversary asks to see a token for ¢, Sim.KeyGen is
invoked with the master secret key msk, the value % and the value HVE(Z, i), where
Z is the challenge ciphertext output by the adversary. We stress that the simulator does
not have access to . Thus we have to prove indistinguishability of the following two

experiments.

Therefore, to prove Theorem [6.2.6]it is enough to show that the following two experiments
are computational indistinguishable.

RealExp™(1*,19) IdealExpgt (1%, 1)

(mpk, msk) < Setup(1*, 19); (mpk, mpk’, msk) + Sim.Setup(1*, 1);

(Z, aux) « AOKeyGen(mSk")(mpk); (Z, aux) + Ageycen(ms}c")(mpk);

Ct + Enc(mpk, 2); Ct «— Sim.Enc(mpk’, (yx, HVE (4, ©))1- )5

o AlfeyGen(msk,~)(mpk7 Ct, aux>; o Véﬁim.KeyGen(msl<:,~,HVE(i’,~))(m)pk7 Ct, aux);
Output: (mpk, %, a) Output: (mpk, Z, «)

More formally, we next describe the three algorithms used by Sim.

Algorithm Sim.Setup constructs two public keys mpk (that is given to the adversary) and mpk’
(that is used to produce the simulated ciphertext) and a master secret key msk (that is used
to answer the queries of the adversary). In public key mpk the ¢;;’s are encoded in the
Gy, part of the T;’s (instead of the G, part as in normal public key) whereas mpk’ is
generated correctly. Then, notice that the simulated ciphertext is independent from mpk,
and this gives us enough freedom to manipulate the G, part of the simulated ciphertext
and tokens the adversary sees in the second stage. The subgroup G, will help us to hide
this transition.

Specifically, Sim.Setup randomly chooses a description of a composite-order bilinear
group (N, G, g,Gr,é) < CBSGen(1%,5) with known factorization, and random g; €
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Gp» 92 € Gy, 93 € Gy, g1 € Gp,, g5 € Gp,. Then, fori € [¢] and b € {0,1},
Sim.Setup picks random t;, € Zy, R;p, R, , € Gy, and sets

ti t;
ﬂ,b =495 b Ri,b) jﬂiﬁb =0 . ;,b :
The public keys are

mpk = [N, g3, (Tip)icig pefony] and  mpk’ = [N, g3, 95, (T} p)ici pef0,1}] »

and the master secret key is

msk = [g12, 94, 5, (tip)icl) befo,1}] »
where g12 = g1 - g2. Sim.Setup returns (mpk, mpk’, msk).

Algorithm Sim.Enc simulates the encryption of the challenge plaintext Z provided by the ad-
versary. It receives on input the queries 4%, k = 1,..., g1, asked by the adversary in the
first stage (the non-adaptive one) and the values z, = HVE(g, &), fork =1,...,q1.

Sim.Enc does not have access to & and by Theorem the pre-image samplability
cannot be used to sample an Z’ such that HVE (g, Z) = HVE(gk,Z') for all k. But
still some information about & can be derived from the inputs. Indeed, observe that if
HVE(y,Z) = 1, then ¥ and & coincide in all non-star entries of . For these positions,
Sim.Enc computes the ciphertext Ct just like the encryption algorithm; for all remaining
positions, the ciphertext output by Sim.Enc has a random G, part.

Notice that such a simulated ciphertext is then compatible with all the tokens the adversary
sees in first stage in the sense that Eval(mpk, Ct, sky;, ) = HVE(g), %), fork =1,..., q1.
Unfortunately the simulation is not perfect. In the second stage, the adversary could ask
to see a token sk for a vector ¢ such that HVE(y/, ) = 1 but Eval(mpk, Ct, sky) = 0.
This is because the G, part of simulated ciphertext Ct and the token sk; does not cancel
out correctly upon decryption. A possible solution is to remove the G, part from the
matching tokens the adversary sees in the second stage. This is where G,,; comes to help
us. G, will be introduced in the simulated ciphertext and matching second stage tokens
in such a way it will cancel out upon decryption and will provide us enough entropy to
remove the G,,, part from the adaptive tokens. Thus, each component of the ciphertext
computed by Sim.Enc contains also a random G,,; part that will be used for constructing
the answers to the adaptive queries of the adversary.

More formally, for a sequence Q = (¥k, zi)f; With z;, = HVE(gy, Z), fork = 1,...,q1,
we let MPos denote the set of indices 1 < ¢ < ¢ for which there exists k € {1,...,q1}
such that z;, = 1 and y; ; # . Notice that, by the observation above, for all i € MPos, the
value z; can be derived from the sequence Q. Then, Sim.Enc(mpk’, (y, zi){-,) can be
described as follows. The algorithm parses mpk’ as mpk’ = [N, g3, g5, (Tip)icia pefo,1}]
and, for all ¢ € MPos, derives the value x; from the input sequence. Then, the algorithm

chooses random s € Zy and, for each ¢ € [/], random Z; € G,,, and, for each i € [(]:

e if i ¢ MPos, randomly select ; € Zy and set X; = TZTE) A
e if i € MPos, set X; =T}, g5 Z;

Sim.Enc returns one output, the challenge ciphertext Ct = (Xi)ie[@’ and keeps the vector
(8i)ic|q in the state so that it can be used by algorithm Sim.KeyGen.
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| Real | H, | Hy | Hs | Ideal
Setup Sim.Setup | Sim.Setup | Sim.Setup Sim.Setup
Enc Enc Sim.A.Enc | Sim.A.Enc Sim.Enc
KeyGen | KeyGen KeyGen Sim.KeyGen | Sim.KeyGen

Figure 6.1: The hybrids used in the proof of security.

Algorithm Sim.KeyGen simulates the answer to the second stage queries of the adversary. It
receives as input the master secret key msk, the vector ¥ for which the token has to be
simulated and the value z = HVE(y, &), where 7 is the challenge plaintext.

For each j € Sy, Sim.KeyGen selects random W; € G, and random a; € Zy under the
constraint that > jesy; 4 = 0. Then, it distinguishes two cases.

e z = 0: In this case, the algorithm generates a token with a random G, part. Specif-
ically, for each j € Sy, Sim.KeyGen chooses random c; € Zy and sets

a;/tsy;

Yi=g7 9" "W

e 2 = 1: In this case, the algorithm generates a token without the G, part and with
a Gp, part that will cancel out against the simulated ciphertext upon decryption.
Specifically, for each j € Sy, Sim.KeyGen sets

aj/tj,y;

Y=g, g Wy

We remind the reader that the vector (s;);e[q is the same vector used by Sim.Enc (and
is stored in the state of the simulator). Also, note that the key output by Sim.KeyGen
behaves correctly when matched against the ciphertext output by Sim.Enc.

To prove that the real and the ideal experiments are indistinguishable we use three intermedi-
ate hybrids that we call H, Ho and Hs. Then, the proof consists of four main steps (see Figure
[6.2.4]for a quick reference).

The first step of our proof consists in constructing the public key by means of Sim.Setup.
This has the effect of projecting the public key (and thus the ciphertexts the adversary constructs
by himself) to a different subgroup from the one of the challenge ciphertext. Specifically:

H{(1A,19)

(mpk, mpk’, msk) < Sim.Setup(1*, 1¢);
(%, aux) + Ageycen(ms}c")(mpk);

Ct « Enc(mpk’, ©);

a— .AlfeyGen(mSk")(mpk, Ct, aux);
Output: (mpk, Z, a)

The first step of the proof consists in proving that the outputs of RealExp™ and H {4 are
indistinguishable for all PPT adversaries A.
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The second step modifies the simulated ciphertext by adding a G, part. This will be used in
successive experiments to answer to the adversary’s adaptive token queries. Specifically:

HE (1), 1)

(mpk, mpk', msk) + Sim.Setup(1*, 19);
(Z, aux) <+ AOKeyGen(mSK")(mpk);

Ct + Sim.A.Enc(mpk’, 7);

o A?eyGen(mSk")(mpk, Ct, aux);
Output: (mpk, m, )

where algorithm Sim.A.Enc proceeds as follows.

Algorithm Sim.A.Enc on input public key mpk’ = [N, g3, g5, (1}’7,))1-6[5]71,6{071}], the algorithm
chooses random s € Zy. Then, for i € [¢], the algorithm chooses random Z; € G,,, and
random s; € Zy, sets

Xi= T’z‘,,:zcis ’ ggi - Zi
returns the tuple (X;);c[¢ and stores the vector (s;);c|q in the state so that it can be used
by Sim.KeyGen.

The second step of the proof consists in proving that the outputs of H f‘ and H{‘ are indistin-
guishable for all PPT adversaries .A.

The third step computes the simulated answers using the Sim.KeyGen algorithm that adds a
Gy part that cancels out with the one added in the simulated ciphertext.

H{(1*, 19

(mpk, mpk', msk) + Sim.Setup(1*, 19);

(Z, aux) + AOKeyGen(mSk")(mpk);

Ct + Sim.A.Enc(mpk’, T);

a A?lm.KeyGen(msk,-,HVE(i’,-))(mpk’ Ct, aux);
Output: (mpk, Z, «)

Thus the third step of the proof consists in the defining hybrid experiment H: 54 and in proving
that it is indistinguishable from H3' for all PPT adversaries A.

The fourth step consists in proving that hybrid H. §4 is indistinguishable from the ideal exper-
iment for all PPT adversaries .A.

This concludes the proof of Theorem In the next sections we give formal details for
each step of the proof.

6.2.5 The first step of the proof
In this section we prove that RealGame and PKGame are indistinguishable.

Lemma 6.2.7 If the GSD Assumption holds, then for all PPT adversaries A, RealGame? S
PKGame™.

PROOF. Suppose there exists an adversary A for which RealGa me” and PKGame are distin-

guishable. Then, we show a PPT algorithm B which receives the following instance of the GSD
Assumption, (N,T',{gs, g1, 913, g12}) ¢ GSDGen(l)\a {1,3}4,{2,3}, {3}, {4},{1,3},{1,2})
and, depending on the nature of 7', simulates RealGame or PKGame. This suffices to prove
the Lemma.
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Setup: B, for each i € [¢] and b € {0, 1}, B chooses random t; ;, € Zy and sets
Tip = T'  and Ti”b = gigb .
Then B sets

mpk = [N, g3, (Tip)icigpefo,1y)  and  mpk’ = [N, g3, (T} })ici pefo}] »
and
msk = [912, 94, (tip)ic(e) bef0,1}] »

and starts the interaction with .4 on input mpk.
Token Queries: 5 uses msk to answer the token queries of \A.
Ciphertext: B computes Ct = Enc(mpk’, ).

This concludes the description of algorithm B.

The view of A consists of mpk, Ct and the answer of the queries. The answers of the queries
are distributed, independently from the nature of the challenge 7', as in RealGa me” and as in
PKGame™.

If T' € Gp,p, then mpk is constructed exactly as in RealGame®. Moreover, the ciphertext

Ct, even though is constructed using mpk’, has the same distribution of a ciphertext constructed

using mpk and thus the view of A is the same as in RealGa me.

On the other hand, when T' € G,,,, then mpk and Ct are distributed as in PKGame™. O

6.2.6 The second step of the proof
In this section we prove that PKGame is indistinguishable from TypeACtGame.
Lemma 6.2.8 If GSD Assumption holds then, for all PPT adversaries A, PKGame™ ~. TypeACtGa me?.

PROOF. Suppose there exists an adversary .4 for which PKGa me” and TypeACtGa me? are not
indistinguishable. Then, we show a PPT algorithm B which receives the following instance of
the GSD Assumption, (N, T, {g1, 92,93, 94}) < GSDGen(1*, {3}, {3,5}, {1},{2}, {3}, {4})
and, depending on the nature of 7', simulates PKGa me? or TypeACtGame”. This suffices to
prove the Lemma.
Setup: B, for each ¢ € [¢] and b € {0, 1}, B chooses random t;;, € Zy, R;p, R, , € Gy, and

sets T; p, = g;i’b - R; . Then B sets

mpk = [N, g3, (T; p)ic[g pe{0,1}] 5
and

msk = [g12, 94, (tib)icf bef0,1}) »
and starts the interaction with .4 on input mpk.

Token Queries: B runs algorithm KeyGen on input msk to answer token queries.

Ciphertext: 3 generates the simulated ciphertext for Z as follows. B chooses, for i € [¢],
random r; € Zx and random Z; € Gy,, and sets

Xy =g, T 7,

This concludes the description of algorithm B.
Finally it is easy to see that if 7" € G,, then Ct is distributed as in PKGame® and if T €
G psps, then Ct is distributed as in TypeACtGame™. O
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6.2.7 The third step of the proof

In this section we prove that Hs is indistinguishable from H3.

Lemma 6.2.9 Under the GSD Asummption and Assumption 5, for all PPT adversaries A,
Hi ~. Hi.

The proof of the lemma above consists of three sub-steps.

First Substep. In the first substep, we define a new experiment called TypeAKeysGame which
differs from TypeACtGame in the way the token queries of the second stage are answered.
More specifically, the token for vector ¢ such that HVE(Z, ) = 1 contains a G, part
that is related with the one of the simulated ciphertext. The remaining tokens are like
those in TypeACtGame. We will prove that, under Assumption 3, TypeACtGame =~
TypeAKeysGame.

Second Substep. In the second substep, we define a new experiment called TypeBKeysGame
which differs from TypeAKeysGame in the way the token for matching queries of the
second stage are generated. More specifically, if the adversary asks for the token for a
vector ¢/ such that HVE(Z, ) = 1, then the answer does not contain a G, part. The
tokens for ¢/ such that HVE(Z, §) = 0 instead are computed as in TypeAKeysGame. We
will prove that, under Assumption 4, TypeAKeysGame =, TypeBKeysGame.

Third Substep. Let g2 be the number of token queries made by the adversary in the second
stage. In the third substep we define, for k = 0, ..., g2, a new experiment called H3 j,
which differs from TypeBKeysGame in the way the the second stage token queries are
answered. More specifically, the first & tokens asked by the adversary are modified in the
following way. The token for ¢ such that HVE(Z, ) = O contains a random G,,, part.
Instead if HVE(Z, ) = 1 then the token is computed as in TypeBKeysGame. The tokens
for the remaining g2 — k queries are computed like in experiment TypeBKeysGame. We
observe that TypeBKeysGame = H3 o and that H3 4, = H3.

We will prove that, under Assumption 5, Hs3 1 ~. Hg .

The first substep

Let us start by formally defining experiment TypeAKeysGame in terms of the algorithm Sim.A.KeyGen
used to answer the token queries of the second stage.

Algorithm Sim.A.KeyGen receives in input msk, § and z = HVE(y, Z) where Z is the chal-
lenge plaintext provided by the adversary and distinguishes two cases.

e z = (: The answer to the query is computed by running KeyGen on input msk and

—

7.
e z = 1: Foreach j € Sy, the algorithm chooses random W; € G,,, random a; € Zy
under the constraint that jesy, a; = 0, and sets

a;j /iy, a;/s;
Yi=g15 77 g5 - W
Notice that the vector (s;),.|q is the vector stored in the state by Sim.A.Enc.

We define hybrid experiment TypeAKeysGa me? as follows.
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TypeAKeysGame™(1*, 1¢)

(mpk, mpk', msk) < Sim.Setup(1*,1%);

(%, aux) + AgeyGen(mSk")(mpk);

Ct + Sim.A.Enc(mpk’, T);
Afim.A.KeyGen(msk,-,HVE(f,~))(mpk’ Ct, aux);
Output: (mpk, m, )

Lemma 6.2.10 If the GSD Assumption holds then, for all PPT A, Hé“ ~. TypeAKeysGame™.

PROOF. Suppose there exists an adversary A for which TypeACtGa me” and TypeAKeysGa me*

are distinguishable. Then, we show a PPT algorithm B that receives the following instance of the
GSD Assumption, (N, T, {g1, 92,93, 94, 915}) < GSDGen(l)\v {1 {1, 5}, {1}, {2}, {3}, {4},
{1,5}) and, depending on the nature of 7', simulates TypeACtGa me” or TypeAKeysGame.
This suffices to prove the Lemma.

Setup: B, for each i € [(] and b € {0, 1}, B chooses random t;, € Zn, R;p, R, € Gy, and
sets T; p = g;i"b - R; . Then B sets

mpk = [N7 g3, (T‘i,b)ié[ﬁ],be{o,l}] )

and
msk = [g12, g4, (tib)ieg pefo,1}] »

and starts the interaction with .4 on input mpk.

First Stage Token Queries: B computes the token for i by running KeyGen on input msk and
y.

Ciphertext: B generates the simulated ciphertext for vector & as follows. 3 chooses random
s € Zy and, for ¢ € [{], random Z; € G,,, and sets

s'ti,a;i

Xi=g15"" %
Second Stage Token Queries: B generates the token for ¢/ in the following way.

If HVE(Z, i) = 0, the token is computed by running KeyGen on input msk and 7.

If HVE(Z, i) = 1, the token is computed as follows. For each j € Sy, B chooses random
W; € G, and random a; € Zy under the constraint that ) jes; U = 0. Then B,
for each j € S, sets:

}/} — Taj/tj,y]. . g;j/tj,yj . W] ]

This concludes the description of algorithm B.

Now we observe that the output of B’s setup is distributed like the output of algorithm
Sim.Setup and thus like in Hs and TypeAKeysGame. Similarly, the simulated ciphertext is dis-
tributed like the output of A.Enc on input mpk’ and & and thus exactly as in Ho and TypeAKeysGame.
Finally, let us consider the answers to the second stage queries. If 7' € Gy, then the answer to
the query for 3/ has the same distribution as the output of KeyGen on input msk and g and thus
it is distributed as in H. On the other hand, if T" € Gy, ,, then the answer to the query for ¢/ has
the same distribution as the output of Sim.A.KeyGen on input msk, § and HVE(Z, ) just like in
TypeAKeysGame. |
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The second substep

Let us start by formally defining experiment TypeBKeysGame in terms of the algorithm Sim.B.KeyGen
that is used to answer the token queries of the second stage.

Algorithm Sim.B.KeyGen receives in input msk, ¢ and z = HVE(%, Z), where Z is the chal-
lenge plaintext provided by the adversary and distinguishes two cases.

e 2z = (: The answer to the query is computed by running KeyGen on input msk and
y.

e z = 1: For each j € Sy, B chooses random W; € Gy, and random a; € Zx under
the constraint that ) jes; 4 = 0 and sets

a; /tj,y]-

Y=g, g Wy

Notice that vector (s;) ;e[ is the vector stored in the state by Sim.A.Enc.

We define hybrid experiment TypeBKeysGame* as follows.

TypeBKeysGameA(IA, 19)

(mpk, mpk', msk) < Sim.Setup(1*,1¢);

(Z, aux) AOKeyGen(mSk")(mpk);

Ct « Sim.A.Enc(mpk’, 7);

o A?im.B.KeyGen(msk,~,HVE(f,'))(mpk, Ct, aux);

Output: (mpk, m, «)

Lemma 6.2.11 If the GSD Assumption holds then, for all PPT A, TypeAKeysGameA S
TypeBKeysGame™.

PROOF. Suppose there exists an adversary A for which TypeAKeysGa me* and TypeBKeysGa me#
are distinguishable. Then, we show a PPT algorithm B that receives the following instance of the

GSD Assumption, (N, T, {g2, 93, g4, 914, g15}) < GSDGen(1*, {1,4,5}, {4,5}, {2}, {3}, {4},
{1,4},{1,5}) and, depending on the nature of T', simulates TypeAKeysGa me” or TypeBKeysGame™.
This suffices to prove the Lemma.

Setup: B, for each i € [¢] and b € {0, 1}, B chooses random ¢;;, € ZN,Ri7b,R;’b € Gp, and
sets Tj , = g;“’ - R; . Then B sets

mpk = [N, g3, (T;p)ic(a,pe{0,1}]

and
msk = [L, ga, (tip)iele pef0,1}] »

and starts the interaction with 4 on input mpk. Notice that 5 is unable to compute a
complete msk as it does not have access to an element from G, ;,.

First Stage Token Queries: B generates the token for ¢/ in the following way. For each i € Sy,
B chooses random W; € G,,, random a; € Zy under the constraint that Zie 5, @i = 0
and then sets '

aiftiy;  aiftiy;
Yi=g1y gy Wi
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Ciphertext: B generates the simulated ciphertext for vector & as follows. 3 chooses random
s € Zy and, for ¢ € [{], random Z; € G,,, and sets

S'ti,xi

X;= 915 2

Second Stage Token Queries: On input msk, i and z = HVE(Z, /), B generates the token for
vector % in the following way.

For each j € Sy, B chooses random W; € Gy, and random a; € Zy under the constraint
that >~ ._o aj = 0. Then B distinguishes two cases.
JESy I

z = 0: Foreach j € Sy, B sets

aj/tiy;  aj/tjy;

Yi =014 p) Wi
z =1: Foreach j € Sy, B sets

aj/tjy;

Y, = T% /iy, gy W

This concludes the description of algorithm B.

Let us now look at the answers to the token queries of the second stage. It is easy to see that
queries for ¢/ such that HVE(Z, ) = 0 are distributed as the output of KeyGen. Suppose that 7" €
Gp,paps- Then the answers to matching queries are distributed like in the output of algorithm
Sim.A.KeyGen and thus like in TypeAKeysGame. On the other hand, if ' € G,,,,, then the
answers to matching queries are distributed like in the output of algorithm Sim.B.KeyGen and
thus like in TypeBKeysGame.

d

The third substep

In this section we prove that, for any PPT adversary A, TypeBKeysGa me” and H§4 are indis-
tinguishable, under Assumption 5.

For any adversary A that makes g2 queries in the second stage, we define a sequence of
hybrid experiments H. éé}k’ for k =0,...,qo, such that

H{}O = TypeBKeysGame?  and Hg‘}qz - H§4 '

Then if TypeBKeysGa me” and H§4 can be distinguished then there must exist & € {1,...,¢2}
such that hybrid experiments H. Z{}kfl and H. :{,‘k are indistinguishable. Moreover, from the defi-
nition of experiment H3 , it is clear that if k-th token query of the second stage is a matching
query (that is, HVE(Z, %) = 1) then Héé,‘kq and H. :fk coincide. Therefore, if A is such that
TypeBKeysGa me” and H. 34 can be distinguished there must exist k£ such that H. ?')Ak:—l and H. §4k
can be distinguished and the k-th token query of A in the second stage is with ﬁon—negligibie
probability a non-matching query (that is, HVE(Z, i) = 0).

Let us now define experiment H3 . In H3j second stage token queries are answered by
running a parametrized version of algorithm Sim.KeyGen that, with a slight abuse of notation,
we also call Sim.KeyGen.

Algorithm Sim.KeyGen receives as input the master secret key msk, the vector ¢ for which the
token must be computed and the value z = HVE(Z, %). In addition, Sim.KeyGen receives
the number ¢ of the query and the value k.

For each j € Sy, Sim.KeyGen selects random W; € G, and random a; € Zy under the
constraint that ) jes. @ = 0. Then, it distinguishes two cases.
Yy
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e 2z = (: The depending on the query index ¢, B does the following.

— If 7 < k: For each j € Sy, Sim.KeyGen chooses random c; € Zy and sets

. Sty
ij _ g? . g;]/ 7 Wj ‘
— If 7 > k: For each j € S, Sim.KeyGen sets

a;/tjy;

Yj =919 Wi
e z = 1: For each j € Sy, Sim.KeyGen sets

aj/ty;

Yj =9 g5 W

We remind the reader that the vector (s;);¢[q is the vector stored in the state of the
simulator.

We observe that for algorithm Sim.B.KeyGen is the parametrized version of Sim.KeyGen
with £ = 0. On the other hand, algorithm Sim.KeyGen is the parametrized version of Sim.KeyGen
with k = go.

Next we define hybrid experiment H. :{‘k, for an adversary A that ask g token queries in the
second stage and for k = 0, ..., qo, 7

Hz (1,19
(mpk, mpk', msk) < Sim.Setup(1*, 19);
N KeyGen(msk,-
(Z,aux) < Ay ™"° ( )(mpk);
Ct + Sim.A.Enc(mpk’, T);
a Afim.KeyGen(msk,-,HVE(:E,-),~,k)(mpk Ct aux).

Output: (mpk, T, o)
Notice that H3 g = TypeBKeysGame and H3 4, = Hs.

Lemma 6.2.12 If Assumption 1 holds then, for any PPT adversary A4, TypeBKeysGame™ =,
'

PROOF. Suppose there exists an adversary A such that TypeBKeysGame and Hj are distin-
guishable. We show a PPT algorithm B that receives an instance of Assumption 1, consisting of
(N, A1, A, Az, Ay, As, A - By, Af - Cy) and challenge 7', and, depending on the nature of 7',
simulates Hg‘}k_l or Hg“k with some non-negligible probability for a random &k € {1,...,¢2}.
This suffices to prove the Lemma.

Setup: B randomly chooses position j € [¢] and b; € {0, 1}.
Bsets g1 = A1, g2 = A2, g12 = A1+ A2, g3 = A3, g4 = Ay, g5 = As and, for each i € [/]
and b € {0, 1}, B chooses random t; , € Zy, Rip, R, € Gy, and sets T;j, = ggi’b ‘R p.
Finally, B sets
mpk = [Na g3, (T:i,b)iE[@],bE{O,l}] )
and
msk = [912, 9, (Lip) i p)e (10 x {01\ {G.)}]

and starts the interaction with A on input mpk.
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First Stage Token Queries: In the first stage, B generates token for ¢/ in the following way. For
each i € Sy, B chooses random W; € G,,, random a; € Zy under the constraint that
Y ic s, @i = 0 and then sets

i/tiy;
Y, = 91112/ W
However, if y; = b; then B sets

aj/tj,y;

Yj = (A] - Ca)mi- gy W

This last setting has the effect of implicitly setting ¢; ,, = 1/8 (mod p;).

Ciphertext: B generate the challenge ciphertext for vector 7 in the following way. If zj = b;
then 3 aborts. Otherwise B chooses random s € Zy and, for i € [¢], random Z; € G,
and sets

Second Stage Token Queries: At the start of the second stage of token queries, B picks a ran-
domk € {1,...,q2}.

The i-th token query of the second stage for vector ¥ is answered by B in the following
way by distinguishing the following two cases.

HVE(Z, y) = 0: We distinguish between the following three cases

i < k: For each j € Sy, B chooses random W; € G,,, ¢; € Zy and random

a; € Zy under the constraint that ) jesy Ui = 0 and sets
: T
Yj _ g? ) ggy/ 3y Wj )

i = k: If y; # b; then B aborts.
Otherwise let h € [¢] be such that h # j and y;, # x and set S = Sy \ {j, h},
Notice that such an A always exists since we assumed that each query contains
at least two non-« entries.
Then, for each j € S, B chooses random W; € G, and random a; € Zy and
sets

a;/tjy;

Yj =91 R
Then, for position j, B chooses random W, € G, and random a; € Zy and sets

/by,

;=T g, ;.
Finally, for position h, B sets

_(5+aj)/th,yh

- tz1
Yh — (A?Bgl)_l/th’yh . gl S/ hyyp . gz . Wh)

where s =3 g a;.
i > k: For each j € Sy, B chooses random W; € G, and a; € Zy under the
constraint that » jesy Ui = 0 and sets

a;/tjy;

Y =915 Wi
In the special case that y; = bj, then B sets

aj/tj,y;

Y= (A]-Ca)% g, W



6.2. ADAPTIVE SECURITY FOR HVE 77

HVE(Z, ;) = 1: For each j € Sy, B chooses random W; € G, and a; € Zy under the
constraint that » jesy 4 = 0 and sets

aj/tjvyj a]’/tj;yj

Yj =g, 95 - Wj.

This concludes the description of algorithm B.

Let us now prove that the probability that B does not abort while interacting with A is
non-negligible. First observe that the probability that B aborts while constructing the simulated
ciphertext is 1/2. Indeed, the view of A up to this point is independent from j and b; and thus,
since b is chosen at random by B, the probability that ; = b; is 1/2. Let us now look at the
probability that 3 aborts while answering the k-th token query of the second stage of A, given
that it has not aborted in the construction of the simulated ciphertext. In this case the view
of A is independent from j and also remember that the probability that the k-th query of A is
non-matching is non-negligible. If this is the case then there must exist one position j such that
y; # * and y; # x;. If j = j (which happens with non-negligible probability since A’s view
is independent from the value of j) then B does not abort. Indeed, in this case we would have
y; # xj # bj which implies that y; = b;.

Let us now look at the view of .4 while interacting with B. We observe that mpk has the same
distribution of the corresponding output of Sim.Setup. Even though B does not have a complete
msk as it misses ; 5, the answer of the first stage queries are distributed as the output of algo-
rithm KeyGen on input msk in which ¢, = 1/ (mod p1). Given that B does not abort, it is
straightforward to see that Ct constructed by B has the same distribution as the output of Ct +
Sim.A.Enc on input mpk’ and Z. Let us now look at the answers of the second stage queries. The
matching queries and the first k—1 non-matching queries have the same distribution of the output
of algorithms Sim.KeyGen(msk, -, HVE(Z,-), -, k) and Sim.KeyGen(msk,-,HVE(Z,-), -, k —
1). Notice that, for both types of queries, the missing element of msk plays no role. Sim-
ilarly, the last go — k£ non-matching queries of the second stage are distributed as the output
Sim.KeyGen(msk, -, HVE(Z, ), -, k) and Sim.KeyGen(msk, -, HVE(Z, -), -, k — 1) in which the
missing element of msk is set equal to ¢;;, = 1/8 (mod p1). Let us finally look at the answer
to the k-th query. If T' = A?ﬁ - D4 then the answer of the query is distributed according to the
output of Sim.KeyGen(msk, -, HVE(Z, -), -,k — 1). Notice that if B does not abort the missing
element of msk plays no role. On the other hand, if T" is random G, ,,, then the answer of the
query is distributed according Sim.KeyGen(msk, -, HVE(Z, -), -, k). O

6.2.8 The fourth step of the proof

In this section we prove that Hj is indistinguishable from IdealExp.
Lemma 6.2.13 If Assumption 1 holds then, for all PPT adversaries A, H 5)4 . IdeaIEpr.

We start by defining ¢ + 1 intermediate hybrid experiments [, ..., Iy11 such that [; = Hj
and Iy, 1 = IdealExp and show that, for f = 1,...,/ + 1, I and I, are indistinguishable,
under Assumption 1.

To define I, we introduce a parametrized version of algorithm Sim.Enc that, with a slight
abuse of notation, we also call Sim.Enc.

The parametrized version of Sim.Enc takes as input public key mpk’ = [N, g3, gs, (ﬂ,b)ie[é],be{&l}]’
the challenge ciphertext Z, the sequence (i, zx){-, of the g1 queries asked by the adver-
sary in the first stage along with z; = HVE(), ). In addition we let Sim.Enc take
parameter 0 < f < /. Sim.Enc returns a simulated ciphertext in which the G,,, part of
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positions ¢ < f that do not belong to MPos is random. The remaining positions are well
formed.

More formally, Sim.Enc chooses random s € Zy, and, for each ¢ € [/], random Z; € Gy,
and random s; € Zy. Then for each ¢ € [¢], Sim.Enc distinguishes the following cases.
e ifi < fandi ¢ MPos, Sim.Enc randomly selects r; € Zx and sets
Xi=T5 - g5 Zi
e if i < fandi € MPos, Sim.Enc sets

e if 4 > f Sim.Enc sets

Sim.Enc returns the simulated ciphertext Ct = (X;);c[¢ and stores the vector (s;);c[g in
the state. Notice that if f = £ 4 1 the input & is not used by the algorithm and we obtain
algorithm Sim.Enc. On the other hand, if f = 1, we obtain algorithm Sim.A.Enc.

Next, we define, for 1 < f < ¢+ 1, experiment [ }4 as follows.

(17,19

(mpk, mpk’, msk) < Sim.Setup(1*, 1);

(%, aux) « AFYCHE (k)

Ct < Sim.Enc(mpk’, Z, (g, HVE(4k, T)) 1Ly, f);
o A?im.KeyGen(msk,-,HVE(:E’,-))(

Output: (mpk, 7, )

mpk, Ct, aux);

Clearly, for all PPT adversaries A, If‘ = Hs and [ éil = IdealExp™*. Therefore to prove
Lemma|6.2.13] it is enough to prove the following lemma.

Lemma 6.2.14 If Assumption 1 holds, then for all PPT adversaries A, and for f = 1,...,¢,
I }4 ~. I }4+1‘

To prove the above lemma, we introduce another sequence of intermediate games and make
the following observation.

Observation 6.2.15 If f € MPos, the output distributions of Sim.Enc(mpk, Z, (i, HVE(Y, )} _;,
f) and Sim.Enc(mpk, Z, (i, HYE(§i, ©){_,, f + 1) coincide.

Therefore if I ]14 and [ }4+1 are distinguishable then it must be the case that .4 has a non-
negligible probability of outputting a challenge plaintext & such that f ¢ MPos. For an adversary
A that makes ¢; first stage token queries we introduce 2- (g+ 1) intermediate hybrid experiments
Lfgs- - L7, and M7l ... M7 which differ in the way in which first stage token queries
are answered. Specifically, first stage queries are answered by running the following algorithm.

Algorithm Sim.C.KeyGen takes as input the master secret key msk, the query ¢ for which a
token has to be computed, the number 1 < ¢ < ¢; of the query, integer 1 < f < ¢+ 1 and
integer 0 < k < g;. The algorithm distinguishes the following cases.
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o i < kandyy #
The G, part of the token is random.

For each j € Sy, the algorithm chooses random W; € G,,, random ¢; € Zy and
random a; € Zy under the constraint that ) | jes, 4 = 0 and sets

a;/tj, Yyj

Yi=g7 g5 " W

e i < kand yy = *: the algorithm returns the output of KeyGen(msk, ¥/).
e | > k: the algorithm returns the output of KeyGen(msk, 7).
We are now ready to describe experiments L;ﬁ‘k and M ]“c“k for f =1,...,+1and k =

0,...,q1.

Lﬁk(l)\7 16) M;‘L}k(l/\) 16)
(mpk, mpk’, msk) < Sim.Setup(1*, 19); (mpk, mpk', msk) < Sim.Setup(1*, 19);
(f, aux) <_ Aglm.C.KeyGen(msk,~,-,f,k)(mpk); (f, aux) <_ Aglm.C.KeyGen(msk,~,-,f,k)(mpk);

Ct = Sim.Enc(mph', 7, (e, HVE (G, 7))y f = 1); Ct = Sim.Enc(mph', 7, (5, HVE(5, 7))y 1);
Sim.KeyGen(msk,-,HVE(Z,"))

a— A7 (mpk, Ct, aux); o+ Afim'KeyGen(ms}c"’HVE(f"))(mpk, Ct, aux);
Output: (mpk, m, «) Output: (mpk, m, «)

Before continuing, we observe the following:

Observation 6.2.16 For all PPT adversaries A, 1 }4 = Lyp.
Directly from the definition of the experiments.

Observation 6.2.17 For all PPT adversaries A, Lﬁql =M J{}QI for f = 1,...,¢, where qi is
the number of first stage queries made by A.

From the definitions of the two experiments, it is clear that all the token queries are answered
in the same way in both the experiments and all components X; for i # f of the challenge
ciphertext are computed in the same way. Let us now look at X ; and more precisely to its G,
part. In Ly ,,, the Gy, part of X is computed as T }Sxf which is exactly how it is computed in
My 4, when f € MPos. On the other hand, when f ¢ MPos, the G, part of X is chosen at
random. However, observe that exponents ¢y mod pj and t;; mod p; have not appeared in
the answers to key queries since every query has either a x in position f (in which case position
f of the answer is empty) or a non-x value in position f (in which case the G,, part of the
element in position f of the answer is random). Therefore, we can conclude that the G, part of
the component Xy of the answer to the challenge query is also random in G, .

Observation 6.2.18 For all PPT adversaries Aand for f =1,...,0—1, M f,lo = Lf+1,0-
Indeed, in both experiments all key queries are answered correctly, and the challenge query in

My is by definition answered in the same way as in L1 o.

By the above observations, for proving Lemma @] it suffices to prove that Ly ;1 and Ly
are indistinguishable and that My ;_q and My} are indistinguishable, for k = 1,...,q;. In the
next section we prove that, under Assumption 1, Ly 1 and Ly are indistinguishable. The
proof that My j_1 and My y are indistinguishable is similar and omitted.
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Indistinguishability of L, and Ly _;

We start by describing an algorithm B that takes as input f and & and an instance of Assumption 1
and interacts with an adversary 4. Then, provided that .4 outputs a challenge such that f ¢
MPos, B simulates with some non-negligible probability L s or L ;1 depending on the nature
of the challenge. This suffices to prove that the two hybrids are indistinguishable.

Description of algorithm B

Input: Integers 1 < f < /+1and 0 < k < g, and arandomly chosen instance of Assumption 1
consisting of D = (N, Ay, Ag, A3, Ay, As, A By, Af () and challenge T which is either
T = AP D, or random G, ,.

Setup: B starts by constructing public parameters mpk. B sets g1 = A1,90 = Ao, g12 =
Ay - Ag, g3 = As,gs = A4,95 = As and, for each i € [¢(] and b € {0, 1}, B chooses
random t;, € Zn, R;p € Gp, and sets Tjp, = g;“’ - R; . Then B sets

mpk = [N7 g3, (Ti,b)z’e[é],be{o,l}] )

and starts the interaction with .4 on input mpk.

Now, B guesses a position j € [¢] and a bit b; € {0,1} and chooses the following ran-
domness that will be used in the G,,, subgroup. Specifically, B chooses, for each i € [/]
and ¢ # j, and b € {0,1}, random t;’j € Zy. Moreover, B chooses random tj’cj € Zn
where ¢; = 1 — b;. Notice that the value tj,bj is unknown to B. It will be provided by the
assumption as (3 at the exponent.

First Stage Secret Tokens: To simulate the output of Sim.C.KeyGen(Sk, %;, f, k), B does the
following way:

1 < k : We have the following mutually exclusive cases.
Case A.1: y; # x . In this case, B outputs a key whose G,,, part is random.
Specifically, for each j € Sy, B chooses random a; such that ), Sy, 0 = 0,
random 7; € Zy, and random W) € G,,. Then, for each j € Sy,, B sets

vy =gi gy "W
Case A.2: y; = . In this case, B outputs a key with a well-formed G, part.

Specifically, B, for each j € Sy, chooses random W) € G, random a; € Zy
under the constraint that jesy, 4 = 0 and then sets

gl
aj/thy.  aj/tiy;

Y=g P W

In the special case that y; = b;, then B sets

aj /tj-,yj

Y= (A7 C)% gy W

i = k : We distinguish between the following cases:

Case B.1: y; = x . B performs the same steps of Case A.2.
Case B.2: y; # x and y; # b; . In this case, B aborts.
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Case B.3: y; # xand y; = b; . B mounts T, the challenge of the assumption, in
position j.
Specifically, let S = Sy, \ {j, h}, where h is an index such that y;, 5, # . Such
an index h always exists since we assumed that each query contains at least two
non-x entries. Then, for each j € S, B sets

4/t aj/tiy;
Yi=g1 "7 90 77 W
Then, for position j, B sets
aj/t,y,

Yi=T-9, " W,
and for position h, B sets

14 —s/t) —(s+a;
Y, = (A7'By) Vb, "9 Vi P (i) tnon.. Wh,

where s = 3. g a;.
i > k : B handles these queries as in Case A.2, independently from whether 5 = x or
Yr 7 *-

Ciphertext: B receives & and has to compute a ciphertext. We distinguishes the following two
cases:

Case C.1: zj = b; . In this case, B aborts.
Case C.2: zj # b; . In this case, B computes sequence (¢;, HVE(%;, Z)), for all queries
¥; that it has received from A to induce the set MPos.
Then, B chooses random s € Zy, and, for each i € [¢], random Z; € G,, and
random s; € Zy. Then, for each i € [(],if i < f and i ¢ MPos, the algorithm
randomly select r; € Zy and sets
Xi=gy 95 Zi
otherwise, the algorithm sets
t/

X — st . s g
i =0 '95 T4y .

Second Stage Secret Tokens: To simulate the output of Sim.KeyGen(msk, y;, HVE(Z, ;)), B
does the following way:

HVE(Z, %;) = 0 : B generates a secret key with a random G, part and without the G,
part.

Specifically, for each j € Sy, B chooses random a; such that s, @i = 0,
J
random 7; € Zy, and random W) € G,,. Then, for each j € Sy, B sets

. a'/ti’ .
V=g gy W
HVE(Z, ;) =1 : B generates a secret key without the G, part and with a G, part
correlated with that of the ciphertext.
Specifically, for each j € Sy, B chooses random a; such that } Sy, % = 0, and
random W; € G,,. Then, for each j € Sy,, B sets

aj/tiyyj

Yj =g, g Wy
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This ends the description of B.

The algorithm B will be used to prove properties of experiments L. We can modify B so
that, on input f and k, the challenge ciphertext is constructed by randomizing the G,,, part also
of the f-th component. The so modified algorithm, that we call Bo, closely simulates the work
of experiments M and will be used to prove properties of these experiments.

Let us define the following two events.

NotA borth( f,k): denotes the event that B does not abort while computing the answer to the
k-th query in an interaction with A on input f and k. This is equivalent to the event that

yk:,f = % Or ykd- = bj.

NotAbort g(f,k): denotes the event that B does not abort while computing the ciphertext in
an interaction with A on input f and k. This is equivalent to the event that adversary A
outputs vector & such that x; = ¢; = 1 — b;.

We can modify, experiments PKGame, L(f, k) and M (f, k) so that j and b; are chosen just
like B does. This modification makes the definitions of events NotAborthxp and NotAbortf}Exp

meaningful also for these experiments. We write NotAborts' as a shorthand for NotAbortéPKGame.

Lemma 6.2.19 For all f, k and A, Prob[NotAbort1 s(f k)] >

<\\>—A

PROOF. The probability of NotAborth( f, k) is at least the probability that y;, ; = b;. More-
over, the view of 4 up to the k-th key query is independent from b; and j. Now observe that
the ¢ has at least two non-star entry and, provided that j is one of these (which happens with
probability at least 2/¢), the probability that y;, j = b; is 1/2. O

Lemma 6.2.20 For all f, k and A, Prob[NotAbortéExp(f, k)] > 3 for Exp = L(f, k).

PROOF. NotAbortQ ‘Exp([f; k) is the event that y;: ; # xj in the experiment Exp. It is easy to
see that the probability that j and b; are correctly guessed such that x; = ¢; = 1 — b is at least
1/(2¢), independently from the view of .A. O

Lemma 6.2.21 Suppose event NotAbortf}B( f,k) occurs. If T = Ty then A’s view up to the
challenge ciphertext in the interaction with B running on input (f, k) is the same as in Ly j_1.
If instead T' = T, then A’s view up to the challenge ciphertext in the interaction with B running
on input (f, k) is the same as in L .

Moreover, suppose events NotAbortf}B( f, k) and NotAborts'g(f, k) occur. If T = T} then
A’s total view in the interaction with B running on input (f, ) is the same as in Lyj_q. If
instead 7" = 75 then A’s total view in the interaction with B running on input ( f, k) is the same
asin Ly .

PROOF. First observe that mpk has the same distribution as the public parameters seen by .4 in
both experiments. The same holds for the answers to the first (k — 1) key queries and to the last
(g1 — k). Let us now focus on the answer to the k-th key query. We have two cases:

Case 1: y; = . Then the view of A in the interaction with B is independent from 7" (see Case
B.1) and, on the other hand, by definition, the two experiments coincide. Therefore the
lemma holds in this case.
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Case 2: y; # . Suppose T' =T = A'f‘ﬂ - D4 and that NotAborth( f+ k) occurs. Therefore,
y; = bj and B’s answer to the k-th key query has the same distributions as in L(f, k — 1).

On the other hand if 7" is random in Gy, and NotAborth (f, k) occurs, the G, parts of
the Y;’s are random and thus the answer to the k-th query of A is distributed as in L .

For the second part of the lemma, we observe that the challenge ciphertext has the same
distribution in both experiments and that, if NotAbortf}B (f, k) occurs, B properly constructs the
challenge ciphertext. O

Let us now analyze the probability that .4 does output a challenge such that f ¢ MPos,
this is crucial for B to successfully simulate with some non-negligible probability L(f, k) or
L(f k—1).

We start by introducing some notation.

E;flExp is defined as the event that in experiment Exp the adversary A declare a challenge
vector such that f ¢ MPos . When the adversary A is clear from the context we will
simply write E'¢ gxp.

E;fl: is defined as the event that in experiment PKGame, the adversary A declares a challenge
vector such that f ¢ MPos . When the adversary A is clear from the context we will
simply write Ey.

E}‘}B( f',k): we extend the definition of Et gxp to include the experiment played by A against
the algorithm B. Thus we denote by the event that in the interaction between .4 and B on
input f” and k, B does not abort and A declares a challenge vector such that f ¢ MPos.
If A, f’ and k are clear from the context, we will simply write Ef .

E}‘lf,: is defined as the event that during the execution of Iy adversary A outputs a challenge
vector such that f ¢ MPos.

Observation 6.2.22 For all PPT adversaries A and distinguisher D and all 1 < f < {, we
have that Prob[D(I(f)*) = 1|=Ey ;] = Prob[D(I(f + 1)*) = 1|=E} p41]-

PROOF. By definition of I, if the challenge vector is such that f € MPos, then A’s view in I¢
and Iy is the same. O

Observation 6.2.23 For all PPT adversaries A and all 1 < f < {, we have that Prob[E;f‘f] =
Prob[E]“f‘f+1].

PROOF. The view of A in I up to the challenge ciphertext is independent from f. O
Therefore we can set Prob[E;f}f] = Prob[E;f}l} = Prob[E;c“].

Lemma 6.2.24 If Assumption 1 holds, then fork = 1,...,¢qand f = 1,...,¢, and for all PPT
adversaries A, Prob[E}‘}G] —Prob[EfH]’ and ’Prob[NotAbortéG} —Prob[NotAbortf}H]
are negligible functions of A, for experiments G = L(f,k — 1) and H = L(f, k).

PROOF. We prove the lemma for Et  and Ey g. A similar reasoning holds for NotAborté‘fG
and NotAbortéH. For the sake of contradiction, suppose that Prob[E;f}G] > Prob[E;f}H] + €
for some non-negligible . Then we can modify algorithm B into algorithm B with a non-
negligible advantage in breaking Assumption 1. Algorithm B simply execute B’s code. By
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Lemma event NotAbort; g occurs with probability at least 1/¢ and in this case B can
continue the execution of B’s code and receive the challenge vector from A. At this point, B
checks whether f ¢ MPos. If it is the case, B outputs 1; else 3 outputs 0. It is easy to see that,
by Lemma [6.2.21] the above algorithm has a non-negligible advantage in breaking Assumption
1. O

The proof of the following corollary is straightforward from Lemma and Observa-
tions [6.2.1716.2.18]
Corollary 6.2.25 Forall f =1,...,f+1andk =0,...,q, and all PPT adversaries A, we have
that, for H = Ly, Prob[E;f}H] - Prob[E]“f‘]) and Prob[NotAbortéH] - Prob[NotAborté“]‘
are negligible.

We are now ready to prove that Ly ;1 ~. Ly . To do this let us define the event SuccA( f k)
as
Succ(f, k) := NotAbort{'g(f, k) A NotAborty's(f, k) A E7g(f, k). 6.1)

When A is clear from the context we use the shortcut Succ(f, k).

We are now ready to prove Lemma|6.2.26

Lemma 6.2.26 Suppose there exists an adversary A, a distinguisher D and integers 1 < f <
¢and 1 < k < ¢ such that ’Prob[D(GA) = 1] — Prob[D(H4) = 1]‘ > ¢, where G =
L(f,k—1), H = L(f,k) and € > 0. Then, there exists a PPT algorithm B with Adv? >
Prob[Ey] - €/(2 - £2) — v()), for a negligible function v.

PROOF. Assume without loss of generality that Prob[D(G*) = 1] > Prob[D(H#A) = 1] + ¢
and consider the following algorithm 5. 3 uses algorithm B as a subroutine and interacts with
A on input integers f and k for which the above inequality holds, and an instance (D, T’) of
Assumption 1. If event Succ(f, k) does not occur, B outputs L. Otherwise, B outputs D’s
output. Therefore we have

Prob[Boutputs 1|7 =T;] = Prob[Boutputs 1|T" = T} A Succ(f, k)] - (6.2)
Prob[Succ(f, k)|T = T1]
By definition of Succ(f, k) we have
Prob[Succ(f, k)|T = T1] = Prob[E;g A NotAbort; g A NotAborty g|T" = T7]
= Prob[NotAbort; g|T" = T7]-
Prob[Eg A NotAborty g|NotAbort; g AT = T1].
Now observe that event NotAbort; g is determined before B uses 7" and thus
Prob[NotAbort; g|T" = T1] = Prob[NotAbort; g].

Moreover, by Lemma [6.2.21} if event NotAbort; g occurs and 7' = T7, the view of A up to
Challenge Query is equal to the view of .4 in experiment G and thus

Prob[E¢g A NotAborty g|NotAbort; g A T = T1] = Prob[E ¢ A NotAborts ¢]
whence
Prob[Succ(f, k)|T = T1] = Prob[NotAbort; g] - Prob[NotAborts ¢ A E ]
= Prob[NotAbort; g] - Prob[NotAbort; ;| - Prob[E} ¢] ’
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where NotAborty ¢ and Ef ¢ are independent. Finally, if 7' = T and Succ™(f, k) occurs,
then, by Lemma[6.2.21] A’s view is exactly as in experiment G, and thus the probability that B
outputs 1 is equal to the probability that D output 1. We can thus rewrite Eq. as

Prob[B outputs 1|7 = T}] = Prob[D(G*) = 1]-
Prob[NotAbort; g] - Prob[NotAbort, ;| - Prob[Ey |

A similar reasoning yields

Prob[B outputs 1|7 = Ty] = Prob[D(H*) = 1]-
Prob[NotAbort; g| - Prob[NotAborty 7] - Prob[E g

By using Corollary [6.2.25] Lemma|[6.2.19|and Lemma[6.2.20] we can conclude that there exists
a negligible function v such that we have

Adv¥ = Prob[NotAbort; g] - Prob[NotAborts] - Prob[E]-
(Prob[D(G#) = 1] — Prob[D(HA) = 1]) — v()\)
€
> Y - Prob[E¢] — v(N)
g

The following Lemma can be proved by referring to algorithm By. We omit further details
since the proof is essentially the same as the one of Lemmal6.2.26]

Lemma 6.2.27 Suppose there exists an adversary .A, a distinguisher D and integers 1 < f < /+
land 1 < k < g such that [Prob[D(G) = 1] — Prob[D(HA) = 1]| > ¢, where G = My 1,
H = My, and € > 0. Then, there exists a PPT algorithm B with Adv? > Prob[E;] - ¢/(2 -
£2) — v(\), for a negligible function v.

We are finally ready to prove Lemmal6.2.14]
Lemma [6.2.14} If Assumption 1 holds, Iy =~ If1.
PROOF. Suppose that for some adversary A, distinguisher D and f € [/]
|Prob[D(I7') = 1] — Prob[D(I7,) = 1]| > €. (6.3)
Now recall that Iy = Ly and Iy = My . Thus, there exists 1 < k < ¢ such that:
|Prob[D(G*) = 1] — Prob[D(H*) = 1]| > ¢/(29) ,

where G = Lypand H = Ly 1 or where G = My and H = My ;1. Then by Lemmal[6.2.26]
in the former case, and by Lemma in the latter, we can construct an adversary B against
Assumption 1, such that

€
Adv? > el Prob[Ey] — v()\)
Now it remains to estimate Prob[E|. Notice that we can write

Prob[D(I7') = 1] = Prob|Ey ;] - Prob[D(I7') = 1|Ey,¢]+
Prob[-Ej ] - Prob[D(I{) = 1|-Ey ]
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and " "
Prob[D(I7%,) = 1] = Prob[Ey s 1] - Prob[D(I7% ) = 1[Ef p41]+
Prob[=Ej r41] - Prob[D(I7') = 1|=Ej s 41]
and by combining Equation[6.3]and Observations [6.2.22] and [6.2.23] we obtain

Prob[Ey] - [Prob[D(I{') = 1|E} 5] — Prob[D(If,) = 1|E} p41]| > e.

Thus, we can conclude that
Prob[E¢] > €,

and thus 3 has advantage
2
€
AdvB> —— — (),



Chapter 7

Summary of Contributions

We briefly summarize our main contributions.

Generalized Key Delegation for Wildcarded Identity-Based and Inner-Product Encryp-
tion. Even though the WIBE and WKD-IBE constructions in [ACD™06, [AKNOQ7] are very
practical, they had two significant shortcomings. First, their security proofs only hold in cases
where the maximum hierarchy depth L is a constant due to the fact that they are not tight and
lose a factor which is exponential in L. As a result, these schemes can only be used in scenar-
ios where such a restriction is acceptable. In particular, when using WKD-IBE schemes to build
identity-based broadcast encryption schemes, such a limitation on the maximum hierarchy depth
will have a direct impact on the maximum size of the target group. Second, their solutions do
not hide the pattern associated with the ciphertext. Hence, their schemes cannot be used in any
application where the anonymity of the recipient needs to be preserved.

In Chapter ] we showed how to overcome the limitations of existing WKD-IBE and WIBE
schemes to obtain the first fully secure anonymous WW-IBE scheme.

Lattice-based Hierarchical Inner Product Encryption. In Chapter [5] we considered the
problem of constructing hierarchical inner-product encryption scheme based on lattices assump-
tions. To achieve this goal, we extended the lattice-based IPE scheme by Agrawal e al. [AFV11]
to the hierarchical setting by employing basis delegation technics by Peikert et al. [[CHKP10]
and by Agrawal et al. [ABB10].

Adaptive Simulation-Based Secure Constructions for Functional Encryption. In Chap-
ter [6] we considered the problem of designing simulation-based secure functional encryption
schemes. We looked both at general functionalities corresponding to the class of poly-sized
circuits and at a more specialized functionality, specifically HVE.
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